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Abstract— Semantic web services promise a lot of new features access is uncontrolled.

like automatic discovery, composition, simulation and verfication In this paper, we present a Semantic Web compatible

to name a few. However, se\(eral securlty related issues hav%approach for specifying and composing access controlipslic
to be resolved before semantic web services can be employe

in typical business scenarios. In this paper, we present an of S_emantlc Web Services. First W? _'dem'fy a num_ber of
approach to enable access control for semantic web services. Ou 'equirements for access control policies for Semantlc? Web
approach builds on the idea of autonomous granting of access service. We then combine two well founded techniques,
rights, decision making based on independent trust structures namely DAML-S [4] for describing Web services and the

and respects privacy requirements of the users. Our framewdc policy algebra for composing access control polices intoed

allows the specification and computation of complex access . .
control policies in a manageable and efficient way. Therefore, our by Bonatti et al. in [9]. The process model of DAML-S

approach is useful not only in web services based applications allows to specify semantic Web services Fhat are composed
(typically client-server architecture) but also in peer to peer and of other semantic Web services by operations kleguence,

agent based applications. choice, parallel, iteration etc. We show, how access control

policies for composite Web services can be computed from

the access control policies of the component Web services
With the advent of the Semantic Web [1], [2], [3], Weband from contracts that the provider of an composite service

services have gained even more importance [4]. Semantiay have with providers of the component Web services.

Web techniques, especially ontologies, allow to descriled W\We also allow the use of partial access control policies for

services with machine understandable semantics, thusigmabcomponent services if, for example, only partial behaviour

new features like automatic composition, simulation arsd dithe component Web service is employed for the composite

covery of Web services [4], [5]. The vision of the SemantigVeb service.

Web is to make the current Web more like an information The paper is structured as follows: in section I, we mogvat

system. In such an information system Web services play thefew important requirements for access control of semantic

role of operations available to the users. However, the uaeb services. In sections Ill and IV we give short introdos

of Web services is not restricted to access information, bit DAML-S [4] and the policy algebra introduced by Bonatti

also in many other areas, for example electronic busineds @t al. in [9] respectively. In section V we present our main

enterprise application integration. contribution by introducing an approach for specifyingesx
Because of the vast heterogeneity of the available infazentrol for semantic web services. In section VI , we show

mation, information providers and users, security becombhew our approach can be implemented with SPKI/SDSI. In

extremely important. Security related aspects are mo#dly ¢ section VI, we discuss some related work and finally we

sified in three categories, namely confidentiality, intggand conclude in section VIII.

availability [6], [7], [8]. Access control, which means the

users must fulfill certain conditions in order to accessaiert !l- ACCESSCONTROL REQUIREMENTS FORSEMANTIC

functionality plays an important role in all three fields.rFo WEB SERVICES

example, a student must show her library card to borrow aCurrent access control is mostly based on authentication

book from the university library. In context of confideniigl which often requires proof of identity. Since this is not

it means that a student has access to the information reélevammpatible with the obvious privacy requirements of users,

to only her own library account and thus can not know whiclve identify the following requirement.

other students have borrowed which books. In context of Requirement 1:Access control should be based on capa-

integrity, it means that a student may not change or causiities rather than on identities.

a change in information relevant to the library account of Often access control requires central control, for example

another student. In context of availability, access cadritedps registration or for specification and verification of the egx

to prevent denial of service attacks that can take placeeif thights. Central control retards the spontaneity and redse o
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access control policies and is thus inappropriate for lighinultiple functionalities (e.g. if it contains “choice”). hiese
distributed systems like the semantic Web. We thus identifynctionalities can have different access contol requinets

the following requirement. That is, it is not realistic to say that a composite Web servic
Requirement 2:Access control mechanism may not re- has one global access control policy and if a user fulfills the
quire central control. access control policy she has access to all the functitaslit

In a dynamic and distributed environemt like the semantaffered by the Web service and to none, if she does not.
web, web service providers act spontaneously and indepenThus we identify that access control and functional aspects
dently of each other. Hence, we identify the following requi are not always independent of each other and consequently
ment. following requirement.

Requirement 3;Each Web service provider must be able  Requirement 6: The framework must support the inter-
to specify the access control policy of her Web service play of the access control and functional aspects of the
autonomously. Web services

The access control policy of a Web service is specified by Web services are typically distinguished atomic and
the provider of the Web service description (mostly ideaiticcompositeWeb services. As the terms suggest, an atomic
with the provider of the Web service). An end user knowingVeb service is one that can not be further broken into parts,
some web services may combine few of them in some wahereas a composite Web service is one that is decomposable
to solve a certain task at hand. Prior to executing suchirdo atomic and composite Web services, which are often
combination or plan she may want to know whether she casferred to as component Web services. In addition to the set
fulfill the access control policy of the combination (plan)of component Web services, a composite Web service has a
Hence we identify the following requirement for specifyingontrol flow and a data flow graph that contain information

access control for Semantic Web services. about how the component Web services are connected and how
Requirement 4.The framework must allow an end user the data flows from one component Web service to another
to checkand prove her eligibility for a Web service. respectively.

Consider a Web service that offers electricity contractd an Consider the following two Web services: (1) a Web service
requires that the customer is at least 18 years of age. This that offers Greenpeace membership and (2) our previous
requirement can be specified as access control policy of tlectricity selling Web servica, which requires Greenpeace
Web service rather easily. However, the access contratipsli membership for contracts with one month notice period for
of most of the Web services are not so simple. For examptielivery addresses outside a particular geographicabmegi
it is quite realistic that an electricity company offeringce a Now consider a composite Web servieg that first executes
Web service requires that the customer is at least 18 years/déb servicew; and then Web services,, that is, it closes a
age as well as lives in a particular geographical region. Ti&reenpeace membership before closing an electricity acintr
access control policy becomes even more complex when tBbviously, the access requirement "Greenpeace membership
access control requires not only that a user must have certai Web servicews is fulfilled after the execution of Web
properties but also that a user magt have certain properties. servicew; and hence Greenpeace membership is not required
For example, the customer may not have any outstandittyaccess the composite Web servigealthough it is required
accounts with the electricity company. We identify furtheby its component Web service.
requirements for specifying access control for Semantib We While the access control policy of an atomic Web service

services. can be specified directly, the access control policy of a
Requirement 5:The framework must support the speci- composite Web service depends on those of its component
fication of complex access control requirements Web services and thus must be computed by the provider of

Now consider that the electricity selling Web servicéhe composite Web service. Hence, we identify the following
has two input parameters, namelyel i ver yAddr ess requirements for specifying access control for Semantit We
andnot i cePeri od. The "functional” precondition for the services.
del i ver yAddr ess is that it must be a valid address in Requirement 7.The framework must support a Web
Germany and fonot i cePeri od is that it must be eithet service provider in computingthe access control policy of
month or3 months. Further, the Web service’s access contralcomposite Web service
policy requires that contracts with one month notice pesind During the execution of a composite Web service, a com-
delivery address outside a particular geographical regien ponent Web service can certify that the requester of the
closed only with users who can prove their Greenpeace meoomponent Web service has certain attributes. To do so,
bership. Hence, we see that the access control requireméhés component Web service issues appropriate credentials b
of a Web service may depend on the requested functionaltyich the requester can prove the aforementioned attgbute
(controlled by the values of the input parameters) and thidtthese attributes are required for the access of any of the
the provided functionality may depend on the access contsulbsequent component Web services, the requester does not
conditions fulfilled by the requester. need to be able to prove them at the beginning of the execution

Functional and access control related aspects are notalwal the composite Web service. Rather, the composite Web
separable from each other. A composite Web service offexsrvice can pass the newly issued credentials that prove the



required attributes on to the other Web service. Requirement 11The framework must be able to deal

Requirement 8:The framework must be able to deal with  with contracts that have impact on the access control policy
the capabilities that are certified to the requesteron the fly, of a component Web service
that is, during the execution of a composite Web service Consider a Web service for paying the electricity bill and

Consider two Web servicest and B and that A uses another Web servicé that allows access to the contents of a
B. That is, A is composite Web service anBt one of its magazine. Suppose, that everytime a user pays her elictrici
component Web services. Assuming that the providersi of bill, she gets some points for every KWh she saves. The
and B specify and manage the access control policies of tharagazine Web services offers access to the magazine content
respective Web services autonomously (cf. requiremen&), only in return for such points. When a user has collected
identify the problem, that the provider of cannot know at enough such points she can show them &md gain access to
the time of specification of the access control policy 4f the magazine contents. However, if the shown points are not
that the access control policy @ will not be change in the “consumed” byb, a user can show the “same” points again
future. Hence the provider ol may not wish to embed the and again and gain access to the magazine contents, which
access control policy oB hard-coded in that ofA but rather is certainly not in the interest df. Therefore we identify the
in a more dynamic fashion that is compatible with the latdollowing requirement
changes in the access control policy Bf Consider the Web ~ Requirement 12The framework must be able to specify
servicesw, we andws from our previous example. Supposeconsumable credentials. It must be possible to specify in
that after the Web service; has specified its access controan access control policy that a web service consumes some
policy the Web services Web servieg, changes its accesscredentials
control policy by adding a further requirement that the user Often, the credentials that a user possesses have certain
must be at least 18 years of age. If the access control polialidity. A component Web service of a composite Web service
of w3 has embedded the access control policyugf in a verifies the credentials and makes an access decision right
hard-coded fashion, it becomes inconsistent because & dbefore it starts executing. This leads to the problem thtitsf
not reflect the current requirements. previous component Web services consumes too much time

Requirement 9:The specification of access control poli- then the credentials that were valid at the time of checking
cies of composite Web services must be immune to thewhether the user fulfills the access control policy may not be
changes in the access control policies of its componentvalid at the time of actual execution of one of its component
Web services Web services.

Web services, especially composite Web services may offelRequirement 13The framework must be able to specify
different functionalities depending on the values of thpuin the validity and reason about the execution time of a Web
parameters. A provider of a composite Web service may wiskrvices
to embed another Web service only partially, that is she mayWhen a composite Web service acts as a mediator between a
be interested in only a subset of its functionalities. Coesi user and a component Web service, the output delivered by the
our previous example in the motivation of the requirement 6omponent web service may contain (sensitive) information
If there is a composite Web service that offers water onthat can be misused by the the composite Web service or it
to those who have a electricty contract with 3 months notieceay not be compatible with the privacy requirements of the
period, then the water selling composite Web service mal wiaser. Consequently, the user may not want that the composite
to embed the electricty selling Web service so that the uséteb service experiences the contents of the outputs.
can close an electricity contract with 3 months notice mkrio Requirement 14The framework must make sure that
if the do not have it already. Obviously, the water sellingb/Veany information delivered by a component Web service is
service is not interested in electricity contracts with 1ntio not misused by the composite web service
notice period and hence wishes to embed only the part ofiwhen a composite Web service acts as mediator between a
the electricity selling web service that sells contractthwd user and a component Web service, and passes on credentials
months notice period. of the requester to the component Web service, the composite

Requirement 10The framework must allow to identify Web service acts on behalf of the requester. The requester as
the required partial behaviour of a composite Web service well as the component Web service want to ensure, that the
and to compute and integrate the access control require- transmitted credentials are not misused by the composite We
ments of the partial behaviour of a component Web service service, for example by using them multiple times without

A provider of a Web servicel may have a contract with notifying the requester.
an other Web servicé3 that has an impact on the access Requirement 15The framework must make sure that
control policy of Web servicé. If Web serviced now embeds the credentials shown by a requester are not misused by
service B as a component service, then the contract betwearcomposite Web service
the service providers of Web servicdsand B, respectively,
may lead to a substitution of a part of the access control . INTRODUCTION TODAML-S
policy of Web serviceB by a partial policy agreed on in the DAML-S is a DAML+OIL ontology for describing Web
respective contract. services with the objective of making Web services computer



interpretable and hence enabling tasks like discovery,poem V. INTRODUCTION TO POLIC¥ALGEBRA

sition, simulation, interoperation and execution moriitgrof In this section we introduce the algebra for composing
Web services. DAML-S complements the various industrial ef-ess control policies as it is described in [9].

forts that are low-level, by providing Web service deseoip A ground authorization ternis a triple of the form(s, o, a)

at application level [4], [5], [10]. DAML-S has three mainhere s denotes a subject denotes a Web service and
parts, namelyServi ceProfile, ServiceMdel and gengtes of conditional output of the Web serviceThe tuple
Servi ceGounding. ServiceProfile contains prop- _, ;- s called an interface. The expressed relationship is
erties related to the functionality a service offers andaams  .qnsidered as a permission for s to use the interfagg:>.

the questionwhat does a service dp®er vi ceMbdel con-  anp (access controlpolicy is a set of ground authorization
tains properties related to the operation of a Web servigg .o

and answers the questiddow does a service workand  The gigebra allows policies to be restricted by posing

Servi ceGr oundi ng contains properties related to the aCggnsiraints on their authorizations. For this purpose, aBibn

cess to a Web service and answers the quesiow can a ot 5 make their algebra parametric with respect to a con-

service be accessed? straint languagel,..,. Policy expressions are syntactically
A service profile provides a high-level description of a@uilt from policy identifiers and alcgebra operators as folo

service and its provider. It is used to request or adverise s E::= id | E+E | E & E| E | o(E,E,E) |
vices with discovery services and capability registrievige ExR|T(E)| (E)
profiles consist of three types of informationdascriptionof T = 7id.E

the service and the service provider; fluactional behavior ~ Here, id is the token type of policy identifiersy is the
of the service and severdlinctional attributestailored for nonterminal describingolicy expressionsT is a template
automated service selection. that represents partially specified polici€s, € L,con IS @

The operation of a Web service is described in terms off§striction on policies. Note, that the templates are nditypo

process model, which details both the control structure afiPresstons, qnly templates W'th actugl paramete.rs are.
data flow structure of the service. Two main components ofThe semantics of the described policy algebra is described

the process model are tlprocess ontologywhich describes as a function tha_t maps each policy expression onto a set
a service in terms of its inputs, output, preconditionseff of ground author_|z_at|on terms, and e_gch template (_)nto a
and where appropriate, its component subprocesses; andf%t'on c:jver pohuﬁs. nge, Fhe asc_idl_t||or|1 O[I:}GI’&'[G}F).(IS
process control ontologyvhich describes each process ijnterpreted as Zet: eorgtlc union. simiiarty, t c coafiam d
terms of its state, including initial activation, executiand operator &), an ,t € su t.ractlon operato#X are mterprete
completion. The primary kind of entity in the process ongiylo as sgt-theore_tlc_ intersection and d|fferenc_e, respdglive

is process DAML-S distinguishes betweeatomic simpleand SCOPINg restriction (), where the constraintC’ ¢ Con

compositeprocesses. Atomic processes are directly invocafe & Set of interfaces, is interpreted as selection of those

and execute in a single step. Simple processes, on the oﬁlét'horlzatlon terms that_satlsgi. Overriding b(E.’ Ey, Er))
hand, are not directly invocable and are not associated Wli%mterpreteq as'the po!lpy that resuilts from poIEyw.hen' a

a grounded. They are rather used as elements of absti™ (?fE' which IS specmec_i by means_ofathlr_d poliéy, is
tion. Composite processes are decomposable into other (n8 erridden by policy®,. This operator is a derived operator:
composite or composite) processes. Their decompositi@ns 4 E’El’ EQ) — (E — L) - (E1&eBy). .

specified by control constructequencesplit, split+join, if- Policy _|dent|f|er_s_ are mterp_reted by an enylronme_nt that
then-elsechoice while, repeat-untiletc. For details regarding maps policy identifiers to policies. The semantics oftheggol

operational semantics of the control constructs refer @j,[1 algepra IS a funcuona that maps each_ policy expression to
[11] a policy, inductively extending an environment by using the

. ) , i pertinent interpretation of the operators.
Conditions play a central role in service profile as well as

service model. Currently, a condition in DAML-S is not fusth V. SPECIFICATION OFACCESSCONTROL FORSEMANTIC
specified but used at various places, for example infttieen- WEB SERVICES
elseconstruct. Further, DAML-S allows web services to have |, this section we show how the described policy algebra

conditional outputs. Conditional outputs are parametétis & .o pe integrated in DAML-S and how it can be used to

condition property and are not delivered always but onlymwheompte access control policies of composite Web services.
the condition is true.

A grounding can be thought of as a mapping from aff- Integration of access control with DAML-S
abstract to concrete specification of those service deBmrip  In this section, we show how the policy algebra introduced
elements that are required for interacting with a servidee Tin section IV can be integrated with DAML-S to enable access
grounding of a service has mainly to do with the protocol arzbntrol for semantic web services.
message formats, serialization, transport and addressorg  In figure 1, the concep& oundAut hori zati onTer m
more detailed information on DAML-S, refer to [4], [5], [10] with propertiessubj ect, obj ect andaut hori zati on
[11]. represents a triple of the forris,o,a). Setting the range



of the propertysubj ect to Capabilities allows to
specify users of a Web service based on their properties
(e.g. public key) and not on their identities. Théj ect is
the Web service itself. Hence, we set the rangelf ect
to Process. We set the range ofut hori zation to
Condi ti onal Cut put since a conditional output corre-
sponds to a functionality offered by a Web service.
ConceptAccessControl Pol i cy represents an access
control policy. The propertyoundAut hori zati onTer m
with range G oundAut hori zati on represents the
set of ground authorization terms, the access control
policy consists of. We view an access control policy
of a Web service as a condition that a user has to
fulfill to get access to the Web service. Hence, we
model a concept AccessControl Condition as

Service

describ

ServiceModel

ServiceProfile ServiceGrounding

subject

subclass ofCondi ti on. AccessControl Condition /

has properties accessControl Policy of type ¢

AccessControl Policy and inputParaneter. N

A precondition of type AccessContr ol Condition .
inputParameter

means that the input parameter referred to by the property
i nput Paraneter should prove the satisfiability of
the access control policy referred to by the property
accessControl Policy. The policy algebra operators (GroundAuthorizationTer
and constructs can be modeled rather straightforward aad ar
not shown in figure 1.

horization condi)

prizationTerm
accessControlPolicy

groundAuth

B. Computation of access control policies for compsite Web
services

AccessControlCondition

In this section we show how the introduced policy algebra Fig. 1. Integration of DAML-S and Policy Algebra
can be used to compute access control policies of (composite
Web services.

We distinguish between atomic Web services and compositel) Support of partial functionality of a Web service:
Web services as described in section lll. Composite Wezcording to requirement 10, a composite Web service does
services are composed from component Web services gt always need the full functionality of a component Web
operationsSequence;), Choice ), Parallel (||), Iteration service, but rather a subset of the functionalities (cdorti
(¥). outputs). Each functionality of a Web service is specifiedras

The provider of an atomic Web service can specify thterface<o,a>. The access control policy of the component
access control policy of her service autonomously and iMveb services will contain authorization terms for several
dependently. As described in section 1V, the access contialerfaces, i.e. for several conditional outputs. In sectV we
policy TI(w) of a Web servicav is defined as a set of groundintroduced the policy algebra parameterised with a coimstra
authorization terms of the forrfs, o, a). language’,. ... We use the scoping operator for restricting the

The provider of a composite Web service computes ti@cess control policies of a Web service to the access dontro
access control po“cy of the Composite Web service from tm@llcy of thedesired fUnCtionalityi.e. the conditional OUtpUtS
access control policies of the component Web services. Asthe Web service. Therefore, we instantiate the parameter
stated in requirement 7, the framework should support thie Wéacon @S follows: LetCon C P(O x A)? be a set of sets
service provider in computing the access control policies. ©Of interfaces. We then definé..,, := Con, i.e. each set of

We will now show, how this can be done in the describeifterfacesC’ € Con is a constraint and thereby a possible
framework. For the computation, the access control palici€COPING restriction for a policyl. We say, a policyll satisfies
of the desired functionalities of the component Web sesyice? restrictionC’ iff the following holds: If (s, 0,a) € I then
the type of their composition and possible contracts betwe&©: 4> € C-
the provider of the composite Web service and the componenfconsider, for example, a component Web servicavith
Web services need to be taken into account. conditional outputgcoy, co2 }. The access control polidy(w)

of Web servicew will contain authorizations for interface

1DAML-S support more control constructs, for examifithen-else,repeat-
until, unordered, splitwhich we do not consider any further in this paper.  2P(A) denotes the powerset of



<w,co;> as well as for interface<w, co,>. If composite of the other involved Web services and frdifw, ) and

Web servicew’ only requires conditional outputo; of Web II(CreditCard)
servicew, the access control policy of Web servieé should 2) In the second scenario a part of the access control
contain authorization terms only for interfagew, co;> and policy of the component Web service is supposed
not for interface <w,co;> too. The restriction of access to substituted by a new policy. Consider for example
control policyII(w) to the interface<w, co; > is then defined the case when the contract specifies that user who
asTl(w){<weor>}, use component web sercice; via composite Web

2) Support for independently specified access control poli-  servicew may give the bank account details instead

cies: According to requirement 3, a Web service provider must ~ of showing a credit card. The access control policy
be able to specify and modify the access control policiessof h of Web servicew is then calculated by the access
Web services autonomously and independently. This implies control policies of the other involved Web services
that a provider of a composite Web service does not know at  and (ITl(w;) — II(CreditCard))&(I1(CreditCard) +
design time how the access control policy of a component TI(BankAccount)).

Web service will look like at the instantiation time. This 3) In a third scenario, users who are principally entitled
requirement can be fulfilled by using the template operator o for a web serb service; but are listed on a revocation
the introduced policy algebra. The template operator alltaw list might still be allowed to user Web serviag, by
specify that access control policy of a composite Web servic the Web servicew if they fulfill some constraintr. In
contains the access control policy of a component Web servic  this case, the overriding operator of the algebra can be
without actually inserting the current access control gobf used to specify their modifications of the access control
the component Web service at the design time. The templates policy causes by the contract. L&f(w;) denote the
will be instantiated when the access control policy needs to  access control policy of Web service;. Let CRL

be computed at the time of instantiation of the composite Web  denote the mentioned revocation list and tetlenote

service. the additional requirements for users that are on the
Consider for example a Web servigethat is specified as a revocation list to be allowed fow; via Web servicew.

sequence of component Web servieesand w,. Obviously, Theno(Il(w), 7, CRL) = (II(w1)—CRL)+(r&CRL)

the access control policies of the Web serviegsaandw, must denotes the access control policy that allows users that

be contained in the specification of the access control polic either fulfill II(w;) and are not on the revocation list

the the Web servicev. However, since the providers of Web CRL or are on the revocation list RL but fulfill the

servicesw; and we can specify and modify access control condition .

policies of their respective Web service without notifyitige 4) Computation of Access Control PolicyAccording to

provider of w, it is more appropriate if the provider of therequirement 7, the framework must support the provider of

composite Web service uses template. X1, X».(X1&X5). 3 composite Web service in computing the access control
3) Support for Contracts between Web Serviokscording  hgjicy from the access control policies of the component Web

to requirement 11, the framework should support contradgyices. In this section, we show how this can be done.
between Web service providers. These contracts may affectt |, pamL-s description of a Web service, a Web service

access control policies of the Web services. In such a dase, {5, pe composed by using the control constri@gsjuence
provider of the composite Web service does not employ tI@ , Choice @), Parallel (), lteration ()3. The table in
full access control policy of the component Web service, biigyre 2 shows for each control construct how a preliminary
may want to replace a part of it with a policy the providergccess control policy of the considered part of the comeosit

agreed upon in a contract. We consider following types Qfep service is computed from the component access control
contracts. policies'.

1) The simplest case is to simply remove a part of the

access control policy of the component Web service. [ w;;w, 7.X1, Xo.(X1&X2) (T (w1 ), H(ws))
Consider for example a composite Web servicthat is wy +ws | T.X1, Xo.(X1 + Xo)(H(w1), H(wg))
composed of the component Web service and some w1 wo 7.X1, Xo.(X1&Xo) (TL(wy ), T(w3))
other Web services. The access control policy of the | * 7.X1.(X1)(II(w))

Web servicaw; requires users to have a credit card. The
providers of Web services andw; may have a contract
that says that the provider of Web servicewill pay a
monthly lumpsum to the provider of Web servieg and
because of that, users who user Web servigevia w
need not show their credit card. LE(CreditCard) be  3pamL-S allows other types of composition operations liéghen-else,
an access control policy that requires userspfo show repeat-until, unordered, spliwhich we do not consider any further in this
their credit card. LefI(w,) to the access control policy PaPe" .

. h Note that we assume that the component Web servicesire already
of wy. Then the access control policy of Web servicg,

- "~Felevant parts of the web services already identified by scoping, overriding,
w, II(w), is calculated from the access control policgontracts etc.

Fig. 2. Computation of composed access control policies

In case, Web services are composed sequentially or in
parallel, the access control policy of the composite sesvic



is simply the conjunction of the component services, the« the functionality of her service; as an interfacéw;, f)
requester of the composite Web service needs to fulfill the and

access control policies of both component services. In,thgse « the access control policy of her service autonomously by
Web service is composed as a choice between two component defining a set of authorization termg, {v1, f).

Web services, the reguester needs to fulfill at Igast onefthe1_% specify the access control policy the provider defines an
_the component services. In case, the composite Web servigeass control listcl; with respect to her Web service; .

is an iteration of the component Web service, the requesifife access control listel; consists of several entries. Each
needs to fulfill the access control policy of the compone@tntry defines the authorised principals for a single fumetiioy

service. Note, that we assumed a capability based acCgs$ ) and is implemented as an unsigned authorization
control system where capabilities do not get revoked bygusiRartificate of the form
them.

The problem with the preliminary access control policy  <Sel f ,SubjecfAuthorizationDelegationValidity>
is that the interfaces of its ground authorization termangra
access to the components of the composite Web services b
not to the composite Web service itself. We thus calculage th )
composite access control policy from the considered condi-3)
tional output by substituting all interfaces of the compune
Web services by the interfaces for the considered condtiona )
output. if II72 ;. is the preliminary access control policy for
the conditional outputo, andw is the name of the composite
Web service, then the access control polig§? is computed
as follows:

u][) Sel f represents the issuing principal, i.e. the provider
of the Web service.

Subjectdenotes authorized principals.

Authorizationspecifies the granted permission, i.e. the

functionality f of the Web servicev;.

Delegationis a boolean flag that specifies whether the

authorised principals are allowed to forward the granted

permission.

5) Validity denotes the validity of the certificate.

o ] . o Authorised principals are defined by proven capabilities. |
I (w) = {(s,w, co) | there exists(s, w’,co’) € I7eim}  the simplest case the provider of the Web Sevice demands one
Finally, we calculate the access control policy of theapability. According to the extension of SPKI/SDSkbject
composite Web service as the union of the access contid®y provide algebra expressions that allow the provider of

policiesfor the conditional outputs: the Web service to denote combined capabilities. Therefore
o the provider may use some operators, namely Additieh (
(w) := UH (w) Conjunction &) and Subtraction-{). During verification, an

VI. | MPLEMENTATION algebra expression is evaluated to a set of authorizediprinc

In requirement 1 we suggested that access control sholllS- Furthermore the provider of the Web service givesetlis
be based on capabilities rather than on identities. Thes, #rticipants whom she trusts to state demanded capasilitie

subjects in a ground authorization term specifies a capabilit%/ A provider of a composite Web serviae.,,,, composes
a user must have to get access to the interfaoga>. The her service from functionalities of atomic (component) Web

interface <o,a> of a ground authorization term specifies &eTvices. Afterwards she computes the access controlypolic
Web serviceo and a conditional output of Web service ©f weomp from those of its components. The first step is
0. Hence, the ground authorization terfs, o, a) specifies adaption of the interface that results in a “new” interface
that users having capability have access to the functionality\Wcomp: Jeomp)-

We implement the policy algebra introduced in section 1¢ccess control listiclcom, with respect to her Web service
with an extension of SPKI/SDSI as proposed in [12]. Weomp- The access control listcl.,m, consists of several

SPKI/SDSI is a credential based public key infrastructuntries for each interfac@ucomy, feomp). Again each entry is
resulted by merging SDSI (Simple Distributed Securityasfr implemented as an unsigned authorization certificates @f th
tructure) and SPKI (Simple Public Key Infrastructure). Thérm
main advantage of SPKI/SDSI compared to other credential
based systems is that it does not require central control and
allows users, e.g., Web service providers to specify theimo 1) Sel f represents the issuing principal, i.e. the provider

<Sel f ,SubjectAuthorizationDelegationValidity>

trust structures independent of each other. of the Web service.

SPKI/SDSI supports two kinds of credentials, nantedyne 2) Subjectdenotes the authorized principals, which are
certificatesto bind principals to names anduthorization specified as shown in Figure 2.
certificatesto bind authorizations to names. Besides name 3) Authorizationspecifies the granted permission, i.e. the
certificates and authorization certificates, SPKI/SDS) al®- interface(Weomp, feomp)-
vides access control lists (ACL) for specifying access m@nt 4) Delegationis a boolean flag that specifies whether the
policies for some interface [13], [14], [15], [16]. authorised principals are allowed to forward the granted

We distinguish between atomic Web services and composite  permission.
Web services. A provider of an atomic Web service specifies5) Validity denotes the validity of the certificate.



During verification, the specification given Bubjectmust be
evaluated to a set of authorized principals. Therefore\whab

service provider instantiates each occurence of a Templa[tg
operator by inserting the current access control policy of
the component Web Services. To do so, the Web service
provider needs to communicate with the component Web seg
vice providers. We have not considered secure communitatio
of access control policies between Web service providets yd®l
AfterwardsSubjectis an algebra expression as introduced and

is evaluated as already mentioned.

VII. RELATED WORK

1
In our knowledge, the first work that addressed the issue[o%]
security and DAML-S is [17]. In the mentioned work authors
focus on developing security-related ontologies and gexe s (12]

eral security-related ontologies that are designed toessmt

well-known security concepts. They introduce a reasonirtf]
engine for a two step matchmaking. In [18], authors intreduc

a policy language that allows policies to be described iy
terms deontic concepts and models speech acts, which all¢¥s$

the dynamic maodification of existing policies, decentmdiz

security control and less exhaustive policies. Howevers it
not yet clear, how this policy language can be integrated and
used with a Web service description language e.g., DAMI’]
S. In [19], authors propose adding privacy and authentinati
annotations, for example, cryptographic type, to input and
output parameters to aid in selection of semantic web sesvicll®]

VIII. CONCLUSION

In this paper, we have presented an approach for specifyilag|
access control policies for semantic web services. We have
identified some important requirements for an access dontro
enabled semantic web services framework. We integrated a
policy algebra with the semantic web service description la
guage DAML-S at the specification level and show how access
control policies of composite web services can be computed
from the structure of the composite web service and the
access control policies of its component web services. Then
we presented how such specifications can be implemented by

using SPKI/SDSI.
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