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Abstract. The functioning of modern IT-systems with autonomously
acting components requires an elaborate access control system in which
each participant can maintain her own trust structure.

In this work, we discuss ideas for an extension of capability based access
control systems that allow the specification of dynamically changing trust
of participants. We propose a classification of credentials and distinguish
between credentials that have a positive and those that have a negative
impact on access decisions. Furthermore, we investigate, how our ideas
can be implemented in existing approaches for capability based access
control systems.

1 Introduction

The functioning of distributed IT-systems requires an elaborate access control
system. In a distributed IT-system with autonomous components, a fixed global
or even hierarchical trust stucture is not suitable. In such a system, every partic-
ipant maintains her own trust structure autonomously. Capability based access
control systems are well suited to capture the individual and dynamically chang-
ing trust structure of each participant.

In a capability based access control system, access to a resource is granted
or denied on the basis of the requester’s capabilities rather than on the basis
of her identity. Existing approaches for capability based access control systems
such as [1–3] are monotonic: more certified properties usually imply more access
permissions.

However, we believe that such a monotonic approach is too simple to reflect
a substantial set of real world applications. Owners of resources might for exam-
ple wish to explicitly prohibit other participants from accessing their resource
or might wish to formulate exceptions from their general access control policy.
In such cases, issued certificates can have a negative impact on the access de-
cisions of owners of resources. In particular, we believe that not only certified
properties and access permissions need to be considered: Each participant of a
capability based access control system needs to dynamically maintain her own
trust structure (concerning the trustworthiness of other participants). Conse-
quently, revocation of already certified properties, explicit access prohibitions
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and statements about trust and distrust concerning other participants need to
be considered as well.

For these reasons we claim for an extended property based access control
framework that is able to deal with a dynamically changing trust structure and
with the potentially negative impact of certified properties. In our paper, we
identify requirements for such a framework and suggest implemetation mecha-
nisms.

Our paper is structured as follows. Section 2 describes the main roles in
which participants of a credential based system may act and discusses their
different interests and actions on the basis of an application scenario. Section
3 discusses aspects of time dependent, dynamically changing trust structures
of participants. Section 4 analyses, how current approaches handle certificates
with a potentially negative impact on access decisions. If certificates can have
a negative impact on access decisions, one important question is how to enforce
that all appropriate certificates are shown by a requester? Section 4 suggests
implementation mechanisms as solution to this question. A discussion about
related literature can be found in section 5. Finally, a conclusion is drawn in
chapter6.

2 Capability Based Access Control

In capability based access control systems, access to resources is granted or de-
nied on the basis of proven capabilities of the requester. Controllers of resources
define the security policy of the resource in terms of capabilities or properties,
participants of the access control system can certify properties to other partici-
pants who in turn can use the certified properties and capabilities to prove their
eligibility for accessing a resource.

In the following we briefly introduce an application scenario and discuss the
various roles in which participants of a capability based access control system
can act and various types of certificates that can be issued.

2.1 Application Scenario

Consider a conference with two attached workshops. The conference as well as
each of the workshops have their own online registration service. To register for
the conference, one needs to prove membership of a university. To register for
a workshop one has to be registered for the conference as well. Furthermore, it
is only possible to register for one workshop. Consequently, if a person wants to
register for a workshop, she needs to prove that she has registered for the con-
ference but has not yet registered for the other workshop. People that verifiably
have violated the guidelines for good research are excluded from participation
in the conference and in the workshops. After successful registration, each of the
registration services returns a registration receipt. Such a registration receipt
can be used to request access to the respective conference or workshop site.
Furthermore, a conference registration receipt is needed when registering for a
workshop.
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2.2 Roles and Their Interests

We distinguish among four different roles which the participants of the system
can hold, namely controller, assigner, grantee and verifier.

Controllers are either owners of resources or their delegates. The main inter-
est of a controller is to restrict access to the respective resource only to authorized
participants. To do so, the controller defines the security policy of the resource
in terms of capabilities and properties that authorize requesters for accessing
the resource. Further, the controller certifies capabilities concerning access to
this particular resource to other participants of the system. In our example, the
organizing chairs of the conference or workshops acts the role of the controller
when defining the access control policy of the registration web sites or issuing
conference or workshop registration receipts.

Assigners act independently of particular resources. They autonomously cer-
tify properties to participants of the access control system. Usually, assigners do
not have particular interests concerning the use of issued certificates. In our
example, universities act as assigners when they certify university membership.
These certificates are not bound to any particular purpose by the university.

Grantees collect certificates about their properties issued by the controller
and assigners. Their main interest is to gain access to resources. When request-
ing access, grantees either present required certificates about their attributes or
directly present authorization certificates. In our example, university members
act as grantees when they collect certificates about their university membership
or about conference and workshop registration.

Verifier grant or deny access to the particular resource on the basis of the
resource’s security policy and the requesters’ certificates. In our example, the
conference and workshop organizers act as verifiers. However, they have dele-
gated the role of the verifier to the conference and workshop registration tools,
respectively.

2.3 Certified Properties

As described in the previous paragraph, controllers and assigners issue certifi-
cates about certain properties to grantees. According to [4], we can distinguish
between two different types of properties:

1. Free properties are certified by assigners. Their certification is not bound to
any particular purpose and they do not directly entail an access permission
at a particular resource.

2. Bound properties are certified by controllers of resources. Their certification
is to be seen in the context of the respective resource. They express a promise
about some specific access permission.

Note, that the distinction between free and bound properties is context de-
pendent: In our example scenario, a registration receipt issued by the conference
registration service certifies a bound property in the context of the conference
web site. However, it can also be considered as a free property in the context of
the workshop registration services.
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3 Dynamically Maintained Trust Structure

As described in the previous section, in a capability based access control system,
access to resources is granted to requesters on the basis of certified properties.
Usually, an increase of certificates issued to a grantee implies an increase of
access permissions, i.e. capability based access control systems are monotonic.
However, we believe that a monotonic access control system is too restrictive to
enable the specification of security policies of a substantial subset of real world
applications.

The controller of a resource defines the resource’s security policy, which in
turn reflects the controller’s trust structure of the access control system. In
a monotonic capability based access control system, the controller defines the
properties required for accessing a resource and constitutes which assigners are
trusted to certify the required properties. However, the controllers also need a
possibility to explicitly exclude holders of certain properties from access and to
define a trust structure concerning assigners.

Apart from credential revocation mechanisms, there hardly exist any mecha-
nisms in credential based access control systems that facilitate above mentioned
non monotonic aspects of the controller’s trust structure.

In many real world applications, the controller’s trust structure is more com-
plex and should reflect modalities such as trust, distrust, belief and doubt (con-
cerning other participants and concerning certified properties). Often, the trust
structure is not static but changes over the time. It is therefor desirable to have a
time dependent notion of a trust structure that can be dynamically maintained
by the respective controllers.

By certifying a free property, the assigner expresses her firm belief that the
certified property holds for the grantee. As in monotonic capability based access
control systems, a controller trusts certain assigners to certify certain free prop-
erties. This trust is reflected in the access control policy defined by the controller.
If the controller certifies a bound property to a grantee, she expresses her trust
in the grantee to appropriately use the access permission.

In some cases, a controller has reservations or doubts against participant for
whom certain properties hold or against assigners of certain properties. These
doubts should be expressed in the access control policies of the respective re-
sources controlled by the controller.

If a controller explicitly distrusts particular participants, access for these
participants should be explicitly prohibited.

In section 2.3, we distinguished between free and bound properties. Speaking
in terms of SPKI/SDSI, certificates about free properties are called attribute
credentials and certificates about bound properties are called authorization cre-
dentials. Attribute credentials refer to belief of assigners concerning properties of
grantees, authorization credentials refer to trust of controllers concerning eligible
and appropriate use of resources.

To be able to additionally express doubt and distrust in a credential based
way, we suggest to consider another type of credentials, namely prohibition cre-
dentials.
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As we have argued before, the trust structure of controllers may change
over the time, an appropriate credential based access control framework should
allow to dynamically maintain trust structures and in particular, to allow to
revoke previously issued credentials. We thus suggest to consider a fourth type
of credentials called revocation credentials.

3.1 Types of Credentials

Attribute Credentials
By issuing an attribute credential, an assigner certifies that the grantee holds
the specified free property. If the assigner wants to certify the absence of a
particular free property p, she issues an attribute credential certifying, that the
grantee has property not p. This type of attribute credential, whether it certifies
a property p or the absence of property p is not bound to a particular resource.
It can be used for requesting access at any arbitrary resource, depending on
the resources security policy. Note, that a certificate about the absence of a
particular property does not necessarily have a negative impact on the access
decision. It might well be, that exactly the absence of the property is required
for access. Recall the example about the conference management scenario. Only
users who can prove that they have not registered for workshop a are entitled
to register for workshop b.

Authorization Credentials and Prohibition Credentials
By issuing an authorization credential, a controller explicitly certifies that the
grantee is eligible to access the resource. For instance, the users holding a confer-
ence registration receipt are entitled to use the conference web site. By issuing a
prohibition credential, a controller explicitly certifies that the grantee is prohib-
ited from accessing the resource. A prohibition credential has a negative impact
for the grantee on the access decision to the resource. If, for example, a user
has verifiably violated the guidelines of good research, the organization chair
explicitly excludes the user from registration.

Revocation Credentials
As motivated before, assigners and controllers may want to revoke previously
issued credentials as their trust structure may change over the time.

We can distinguish between two cases of changing belief: In the first case,
the issuer of a credential knows at issuing time, that the certified property is
valid only until a particular point in time or at least, that she wants to certify
the association between the grantee and the property only for a particular time
period. In this case, she can simply certify this by issuing a credential which
is valid only for this particular period in time. For example, a university issues
student certificates only for one semester and membership certificates for sci-
entific staff only for the time of their contract. In the second case, the issuer
of a credential learns only after certifying a property, that the grantee of the
credential does no longer hold the certified property. In this case, the issuer of
the credential will want to revoke the issued certificate. For this purpose, a revo-
cation credential can be issued stating that the formerly issued credential is no
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longer valid. For example, when learning, that a user who has already registered
for the conference has violated the guidelines for good research, the conference
chair may want to revoke the previously issued registration receipt. Note, that
not only authorisation credentials and attribute credentials can be revoked but
also prohibition credentials. Thus, a revocation credential can have both positive
and negative impacts on access decisions.

Negatively Used Attribute Credentials
The access control policy of a resource should not only define necessary access
conditions but also conditions that exclude from access. It is desirable to be able
to define a policy that allows access for all requesters having property a except for
those having property b. By issuing attribute credentials, an assigner subsumes
groups of grantees that have the same property. In order to exclude a subset of
such a group from access, the controller can again identify the subset that is to be
excluded by a set of attribute credentials. In such a case, an attribute credential
can have a negative impact for the grantee on the access decision. The controller
subtracts the group of grantees determined by the attribute credentials from the
group of grantees eligible for access to a resource. If a grantee holds a workshop
registration certificate for workshop b, this attribute credential has a negative
impact on the access decision for the registration service of workshop a.

4 Implementation of Doubt and Distrust

This section surveys how doubt and distrust can be implemented in current
public key infrastructures ([3, 1, 5, 2]).

Revocation Credentials
Mechanisms Suppose, an issuer wants to revoke a previously issued credential
as she does no longer belief, that the grantee of the credential holds the certified
property. The KeyNote Trust Management System does not currently provide
credential revocation mechanisms. However, an issuer of a KeyNote credential
may specify and implement revocation policies. In other public key infrastruc-
tures, e.g. X.509 or SPKI/SDSI, the issuer of a credential may give further
validity conditions. The revocation of credentials is usually specified in certifi-
cate revocation lists (CRL). Such lists need to be checked by the verifier of a
resource for access decisions: revoked credentials should not have any impact on
the access decision.

Implementation CRLs are usually placed on designated servers. Because of
the potential length of such lists it is sometimes more appropriate to issue signed
δ-CRLs that contain only the difference between the current CRL and the previ-
ously issued CRL. The Online Certificate Status Protocol (OCSP), [6], improves
standard CRLs by avoiding the transmission of long CRLs and by providing
more recent revocation information. To do so, it uses so-called status requests
for credentials. In [7], Kocher suggested Certificate Revocation Trees. Such a
data structure is a hash tree where the leaves denote the currently revoked cre-
dentials.
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Prohibition Credentials
A prohibition credential explicitly prohibits the holder of the credential from
accessing the respective resource. Existing public key infrastructures do not cur-
rently provide mechanisms to implement prohibition credentials. One of the main
questions to answer is why would a user present a prohibition credential to the
verifier?

Negatively Used Attribute Credentials
Mechanisms The access control policy of a resource specifies access requirements
on the basis of attribute credentials. Note, that attribute credentials can have
both positive and negative impacts on the access decision: While some attributes
are mandatory, others may not desirable and thus exclude form access. Again,
the question arises why users would present credentials that have a negative
impact on the resource’s access decision? Existing public key infrastructures
do not provide appropriate mechanisms for enforcing such “negatively used”
credentials.
Implementation. On the specification side, we suggest, that the controller de-
fines the security policy through algebra expressions built from free properties
and operators. To specify negatively used credentials, the controller may use a
subtraction operator. Roughly speaking, the semantics of such an algebra ex-
pression would be to interpret attribute credentials, certifying free properties,
as groups of grantees having the respective properties. The operators are then
evaluated as set-theoretical operations applied to sets of grantees. Negatively
used attribute credentials are standard attribute credentials, but are negatively
interpreted when used as subtrahend in the underlying security policy.

As mentioned before, on of the main problems is how to enforce grantees to
show attribute credentials when thy have a negative impact on access decisions.
Biskup and Wortmann ([8]) propose a solution to this problem: The authors
suggest a new kind of online test of a credential as so-called location that is used
in combination with a new kind of subject of a credential as so-called first-of-
two. An alternative approach to prevent grantees from hiding negatively used
attribute credentials, investigated in [9], introduces so-called not credentials that
certify a grantee her “not membership” of a particular group.

5 Related Work

We have focused on credentials that certify participants non identifying capabili-
ties. While SPKI/SDSI and KeyNote are based on public keys of the participants
and allow for a non identifying approach, the X.509 public key infrastructure [1]
does not fully support this non identity based approach as credentials are in-
evitably identifying in X.509.

We analyzed attribute credentials, authorization credentials, prohibition cre-
dentials and revocation credentials. The differentiation between attribute creden-
tials (certifying free properties) and authorization credentials (certifying bound
properties) leads us to the public key infrastructure SPKI/SDSI, because the
KeyNote trust management system [3] does not support attribute credentials.
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SPKI/SDSI was invented in 1996 and results from a name definition part called
Simple Distributed Security Infrastructure (SDSI [5]) and an authorization part
called Simple Public Key infrastructure (SPKI [2]). A lot of work contributed
to a semantics for SPKI/SDSI. Comparing Abadi’s logic, introduced in [10], to
the requirements and aspects identified in our paper, his modal operator says
expresses the belief of an issuer (controller or assigner) about the properties of
other participants. Translated to our setting, Abadi’s relation A ⇒ B, read as
“(participant) A speaks for (controller) B”, expresses controller B’s promise of
an access right towards participant A, or controller B’s trust towards partic-
ipant A. Howell and Kotz [11] extend Abadi’s logic by (restricted) delegation
and authorization. In their extension, belief of an issuer (controller or assigner)
is modeled by the modal operator believes. The formula A believes σ, where
A is an issuer and σ is a certificate certifying a grantee to have a certain property,
can be interpreted as “Issuer A believes the binding expressed in certificate σ

to be true”. Howell et.al. further introduce a relation A
T⇒ B, read as “(partici-

pant) A speaks for (controller) B regarding (the set of access permissions) T ”.
Interpreted in our setting, this formula expresses controller B’s trust in (par-
ticipant) A regarding the set of access permissions T . In [12], Halpern and van
der Meyden develop a logic to deal with SPKI authorization credentials. How-
ever, their logic does not provide an mechanism for the specification of attribute
credentials. Thus, it only supports the specification of certificates about bound
properties, but not about free properties. logic programming based semantics
for SPKI/SDSI and in [13] Li and Mitchell introduce a first order logic seman-
tics of SPKI/SDSI. Most of the logics are able to express belief and (restricted)
trust of participants of a capability based access control system. Some of the
languages provide mechanisms for treating a dynamically changing trust struc-
ture, see e.g.[11]. However, none of the logics explicitly formalizes prohibition or
revocation credentials.

Some work has been done about the meaning of credentials and their re-
vocation, see for instance [14–17]. In particular [17] introduces a language for
creating and manipulating, i.e. issuing and revoking, credentials. All approaches
deal with revocation of credentials, some of them treat issues of time, e.g. [14].
However, as to our knowledge, there do not exist any approaches that deal with
negatively used credentials in general or prohibition credentials in particular.

6 Conclusion

Capability based access control systems have shown to be appropriate for access
control in highly distributed systems where a global controlling instance cannot
be assumed. However, current implementations of capability based access control
systems, such as [3], [2] or [1] are monotonous and have significant limitations
when it comes to access prohibitions. In this paper, we first analyzed various
roles in a capability based access control systems and discussed their interests.
We pointed out the need for appropriate mechanisms for assigners of credentials
and controllers of resources to dynamically and autonomously maintain their
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trust structures. Further, we suggested new types of credentials that are suited to
help assigners and controllers specifying and maintaining their trust structures.
Finally, we discussed how credentials with a potentially negative impact on access
decisions can be implemented in current credential based access control systems.
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