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Abstract. The increasing functionality provided by mobile devicesadéa that
a considerable amount of sensitive data is stored on themp®ssibility to re-
program these devices leads to new security threats lige,Teojan horses or
computer viruses, which make the problem of how to guaraseeearity of this
data more important and also more difficult. Protectinggmyvof location infor-
mation in mobile phones is the task on which we focus in thiglar It is well
known that access control and communication filters progeidequate mecha-
nisms to ensure privacy technically. However, for formalizsecurity objectives
in our setting, i.e. protecting privacy of location infortizen, we argue that infor-
mation flow control is a more adequate approach. To this eadijsg an example
to illustrate how security properties which are motivatgdtandard access con-
trol techniques may fail to detect certain insecurities dachonstrate that this
problem can be avoided when information flow control is aggpli

1 Introduction

In mobile communication networks the location informatafrterminal devices is the
basis for location-dependent routing for speech and daticss. At first, the informa-
tion referred solely to connection establishment but nowenamd more this informa-
tion is used for new services that go beyond providing a comoation channel.

Accurate location information can be used to enhance theanktperformance of
cellular mobile networks: It does not only help to improveid®ns when to hand over
from one cell to another but also statistical location infation can be used as an in-
put to the planning of cellular networks (cf. [DMS98]). Agate location information
enables billing services like location sensitive billifggme zone”). Beyond it, loca-
tion services that deliver the location information to awester make possible a whole
range of services that network operators of mobile comnatiuin networks can offer.
Examples are:



— Safety services: emergency services, roadside assigtnce

— Tracking services: fleet management, asset tracking, gekitrg, people tracking,
etc.

— Information services: traffic information, nearest dragst position specific adver-
tising etc. (cf. Fig. 1).

— Law enforcement like pinpointing the position of a stoletiudar phone.
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Fig. 1. Example for a Location Information Service

These examples show that location information needs tov@ngo other parties than
only the subscriber. However, the increasing demand forta@dhcreasing use of lo-
cation information poses the question of privacy. Subsesishould have control over
this information, so that it cannot be used against theéritibn directly or by collect-
ing the complete history of location information, which vidyield a profile of their
movements. On the one hand side, it would inhibit desiraideraasonable uses of the
mentioned services if one completely prevents others fraeessing the location infor-
mation. On the other hand, making the location informatieailable to third parties
may violate the protection goals of a subscriber. Therefoerhanisms are required in
order to allow subscribers to control access to their locatiformation.

Examples for information that can be offered to other pessmtio services include:

— The location information in adjustable granularity,
— the identity assigned to the location information, and
— the point of time the location information has been evaldate

Moreover, it is possible to offer a history of this informati



Location information can be determined by the network Wireg) or by the end
device (positioning). In principle, both parties couldrstit and make it available. In
order to maximize the control that a subscriber has oversacethis information we
assume that the information is stored locally inside theita@nd device.

Some years ago, mobile systems were limited to simple telspliunctionality,
providing dialing capabilities only. Meanwhile, mobile gies are an extended com-
munication and data processing environment. Next to thg seccessful Short Mes-
sage Service (SMS), communication capabilities like Vegel Application Protocol
(WAP) and General Packet Radio Service (GPRS) have enteedibtd. In addition to
improved communication capabilities, the computatiorml@r of mobile phones has
been increased. There are simple data base functions fargsamd managing phone
book information and received messages. To improve custattraction many mo-
bile phones host computer games. WAP provides scriptinglihifies and the Wireless
Telephony Application (WTA) functionality enables datangees to program the mo-
bile phone. In order to make even more complex servicestfiasianufacturers are
about to integrate full run-time environments into the nhesbi

Motorola and Nokia have announced mobile phones that stiSpors Java 2 Plat-
form, Micro Edition (J2ME). Sun has specified an architeetimcluding Application
Programming Interfaces (APIs) called Mobile InformatioeMite Profile (MIDP) that
enables open, third-party, application development. Redevelopments (e. g. Web-
SIM in [GKPOQ]) have realized web server functionality vititta Subscriber Identity
Module (SIM) card that is addressable via the SMS commuioic#ink.

We observe a shift of possibilities to influence the mobileshavior towards the
customer. Early versions of mobiles had to be fully progradry the manufacturer.
Later on, operator specific programming was possible. Noweegrogrammaubility for
content providers (WAP applications). The next step, prognability by the customer
is about to become reality. This is even more likely sincegimerof mobile telephones
and Personal Digital Assistants (PDAs) seems to be an almatstal step. This enables
simple integration of new services, like a fully customiealocation service, into the
mobile terminal.

2 Application Scenario

In the rest of this article we concentrate on the following@®te application scenario:
employees in stand-by service using mobile phones provigettheir employer. The
employer’s action plan concerning staff on call service ineaergency depends on
which of the employees is nearest to the location of the eemengsite. Therefore, the
mobile phones are equipped with a positioning system, dapabPositioning System
(GPS), and an application that allows the employer to p@ldhrrent location of his
employees. The application has been developed and depthyytiet company before
the mobile phones have been handed out. A poll results in dauof requests that are
sent to the mobile phones, and the answers are collectedeipaatifor the employer,
€.g. on a page on the company’s intranet.

Location information available on the mobile devices iheatfinely grained. Re-
vealing the exact location in response to the employerisqpmlild, therefore, constitute



a potentially undesirable violation of the privacy of theayees, even more so when
by frequent polls an exact trace of the employee’s movememikl be constructed.
On the other hand, the employer’s interest in knowing alblweiturrent location of the
employees can be satisfied by information that is more clyagsained, without the
employees’ private life being monitored in an unacceptatdaner.

We assume the location information is available on the megttilone to the highest
resolution up to which it can be provided by the positioniggtem. Requests to the
mobile phone include an indication of the requester and aifspagtion of which res-
olution of the location information is desired by the redeesThe user of the phone
is able to configure the phone in a way that determines for pashible requester the
maximal resolution to which the user is willing to give loicat information. The exact
information consists of several fields, e.g. bits. Startiriifp the most significant field,
a higher resolution can be achieved by adding the informatfored in the next less
significant field. The user can then configure the maximallutiem for a particular
requester by maintaining a table mapping possible reguestéhe number of fields of
the location information that he is willing to reveal to tleguester. In our case, employ-
ees would want to grant the employer access to locationnmdtion with a resolution
of, say, 10km. The intention is that this should be suffictendetermine the city the
employee is in, but not the area within the city.

Since an employee has an interest to be protected from givingpuch information
to the employer in the first place, it cannot be ruled aytriori that the employer
has tried to build trapdoors into the application loadedahte mobile phone. Also,
enforcement of the employee’s policy should be achieved bsma that do not rely on
the correctness of the application program. Possibleisolsithat come to mind include
a communication filter that the application cannot circunmive@hen communicating
with the employer. It is with this kind of solution we are cenced in the rest of this
article. We will, therefore, ignore other threats to thevacy of the current location of
the employee, like, e.g. the possibility of the network pdev to collect and reveal the
cell in which the phone is booked into the net, or sending nergted replies to the
wrong recipient.

For ease of presentation, in the rest of the article we otdtre range of possible
resolutions to two, e.g. a resolution of 10 km or more cogrgedined and finest reso-
lution. For simplicity we call theseity andstreetresolution, respectively. In the same
vein, we only consider two possible values, “Freiburg” aBtlittgart”, for the city field
of the location, and two possible values for the street imfation: We have called these
“pub” and “office”, in order to imply that the employer shoud@ able to find out in
which city employees are, but not where they spend theidsksrtime.

3 Controlling Access to the Location Information

The privacy issues that arise from allowing third partiea¢oess location information
can be considered with the imperative: Only give the infdiomato those who are
permitted to receive it! Inspired by mandatory access cbmte set up the architecture
to control access to the location information by an access fils depicted in Fig. 2.



Access
Matrix
% Access Location

Requester M Filter Application

Fig. 2. Controlling Access to the Location Application

Access to location information is restricted by an accets fibr incoming requests
and outgoing replies. Each incoming request is buffereglrdisolution that it asks for
is looked up in the access matrix. If there is no permissiaritfe requester to access
the desired resolution, the request is discarded. Othertis signature of the request
is verified and the request is permitted. If this test pagbesrequest is forwarded to
the location information service program. The result hagass the information filter
again before it is returned to the requester.

The access matrix for the example in Sect. 2 is shown in Fig. 3.

|ResolutiofAllowed Requester’s IDr{d)]

Streetself
City|self, employer

Fig. 3. The access matrix

The employer is permitted to request up to the resolutiontgfanly, the user of
the mobile may request the location information for bottohetsons.

The usual inheritance relationships, i.e. that a requesthrpermission to request
street information is always allowed to request city infation as well, are maintained
by the administration tool used to modify the access madity a person with physical
access to the device may modify the access matrix. For thpoparof this article it can
be assumed to be static.

It can be shown that only legitimate requests are answered.

4 Formal Specification

The location information scenario has been formalized M\MBE-system [AHI00]
using a trace-based approach. Eaaheis a sequence of states and events which starts
with a state, thénitial state, and continues with events and states.edentmodels an
atomic action, like, e.g., the transmission of a messag®oeshannel, the testing of

a value in some memory location, or the assignment of a newev&lach trace models



a possible behaviour of the system. Consequently, a sysaenbe specified by a set
of traces which models all possible behaviours. For exantraleet (depicted below)
models a behaviour which starts in stagethe initial state of the system. b, event
e occurs which results in stagg. In s;, evente, occurs resulting in stat, etc.

€ =)
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In our setting, astateis a mapping of state objects to values. The state objecthidor
location information scenario are depicted in Figo#ner id stores an identifier of
the owner of the mobile phone. The current location infofarais stored in the street
and city field ofcurrent position. Updates of the location information which are
received from the net are bufferedipdate buffer. The access control information
is stored inaccess matrix. Incoming requests are stored in thl ter buffer and

in internal buffer. Outgoing replies are stored dutput buffer. In the specifi-
cation, arequestconsists of three elements: the id of the requester, thetideodwner,
and the desired resolution of the location informatiomeply has an additional element
which contains the location information.

e — ] Access Filter
current position internal buffer Julter-permit filter buffer
city requests ‘ requests request
b
street . .
1 < filter-reject
update mre‘rnal
update-city
update-street oct-reply
compute-reply Q rejeci-reply
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update from net city . e
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Fig. 4. Visualization of the Specification

Fig. 4 also illustrates the events which have been modeléukifiormal specifica-
tion. E.g. the everilter-permif(rid, cid, res) is enabled if and only ifilter buffer
contains a requesgtid,cid,res andaccess matrix contains an entryrid, cid,res).

An occurrence ofilter-permit(rid, cid, res) adds the requestid, cid,res) to internal
buffer and removes it fronfilter buffer. In the figure, each eventis depicted by
an arrow which originates at the state objects on which tlabledness of the event
depends and points to the state object which is affected lmgamrence of this event.
The parameters of events are omitted in the figure.

Roughly, two lines of communication can be distinguishethalocation informa-
tion scenario. Firstly, the update of location informatamd, secondly, the request of
location information. Updating the location informatiarimitiated by one of the events
net-streefcid, val) or net-city(cid,val) which respectively update the corresponding
field of update buffer if cidis an identifier of the owner. If the street or city field of



update buffer contains avalueal (val# undej, then respectivelypdate-stredval)
or update-cityval) is enabled. These events reset the corresponding entrigglate
buffer and updateurrent position accordingly.

The handling of requests is slightly more complicated. Ifeguest from a re-
quester with identifierid for location information otid (cid = owner id) with reso-
lution resarrives at the access filter (occurrenceagfuesfrid, cid, res)) then a request
(rid,cid,res) is added tofilter buffer. Depending on whetheiccess matrix
contains an entryrid, cid, res) or not, respectively, one dilter-permit(rid, cid, res) or
filter-reject(rid, cid, res) is enabled. Both events remove the entry fiiiter buffer
but onlyfilter-permitinserts this request inttmternal buffer, thereby ensuring that
all requests which are propagated comply with the secudligypdefined by the owner
of the mobile phonecompute-replgrid, cid, res, pog computes a replyrid, cid, res pos
for a requestrid,cid,res) from internal buffer wherepos= mkpogcity,stree},
city is the city incurrent position, and, depending ores streetis eitherundef(if
res= ‘city’) or the street fromcurrent position (if res= ‘street’). compute-reply
deletes the request froitaternal buffer and inserts the computed reply irtatput
buffer. An eventreply(rid,cid, res pog models sending of a replfrid, cid, res po9
to the requester. It is enabled if the response is alloweddagss matrix, i.e. if it
contains an entryrid, cid, res). An additional precondition ensures ttsateetin pos=
mkposcity, stree) is undefif resis ‘city’. Together these preconditions ensure that each
reply that is sent complies with the security policy as defimeaccess matrix. If
these preconditions are not met the entryiput buffer is discarded bgeny-reply
i.e. no reply is sent. After the occurrence of either of thegents, the reply is re-
moved fromoutput buffer. Additional preconditions ensure that no buffer entries in
filter buffer, internal buffer, Or output buffer can be overwritten by new
ones before they have been processed.

4.1 Formalization of System Specification

Formally, state-event systems have been used as speoifiatmalism. Astate-event
system SES (S,s,E,1,0,T) is a tuple wher&is a set of statesy is the initial state,

E is the set of events with subsétandO of respectively input and output events, and a
transition relationm C Sx E x S. The seflrgggof traces for a given state-event system
is defined inductivelysy € Trges if (s,e,8) € T andt € Trgggwheres € Sis the last
state intT thent.es € Trgeg The set of states, the set of events, and the distinction
of input and output events have been specified accordingrt¢gsomewhat informal)
explanations above. In the initial stadg the values of all state objects are undefined
with the exception obwner id, which contains already an identifier of the owner, and
access matrix, which already contains the security policy. The trangitielationT

has been formalized using a pre-/postcondition notatioicinis not directly supported
by the VSE-system. For example, the part of the transititatios which is concerned
with eventfilter-permitis defined as follows[| denotes an empty buffer):

filter-permit(rid, cid, res) affectsinternal buffer, filter buffer

Pre: filter buffer = (rid,cid,res) A internal buffer = ]
AallowedTrid, cid, res access matrix)

Post: internal buffer = (rid,cid,res) Afilter buffer =]



This simple pre-/postcondition notation allowed us to faliae the complete state-
event system on onIy%Zpages. Since this formalism is not directly supported by the
VSE-system in the form we need it in Sect. 6, we had to tragfet pre-/postcondition
based specification into the specification language of VSEESL, using abstract data
types. The translation is done mechanically by a program ave mplemented. The
resulting VSE specification is structured in 17 specificgatitodules and consists of 12
pages of specification.

In order to simplify the specification and the resulting grololigations, we assume
that each buffer contains at most one entry, that there is @m possible owner (the
employee) and one requester (the employer), that the $gpoticy is not changed dy-
namically, and we have abstracted from timing informatibime security policy allows
requests with resolutioftity’ but forbids requests with resolutiostreet’. Note that
these simplifications are not essential since VSE incotpsrgeneral theorem provers
which can deal directly with infinite state spaces unlike sl@theckers. However, these
simplifications reduce the verification effort while stillaving us to demonstrate the
point we wanted to make.

4.2 Formalization and Proof of Security Property

The objective of the access filter entity of the mobile phantirestrict requests for
location information such that the security policy is redpd. In the simplified em-
ployer/employee scenario which we have considered thidshbthe employer cannot
receive information about the street. This security olbjechad to be formalized in
order to be verified in VSE. This has been achieved by thevatig four theorems:

1. The resolution of every reply complies with the securibyigy.
Vsi1,S € SVrid, cid, res city, street
[(reachablés)) A T (s1, reply(rid, cid, res mkpogcity, stree}), sp))
= allowedrid, cid, res access matrix)]
2. Every reply with a defined street has resolutiireet’.
VT € E*.Vrid,cid, res city, street
[(T.reply(rid, cid, res mkpogcity, stree}) € TrgegA Street# undef = res= ‘street’]
3. For every reply there has been a corresponding permit.
V1 € E*.Vrid,cid, res city, street
[T.reply(rid, cid, res mkpogcity, stree}) € Trggs
= 3B, a € E*.1 = B.filter-permit(rid, cid, res).a]
4. For every permit there has been a corresponding request.
VT € E*.Vrid,cid, res city, street
[1.filter-permit(rid, cid,res) € Trges= 3B, a € E*.1 = B.requestrid, cid, res).a]

The proof of the first theorem goes by induction over the lerdtthe trace by which
s is reached. The other theorems are proved by induction bedength oft. In the
above formulas, the state-event sys@BS= (S s, E,|,0, T) denotes the specification
of the location information scenariB* denotes the set of all event sequencesfaad
denotes the event sequence resulting from concatenatiegesm sequendg an event
e, and an event sequenae reachablés;) expresses that the stagcan be reached
from the initial state by some trace.



5 A Successful Attack

In our scenario we state the availability of location infation within the mobile phone.
We assume that there will be services that enable extergaésts of this information.
Since we want to restrict the access to this information Iptajeng ordered levels of
granularity for location information, the access contr@amanism is indispensable.

In Sect. 4.2 we have presented the security properties atiersyis supposed to
meet. Actually, our system design can meet these requirsrasrshown in the preced-
ing section. But there still is a security problem. Sincegbeurity properties have been
designed to guarantee a certain form of the responses, stensys vulnerable to an at-
tack that changes the meaning of the form. Such an attackesiétowv of information
by alternating the semantic meaning of some data field wheendmmunication chan-
nel is used by collaborating entities. In our example this loa achieved by installing
a so-called Trojan horse within the system. Given the prognability of the mobile
station, we assume that the employer provided the mobif@stacluding some code
(java applet) which realizes the paging service descrilbed@ This code usually be-
haves well. But if the applet detects that the employer reggube subscribers location
it behaves maliciously. Whenever such a request enters/gtens the program enters
an alternating mode. For the first request of the empl&amroper response is gen-
erated R asks for the city information and the reply contains the aifprmation as
specified). Now the program is waiting for a second reque& dte second request
will be answered in a different way. The program changes teanimg of the city field
and maps the street information onto this field. “Office” isled as “Stuttgart” while
“Pub” is expressed as “Freiburg”. The external attackertrbessynchronized to this
shift of meaning and can decode the information accordirifjthe mobile system is
monitored, the generated responses never violate theitygmaperties. Even the filter
device parameterized by the granularity of the incomingiesty and applied to the re-
sponses does not improve the situation. The only check whisbrformed by the filter
is on the syntactical correctness of the form of a reply.

6 Consequences

In this section, we revisit the argumentation that the sxfiksr cannot prevent leakage
of street information to the employer. Firstly, we illuggehow the Trojan horse has
been formalized in VSE. Secondly, we show that the securitpgrty from Sect. 4 is

inadequate because it also holds for the insecure systenthé system with Trojan

horse. Thirdly, we propose a different security propertyahtis based on a notion of
information flow control. Finally, we show that this secyriroperty is adequate. It
holds for the system without Trojan horse but not for theesystvith Trojan horse.

6.1 Formalization of Trojan Horse

The Trojan horse works by alternating between two differanties of computing a
reply to a request by the employer. In the first mode, it pabse& the current city
and in the second mode, it passes back the current streetexhas a reply pretending



10

to contain information only about the current city. The Bmhorse switches between
these modes after every reply. In the second mode, it usentitaling depicted below.

Sireefencoding
Pub |Freiburg
OfficgStuttgart

Note that only the second way of computing a reply violatesabnfidentiality of the
information about the current street. We make use of thislfgsimplifying the pre-
sentation (and specification) by focusing on the seconda§peply. Thus, we specify
the Trojan horse by event®jan-horse-replywhich replace the corresponding events
compute-replyThe transition relation for eventsjan-horse-replyis specified as fol-
lows.

trojan-horse-replyrid, cid, res mkpogcity, stree})
af'feCtSoutput buffer, internal buffer
Pre: internal buffer = (rid,cid,res) Aoutput buffer = |
A(res= ‘street’ = (city,stree} = current position)
A(res= ‘city’ = ((streetcurrent position)= Pub=> city = Freiburg)A
(streefcurrent position) = Office= city = Stuttgar}))
Post:output buffer = (rid,cid, res mkpogcity,streed)A
internal buffer =] o

6.2 Security Property holds for Insecure System

Although the system with Trojan horse leaks informationwatloe current street, i.e. the
current street is returned encoded as a city, all securidpeaties from Sect. 4.2 still
hold. After all, we have only changed the way in which the &igyd of a reply is com-
puted. It is easy to see that in the presence of the Trojare vegsstill have that

1. the resolution of every reply complies with the securibigy,
2. every reply with a defined street has resolutgireet’,

3. for every reply there has been a corresponding permit, and
4. for every permit there has been a corresponding request.

The proofs of these properties are similar to the ones in 8ext

6.3 An Improved Specification of the Security Property

The system with Trojan horse leaks information because thg@f horse can encode
street information into the city field of a reply. The undémntyproblem is that the secu-
rity properties 1-4 (cf. Sect. 4.2) only ensure that a refth & non-empty street field
may leave the device only if the requester has been grantedsto street information.
However, these properties are not concerned with the irdbom communicated by the
content of the fields in a reply. Since the system with Trojarsh is apparently inse-
cure, we conclude that these security properties do notge@n adequate specification
of the intended notion of security.
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As a solution, we now propose an improved specification ofirihgtive security
objectives, which is based anformation flow contral This approach has been intro-
duced by Goguen and Meseguer under the naomeinterferencGM82]. Rather than
controlling the access to certain objects, information flowtrol allows one to pre-
vent information flow which would violate the security oljges. In information flow
control, different security domains have to be identifietijch can be thought of as,
e.g., groups of users, processes, memory sections, dathesiparts of the system that
are relevant for security. Security properties can be ftizea as restrictions on the
information flow between domains. Using this approach, demiiality as well as in-
tegrity properties can be expressed. However, in our exam@ investigate aspects of
confidentiality only. We distinguish four domains: stregty, internal, and requester.
Domain street, e.g., is associated with information abegiturrent street and domain
requester with information which can directly be accessethb employer (the only
requester according to our simplification). Consequently,security objective can be
formalized by restricting information flow from domain stt¢éo domain requester.

le |[dom(e) |
net-city city
net-street street

update-city update-streetinternal
filter-permit, filter-reject
compute-reply

requesttrojan-horse-replyrequeste

=

Fig. 5. Flow Policy and Domain Assignment

Somewhat more formally, each domain corresponds to a seeatg whereas, the
set of all domains must form a disjoint partition of the Eebf events. The domains
in our example are defined in the table on the right hand sidéigpf5 by a domain
assignmentiomwhich associates a domain with each event. E.geglliestandreply
events are associated with domain requester. The diagraéine ¢eft hand side of Fig. 5
depicts dlow policy, which defines the restrictions on the information flow. Assed
arrow from a domairD; to a domainD, expresses that there must not be any infor-
mation flow fromD to D». This not only requires that occurrences of event®in
cannot be observed Wy, but also that such occurrences cannot be deduced from other
information. A solid arrow fromD; to D, expresses that occurrences of event®in
can be observed b,. A dashed arrow fronD; to D, expresses that occurrences of
events inD; cannotbe observed bip, but that we do not care if they can be deduced,
however such deduction must not reveal any information athonains which are con-
fidential. The main security requirement in our example isnfalized by the crossed
arrow from domain street to domain requester. This is thg ordssed arrow in the
flow policy. Note that there need not be a crossed arrow frogn,domain internal to
domain requester although, e.g., the occurrence ofaiate-streegvent should not be
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deducible by the requester. The argument for this is asvisti@ssume the requester
could deduce the occurrence of apdate-streeevent then he could also deduce that
a correspondinget-streetevent has previously occurred. However, this cannot be the
case because of the crossed arrow from street to requestkertheerefore our initial
assumption, i.e. that the requester can deduce informabontupdate-streeevents
must have been false.

In order to prove that a system specification satisfies a fldigyp(for a given do-
main assignment), we have to define formally, what infororaflow means. Starting
with Goguen’s and Meseguer’s non-interference [GM82] svether definitions of
information flow have been proposed. Since the original psapfrom [GM82] is re-
stricted to deterministic systems, we use a generalizflan00a] which is compatible
with non-determinisn.In order to define formally what information flow means, one
first has to deal with direct information flow which resultsrir observations of the run-
ning system. We modeled the behaviour of our system by a $ea¥s, i.e. sequences
of events. Given a tracee E*, the requester can directly observe only occurrences of
request- and reply events. From these observations anchbiglé&ge about the pro-
gram contained in the system, he may be able to deduce infiomebout the occur-
rence of other events, which he cannot directly observeekample, if the requester
receives a reply (occurrence of evegply(rid, cid, res po9) then he can deduce that an
eventcompute-replgrid, cid,res,...) has previously occurred. Of course, many other
deductions are possible from this observation. Howeverk#éy property we have to
ensure is that the requester cannot deduce thahangtreetevent has occurred. For-
mally, this is achieved bigackwards gict deletion(abbreviated b8SDin the sequel).
Informally, BSDdemands that, if a behaviouis possible for the system all sequences
which result fronmt by deleting certaimet-streeevents (from right to left i) are also
possible traces. Given any observation of the requesisrettsures that the requester
cannot deduce that amgt-streeevents have occurred. For an introduction to properties
of this kind and a formal definition dSDwe refer to [Man00a]. Note that, properties
like BSDare closure properties on the set of traces of a system, wdeictand that if
some sequence is a possible trace then certain other seguanst be possible traces
as well. For proving these kind of properties local verificatconditions, so called
unwinding conditionsare used. Unwinding conditions and corresponding unwigdi
theorems foBSDhave been presented in [Man00Db].

6.4 Improved Security Property holds only for Secure System

In order to specify our security objectives adequately, weppsed a specification of
security properties based on information flow control intS&. The resulting proof
obligation requires that the set of trackgggis closed undeBSDfor the view of ev-
ery domain, i.eBSDh must be fulfilled for every domaiB. We have proved that this
statement holds for the system without Trojan horse fognrathe VSE-systerfor dis-
charging the proof obligation, we have applied the unwigdiesults from [ManO0Ob].
Unwinding conditionsare local conditions which are formulated in terms of pred an

4 The first proposal for a generalization of non-interferetuceon-deterministic systems, due to
Sutherland [Sut86], has been followed by several othergzaig.
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postconditions of single events (rather than being a gletmdure condition on the
set of traces, likeBSD. For BSD there are two unwinding conditiodsf and osc
(cf. [Man0O0Db] for a formal definition). The correspondingwinding theorenensures
thatBSDholds if one can construct amwinding relation a preorder, i.e. a reflexive
and transitive relation, such thiat andoscare satisfied for every domain.

Some experiences from our proof of the information flow propghall be summa-
rized but the details of our proof in VSE are outside the sadffibis paper. Firstly, the
unwinding relation has been constructed usingraent-and-verifyapproach, i.e. by
first guessing the relation and then proving that it is appad@. Our first guess of the
unwinding relation has turned out to be flawed, which we foondwhen we were
unable to discharge certain proof obligations (as usudh wivent-and-verify). It is
our impression that the development of tool support for ahmeizal construction of
unwinding relations should be possible. However, we hatdailmwed the latter ap-
proach in this case study. Secondly, four proof obligatioage required major effort
during proof construction: the proofs of the unwinding citieis for the view of the
requester-domain (proofs bf andosqg and the proofs that the unwinding relation is
a preorder (reflexivity and transitivity). Among these pisgaghe one foloscwas most
tedious. During the proof we experienced that, for the ahoicthe unwinding relation,
there appears to be a trade-off between simplifying thefyboscand of transitivity.

As we expected, our attempts to prove the information flovpprty for the system
with Trojan horse failed. In fact, any such attempt is bouméhil because the closure
property does not hold for the system with Trojan horse. Tdreaval ofnet-street
events in certain traces of the system with Trojan horselyielent sequences that are
no traces of the system, thus violatiB§D One counterexample is the following trace
(omitting non-vital parameters):

net-streef. . ., Office).update-stredt . . , Office).request. . ., ‘city’).
filter-permit. .., ‘city’ ).compute-repl. . . ,mkpogStuttgar}).
reply(...,mkpogStuttgar}).net-street. .., Pub.update-stredt .., Pub).
request. .., ‘city’).filter-permit(.. ., ‘city’ ).compute-replf. . . ,mkpogFreiburg)).
reply(...,mkpogFreiburg))

Deleting the lashet-streetevent from this tracenet-street. . ., Pub) results in an event

sequence which cannot be adapted to a trace of the systemdbygaal removing

events in domain internal and domain city which occur atterdeleted occurrence of

net-streef...,Pub. ConsequenthBSDdoes not hold for the system with Trojan horse.
The above trace yields the following observation for theuesser:

request.. ., ‘city’).reply(...,mkpogStuttgar}).request. . ., ‘city’ ).
reply(...,mkpogFreiburg))

This observation does not allow the requester to deducetkatsely the above trace
has occurred because there are a couple of similar trace$ wigld the same obser-
vation. However, the requester can deduce that first an eetrstreef. . ., Office) and
later on an eveniet-street. .. ,Pub) must have occurred. Recall that this does not com-
ply with the flow policy in Fig.5 and that it would also violatke intuitive security
objective (the employee would not like if the employer iseatdd deduce that he has
gone into the Pub!).
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7 Towards a Solution

In the previous sections it has been shown that the securityepties as stated in
Sect. 4.2 do not prohibit an information flow on the streebhgson towards an at-
tacker. On the other hand, it is not clear how to implementtee adequate formula-
tion of the security properties in Sect. 6. A mechanism isleddo enforce the security
properties.

The problem, that the system is subverted by a Trojan horgelisknown from
computer systems running foreign code. Web browsers angieatyexample.

A first and straight forward solution to prevent any progrardefrom transmitting
location information with fine granularity is shifting thea@ess control barrier from
the entry point of the requests towards the storage. Thegsamf the application is
inhibited, if a requestor has limited access rights.

Another concept is the limitation of access rights for anliapgion. This is the
principle which is applied in the Java sandbox concept. Ddijpgy on the source of the
application, the access rights regarding certain ressumelimited. For more flexibil-
ity the rights could be assigned depending on the requastiraathe instantiation of a
Java virtual machine (JVM). A certain policy could be adtachdepending on the clear-
ance of the source of the application. The policy informaparameterizes an access
control mechanism towards the location storage.

A drawback of this approach is that a program restricted @l sumanner could not
provide any service to the mobile user (e.g. presentindilmtaepended information
on the mobile phone’s display). Thus, a clearance classdi#pgon the initiator of an
application instance reduces flexibility.

We propose a different approach to overcome the Trojan hun@glem and the
inflexibility of the solution above. The underlying problésnnot caused by the entity
that sends the request. Instead the problem is the entitfitladly receives the answer
(although they are usually the same). Protection mechatisat act on the entrance of
a domain are useful for integrity protection of the domaimtdrms of confidentiality,
the protection must be placed at the exit of a domain.

Therefore, we suggest the application of mandatory contedhanism [BL75] in
combination with the principle of high water marking [We]63he idea behind this
concept is the assumption, that an application runningimvittie mobile is harmless
(concerning confidentiality of location information) asipit does not communicate
with a domain which has a lower classification.

Every communication channel (different target addressesddferent channels)
that might be addressed by the application after accessoagibn information, is as-
signed a clearance level for a certain resolution (city @ettin the example).

An application is assigned a certain resolution level, edicg to the storage units
(e.g. bytes) it has read already. Whenever the program seswls location information,
this resolution level is updated according to the high waterk principle. The mark
(resolution level) is shifted towards higher resolutiomyoim our example an applica-
tion has the initial level “0” (no access to location infortioa occurred). After reading
the city information this level is shifted to “1”. Readingetlstreet memory leads to a
classification of “2”. Reading some lower resolution infation at a later point of time
does not reduce the resolution level.
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Whenever the application tries to write information on arofe (e.g. display, SMS,
etc.) the channel's/addressee’s clearance is comparatsatiee resolution level of the
application. If the acquired resolution level is higherrthibe clearance of the channel
the system discards the write operation. The resolutiael Bnply states the possibility
of information flow from location memory towards a certairaohel and leads to a
pessimistic decision in order to protect the confidentigditotection goal.

Concerning a mobile system augmented with Java capabjliiee Java security
concepts do not solve the problem. Although the granulafityecurity mechanisms
has been refined [GMPS97], the principle of stack inspedigR98] is limited to a
history related view. Thus, rights of processes can beictstirwhen a certain function
is called (within the subroutine context), but rights wi keverted after returning from
the subroutine. Any operation performed during a procedallevill have no influence
on the upper levels of calls in the stack of the application.

In the case of mobile systems where location informationhinlge the primary
privacy concern, e.g., the JVM should be extended by an iadditlabel that stores
the resolution level and is used according to the scheme gikeve. The system calls
for sending any information into communication channelgeh@ be checked by the
JVM with an ACL containing the clearance for each medium aireds against the
label attached to the application running in the JVM. Dueht limited scope of the
location information the computational requirements Far hecessary run time checks
are acceptable.

In case where more differentiated protection is needeérasthlutions must be used.
Myers and Liskov, e.g., propose in [ML0O] a solution basedhtrels expressing access
policies attached to variables that enable information fibecks performed on the byte
code of applets at compile time.

In order to prevent covered channels within the local emritent, channels be-
tween different applications, and towards any shared ressumust either be treated
in the same way as communication channels or access mustdidedi if the resolu-
tion level is greater than zero. An approach concerning im@ems to avoid timing
channels can be found in [Aga00,FGMOQ].

8 Conclusion

Protecting the privacy of location information in mobilevitees has been the main
concern in the case study presented. How to formalize tluiire security objectives
in an adequate way has been a key question in this process.

We have applied two approaches: firstly, using techniqguashnre well-known
from mandatory access control and, secondly, applyingpgrtgpfrom a general frame-
work for information flow control [Man00a]. Certain insedies have not been de-
tected when we followed the approach inspired by accessaloNbte that the under-
lying problem is not specific to our specification (includihg use of a communication
filter rather than a proper reference monitor) but a more igrleeoretical problem,
e.g. covert channels cannot be detected by mandatory azmass| [BL75]. However,
using information flow properties instead has revealedglivesecurities. This suggests
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that information flow control is more appropriate than ascesntrol for formalizing
the intuitive notion of security in this setting.

Nevertheless, access control has been beneficial to imptetime security objec-
tives which have been formalized by an information flow prtyel his experience is
in line with experiences made in a previous case study inghiaing of smart card op-
erating systems (for a different information flow propentyla different access control
model) [SRS00]. In the current case study, we have used a combinationcoh®
munication filter inspired by the Bell/LaPadula model [BL.¥&th a high water mark
model [Wei69]. We argued that the high water mark model caimipéemented using
an application level labelling mechanism (cf. Sect. 7).

The experiences from this case study suggest a couple afl diéefctions for future
work. In particular, we plan to generalize and to improvettieé support which we have
prototypically implemented for the purposes of this casel\stMoreover, it would be
desirable to prove formally that our solution based on thalwioation of the commu-
nication filter and a high-watermark model (cf. Sect. 7) mlieatisfies the information
flow property from Sect. 6. An implementation of the high-gratark model appears
to be possible at the high-level programming language, madahnguage, operating
system, or at the hardware level. The question which of thee®ds is most appropriate
for protecting the privacy of location information in mobilevices in practice has been
outside the scope of this article. However, this is an imgoargjuestion. Another general
direction of future work is how to develop systems by refinahieom abstract specifi-
cation in the context of information flow properties in pieet Theoretical foundations
for this have been setup in [Man01].
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