Preserving Information Flow Properties under Refinement

Heiko Mantel

German Research Center for Artificial Intelligence (DFKI),
Stuhlsatzenhausweg 3, 66123 Saarbriicken, Germany
E-mail: mant el @If ki . de

Abstract fidentiality requirement, i.e. that information in domdih
is hidden from domairl.. On the other hand, it can be in-
In a stepwise development process, it is essential thatterpreted as an integrity requirement, i.e. thatannot be
system properties that have been already investigated incorrupted byH. Thus, information flow properties can be
some phase need not be re-investigated in later phases. Irused to specify confidentiality as well as integrity require
formal developments, this corresponds to the requirementments. Beside® and-£, the only other ingredient that is
that properties are preserved under refinement. Whilegafet required for information flow control is a formal definition
and liveness properties are indeed preserved under mosbof what information flow means. While for deterministic
standard forms of refinement, it is well known that this is, systems, non-interference [GM82] is widely accepted as the
in general, not true for information flow properties, a large right definition of information flow, different definitionsf o
and useful class of security properties. In this article, we information flow co-exist for non-deterministic systems.
propose a collection of refinement operators as a solution  ynfortunately, no satisfactory integration of informa-
to this .problem. We prove that these operators preserve in-tion flow properties into a stepwise development process
formation flow as well as other system properties. Thus, has5 been achieved so far. While many of these properties
in_formation flow properties become compatible with step- pehave nicely under composition (cf. e.g. [McC87, JT88,
wise deve_lopment. _Moreover, we show that our operatorsyyjgq, McL94]), the main problem is that they are, in gen-
are an optimal solution. eral, not preserved under refinement. This problem has al-
ready been discussed in [Jac89] and some progress towards
a solution has been made [GCS91, O'H92, RWW94]. How-

1 Introduction ever, to take information flow properties into account for
design decisions during a stepwise development process is

In a stepwise development process, abstraction and deStill infeasible because these properties would need to be
composition are the main techniques that allow one to deal&-investigated from scratch in every step. Since this @oul
with the high complexity of large systems. In such a pro- P& too expensive, the only approach, that appears to be fea-
cess, one usually starts with a very abstract specificafion o Sible today, is to consider information flow properties only
the desired system. This specification is then refined and de 2t the very end of the development process when no further
composed until one arrives at a concrete specification that€finement of the specification is necessary. Clearly, tis i
can directly be implemented. Naturally, one expects that@ Very poor approach because security is enforced after all
a system which is developed formally in this way satisfies design decisions have already been made. Enforcing secu-
all properties that are satisfied by the abstract specificati ity by preventing certain behaviours a posteriori may ftesu
(plus possibly additional ones). While this holds for spfet N @ so useless system that the complete development effort
and liveness properties, it is not true for most information Would be wasted.
flow properties. In this article, we define conditions under that refine-

Information flow properties, however, provide a very ele- ment preserves safety and liveness as well as information
gant approach to specify security requirements. In this pro flow properties. Our main contribution is a collection of re-
cess, one first selects a §2tof domains and then restricts  finement operators that can be used not only for checking
the allowed flow of information between domains by a re- if a given refinement preserves information flow properties
lation» C D x D. For exampleH . L expresses thatno  but also for constructing property preserving refinements.
information shall flow from domai/ to domainZ. On the Clearly, the advantage of our approach is that information
one hand side, this statement can be interpreted as a corflow properties need only be proven once. They can be
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taken into account during a stepwise development proces22.1 Flow Policies

without reproving them at every step. Thus, information

flow properties become compatible with stepwise system  Flow policies specify restrictions on the information

development. Moreover, we demonstrate that our refine-flow within a system. They are defined with the help of a set

ment operators provide an optimal solution to the problem. D of security domainsTypical domains are e.g. groups of
This article is structured as follows: We introduce in- users, collections of files, or memory sections. We assaciat

formation flow control in Section 2 and refinement in Sec- a security domainlon(e) € D to each event € E.

tion 3. The original contributions of this article are pre-

sented in Section 4, 5, and 6. In Section 4, the problem of Definition 2. A flow policy FPis a tuple(D, ~y ,~ n, %)

refining information flow properties is illustrated by a sim- Where~y,~y,74 C D x D form a disjoint partition of

ple example before we present refinement operators for theP x D and~y is reflexive. FP is calledtransitiveif ~y

perfect security property, an information flow propertypro s transitive and, otherwisétransitive In this article, we

posed in [ZL97]. We then prove that these operators pre-0nly consider transitive flow policies.

serve functional system properties as well as the perfect se

curity property. The optimality of our refinement operators expresses that there shall be no information flow foom

is discussed in Section 5. In Section 6, we generalize our . . . o
) . to D,. Allowed information flow is specified by the two
results and propose refinement operators for other informa-

. ) : : . relations~y and . D D, expresses that events
tion flow properties. We conclude this article with a com- v andry. L~y Ls €Xxp

. . . in Dy are visible forDy. Dy ~»n Ds expresses that oc-
parison to related work in Section 7 and a summary of our

. . currences of events frof; are invisible forD, but that
results together with a list of open tasks for future redearc .
. . . . we do not care if these occurrences can be deducdihbby
in Section 8. All proofs are presented in the appendix.

Distinguishing betweert, ~y, and~»y results in more
. . flexibility compared to having only two relatiopé and~-».
2 Information Flow Properties However, for the moment, the reader can safely ignore the

relation~» x because, with the exception of Section 6, we
Information flow properties can be used to express con-will assume~s y= 0.

fidentiality and integrity requirements. Each information
flow property consists of two components:flaw policy =~ Example 2.The 2-level flow policyF' P, has two domains,
and adefinition of information flowSuch properties can be @ low-level L and a high-leveH, i.e.D = {L,H}. The
specified independently of any particular system specifica-relations are defined by ~y L, L ~y H, H ~y H,
tion. However, in order to refer to the underlying concepts andH -4 L, thus, there shall be no information flow from
it is necessary to choose a model of computation. In this the high- to the low-level. FOES® we assign domains as
article we usevent systems follows: dom(l;) = don(l>) = L anddon(h) = H.

An eventis an atomic action with no duration, like
e.g. sending or receiving a message on a communicatiorNotational Convention. We frequently useD to denote
channel. We distinguisinput events which cannot be the set of all events with domaiB. E.g. for ES® we ob-
enforced by the system, fromternal and output events  tain L = {l;,ls} andH = {h}. Theprojectiona|g: of a
which are controlled by the system. However, weru sequencex € E* to the events irE’ C E results froma
make the restricting assumption that input events are al-by deleting all eventsotin E', e.g.ls.h.l1|r = l2.l; and
ways enabled. At the interface, input and output events canl,.h.l;| g = h. The empty sequence is denoted(by
be observed while internal events cannot. The possible be-
haviours of a system are modeled as traces, i.e. sequences 2 Definitions of Information Elow
of events.

Definition 1. An event systenkS is a tuple(E, I, 0, Tr) In order to state precisely under which conditions a sys-
whereE is a set of events], 0 C E respectively are the ~ tem satisfies the restrictions described by a flow policg, it i
input and output events, afid C E* is the set of traces, i.e. hecessary to define formally what information flow means.

finite sequences oveF. Tr must be closed under prefixes. At least for non-deterministic systems, there is no agree-
ment on a single definition of information flow but rather

Example 1.The event systenS® = (E,I,0,Tr*) isthe (ifferent definitions co-exist. Which of these definitioss i
running example in this articlek’ contains three events, best cannot be answered in general but depends on the par-
l>, h, andTr* contains all sequences in which each of these tjcular application under consideration. In order to siifypl
events occurs at most once, dgh.l; € Tr*. The distinc-  their comparison, several frameworks have been proposed
tion of input, internal, and output events will be unimpaitta i which the various definitions of information flow can be

in the sequel and, thus, we need not spefigndO. uniformly represented [McL94, FG95, ZL97, Man00a].

+» is the non-interference relatiorof FP and D, + Do
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Usually, a definition of information flow is parametric
in the flow policy. In order to simplify the presentation
we use a fixed flow policy, the two-level flow polidy P,
from Example 2. Moreover, we focus on a single definition
of information flow, the so callegerfect security property
from [ZL97] (abbreviated byPSPin the sequel). How to
relax these assumptions will be discussed in SectidSR
can be formally defined by

PSRTr) =VreTr.Va,fe E*.VheE.
T|L€Tr
A(t=B.aANheHAalg={() AB.heTr)
= B.h.a€eTr

Ir g 0SG, 9.H:

! i
S1 )

h
51—52

/¥N/\ .
~T,
I 1

S1 —————- So
whereh € H andl € L

Figure 1. Unwinding conditions for PSP

Definition 3. A state-event systerSES is a quintuple
(S,51,E,I1,0,T) whereS is a set of statesS; C S con-

Intuitively, PSRTr) ensures that an observer who knows the t5ins the initial states? is a set of eventd,, O C E respec-

specification of a system, i.@r, and observes events with

tively contain the input and output events, &hd- SxEx S

domainL cannot deduce any information about occurrencesig 4 transition relation.

of events with domairf{. This prevents a high-level Tro-
jan horse from transmitting information to low-level users
When observing a behaviout a low-level user observes
T|r. From this observation and the knowledgeTof he
cannot decide whether or 7|1, has occurred. This is en-
sured by the first conjunct in the definition BER which
demands that|;, is a possible behaviour. Consequently,

In this article, we assume th#; is a singleton set and
that the effect of events is deterministic, i.e. tHatis
functional. Note that state-event systems are still non-
deterministic because of the non-determinism in the choice
of events. Ahistoryof a state-event systeiES is a se-
guences;.e1.ss ... s, Of states and events. The set of his-

the low-level user cannot deduce that any high-level eventstories Hist(SES) C Sx(ExS)* for SES is defined in-
haveoccurred. The second conjunct prevents a low-level ductively as follows: ifs € Sy thens € Hist(SES); if

user to deduce that some admissible high-level ekdvets
notoccurred. All low-level observations that are enabled
after a behavioup (8.« € Tr) must also be enabled after
B.h (B.h.a € Tr) if h is enabled afteB (8.h € Tr). There-
fore, the low-level user cannot rule out the possibilityttha

s1.€1.82...5, € Hist(SES) and (s, en, sp4+1) € T then
51.€1-82 - ..8p-€4-5n41 € HISt(SES). A states € S is
reachable denoted byreachablés), if there is a history
si.e1...s € Hist(SES) that ends ins. Each state-event
systemSES = (S,S1,E,I,0,T) can be translated into

h has occurred. By induction, this can be generalized to a corresponding event systeBfSsgs = (E,I,0, Trsgs)

arbitrary sequences of high-level events.
2.3 Unwinding Conditions

Defining information flow properties in terms of whole
traces (like in the definition dPSPin the preceeding sub-
section) improves the understandability of these properti
However, for proving them it is helpful to have more local
conditions, so calledinwinding conditionswhich are for-

where the set of trac@$sgs C E* results fromHist(SES)
by deleting states from the histories.

Definition 4. An eventsystenk'S = (E, I, O, Tr) satisfies
PSPif and only if PSRTr) holds. A state-event system
SES satisfies PSH and only if PSRTrsgs) holds.

We now define two unwinding conditiofrgy andosg, g g .
In these conditions an equivalence relatiepn C S xS, the
unwinding relationis used.s; ~r, s» shall express that;

mulated in terms of single events. Clearly, it is desirable ands, cannot be distinguished by a low-level user, i.e. all

to have two alternative representations, a global defimitio
as well as unwinding conditions together with @amwvind-
ing theorem which ensures that the unwinding conditions
imply the global definition.

For the definition of unwinding conditions it is necessary

sequences of low-level events that are enableq are also
enabled insy, and vice versa. This is ensured b§g;, ¢ 7.

Ir 7 demands that the states before and after the occurrence
of a high-level event are equivalent waty,.

. . - . . Irg - Vs1,s2€5.Vhe H.
to enrich event systems with states. With this enrichment ((reachablés;) A (s1,h, s2) €T) = s1 21 52)
the pre-condition of an eveatis the set of states in which o
0SG, 9.1 : Vs1,81,520€S.VIEE\ H.

e can possibly occur. The post-condition is a function from
states to the set of possible states after the event has oc-
curred in the respective state. The notion of state is trans-
parent, however, note that information flow is only caused Ir y andosg, g i are equivalent to the commutativity re-
by events and not by states. spectively of the diagrams depicted on the left and right

(s1~rs) A(s1,l,82)€T)
= [3sh,€S.((s1,1,85) €T A sa =y, sh)]
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{r € E* | P(1)}. A specificationSpecsatisfiesP if

any behaviour that complies witBpecsatisfiesP, i.e. if

TrspecC Trp holds.

hand side in Figure 1. The parts of the diagrams which

are given are indicated by boldface. All other parts may be Definition 5. Aneventsysten#'S = (E, I, O, Tr) satisfies

chosen arbitrarily in order to make the diagrams commute. & Property? if and only if Tr C Trp. A state-event system
SES satisfies a property if and only if Trsgs C Trp.

Figure 2. Example transition relation T2

Theorem 1 (Unwinding Theorem). If there is an equiva-

lence relation~,C S x S for which SES fulfills Ir g and Since traces are inductively defined in this article, they
0sG, ¢,z thenSES also fulfills PSP. are always of finite length. Thus, no liveness but only
safety properties will be considered. Note that informa-
tion flow propertiescannotbe expressed as predicates of
single traces. Rather they are closure conditions on sets of
traces [McL94]. Thus, the notion of satisfaction in Defini-
tion 4 differs from that in Definition 5.

Example 3.In order to prove tha#tS® satisfiesPSPwe
enrich ES® by states and obtain the state-event system
SES® = (5,51, E,I,0,T*) with S = {s1,...,83},

Sr = {s1}, and the transition relatiofi® depicted in Fig-
ure 2. Leta; be the smallest equivalence relation with
1 A, 8o, S3 NI S4, S5 NI Sg, ands; ~r sg. With
these definitions it is easy to check tt$a'S? satisfiedr g
andosg, ¢ y for ~r. Thus, according to Theorem4FES®
(andES?) fulfills PSP

3.2 Refinement

An abstract specificatioBpeé is refinedby a specifica-
tion Spe€ if all behaviours allowed byspeé are also al-
lowed bySpe¢, i.e. if Trspee € Trspee. Thus, refinement
3 Specifications and Refinement corresponds to the removal of non-determinism. The under-

lying idea is that an abstract specification focusesvbat

In this article we follow a semantic approach to the spec- Shall be achieved while the concrete specification is more
ification of systems. A system is specified by a specification SPECific orhowto achieve this. The design decisions made
Speawhich defines its possible behaviours, i.e. aBepec in Spec€ restrict the possible beha.wours.. This _n0t|0n of re-
of traces, plus some additional information. For event sys- finement corresponds to the one investigated in [Jac89].

tems this additional information amounts to the &ebf Definition 6. An event systemES¢ = (E, I,0,Tr%) re-

events and the seSandO. For state-event systems this  finasan event systen®S® = (E,I,0,Tr®) if and only if
additionally includes a se&f of states, a subsét; of initial Tr° C Tr® A state-event syste$tES¢ = (S, S, E, I, 0, T¢)
states, and a set of histories which results from an enrich-afinesa state-event syste®ES® = (S, Sy, E, I,0,T) if
ment of the traces by states. However, the results in thisy,q only ifTe C Te.

article are not restricted to these two formalism but thay ca -

be used with any specification formalism for which a map- The main topic of this article is the preservation of prop-
ping into event systems or state-event systems exists. Thigrties under refinement. The problem for a propértin

includes process algebras like Hoare’s CSP [Hoa85]. the sense of [AS85] is depicted on the left hand side of Fig-
ure 3. Assuming thaBpeé satisfiesP and thatSpe€ re-
3.1 Satisfaction of Properties finesSpeé, the question is iSpe€ also satisfied. That

this indeed holds is ensured by Theorem 2 below. The un-
Alpern and Schneider [AS85] define a propeRyas a derlying argument is based on the transitivity©fwhich
predicate on traces.Alternatively, a property can be for- is used in Definition 5 as well as in Definition 6. Unfortu-

malized as the set of all traces which satigfyi.e. Trp = nately, this argument cannot be applied for information flow
170 be precise, properties of [AS85] correspond to predicateinfi- properties likePSPbecause satlsfactlon of these properties
nite traces while in this paper they are predicates on tratsite length. is not based on the subset relation (cf. Definition 4). This
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difference in the notion of satisfaction is indicated on the T* 81 39
right hand side of Figure 3 by double-lined arrows. \li
Theorem 2. If ES® satisfies a property? and ES¢ refines ! ! S4
ES® thenES° satisfiesP. If SES* satisfiesP andSES° ! !
refinesSES® thenSES° satisfiesP. ;
1
. . . 55 s6 Iy
4 Preserving Information Flow Properties NG D A
by ———————— s
It is well known that information flow properties, like h

PSR are not preserved under refinement. In Section 4.1,
we firstillustrate this problem by a simple example and then
identify the source of this problem. In Section 4.2, we intro
duce refinement operators fB6Pand prove that these op-
erators preserve not only properties in the sense of [AS85]the definition ofPSP, and the proof thaBpeé satisfiePSP
but alsoPSP. To which extent our operators are necessary It will turn out that the proof of the satisfaction relatios) i
for this preservation is not discussed in the current sectio for this purpose, the most useful piece of information. The
but will be the topic of Section 5. Adaptations of the results main idea is to reduce the problem of presen@&Punder
from this section for other information flow properties will refinement to the problem of preserving commutativity of
be presented in Section 6. the diagrams from Figure 1. This approach can be applied
whenevelPSPis proved using the unwinding theorem.

Figure 4. Example for an insecure refinement

4.1 The Problem with Refinement
4.2 Refinement Operators for PSP
We now illustrate the problem of refining information
flow properties by a simple example. For this purposerecall  Rather than presenting conditions which could just be
the state event systefE.S® from Example 3 . used tocheckif a given refinement preservé®SE we

Example 4.The transition relatio™® of SES® (depicted present operators which can be usecbfmespecifiqations.
in Figure 2) allows all sequences in which eachqfis, When these reflnement operators are appl@?ls pre-
andh occurs at most once. A very simple example for a served by construction and no further check is necessary.

design decision would be to require a certain ordering of M Particular, we presenttwo refinement operateetine
these occurrences, e.g. tHatmay only occur aftei; or andrefine Each of these operators takes three arguments,

h has already occurred. This results in the more concrete?" event SystersES WhiCh s_hall be refingd, a séls _g
event systenS ES¢ = (S, S, E, I,0,T¢). T is depicted Sx_E of state-event pairs whlch.shall be disabled dl_Jrlng the
in Figure 4. The main difference @f° to T is thatls is dis- refinement, an unwinding relatioar, C 5x 5, and yields

abled in state;. Consequently, statg cannot be reached anew, feﬁf‘e_d state-event system: Clea_rly, the g(_)al_ Is that
any more and, thus, the evedsandh can also be disabled if SES satisfiesPSP(or more premsely: ifSES satisfies

in s3. Clearly, SES¢ is a refinement o6 ES® (T° C T%) I g andosg; g, for ~2.) then the resulting state-event sys-
andSES® satisfiesPSP(ct. Example 3). Howeve§ ES¢ tem should also satlstSP.. Slmply disabling all pairs in
does not fulfill PSPA low-level user, who makes the obser- DS from SES, however, might yield a system which dqes
vationl, of SES® can deduce that has occurred. This is not satisfy PSP (cf. Example 4). Therefore, an adaptation

reflected by a violation of the first conjunct in the definition 'S N€cessary in which eithedditional events are disabled

of PSP(l, ¢ Tr). Thus,PSP is, in general, not preserved °" SOMe state-event pairs iB.S remain enabled These
under refinement two approaches give rise to a difference betwedimeand

refine While refinedisables all pairs iDS (plus possibly
In the previous exampleRPSPis not preserved under re- pairs notinD.S), refineonly disables pairs which are DS
finement. Disablingsy,l2, s3), (s3, h, s4), and(ss, 1, s7) (but possibly not all pairs id S).
leads to a specification which is not closed un&sP The formal definitions ofefineandrefineare depicted in
Clearly, such refinements must be ruled out in order to pre-Figure 5. These operators only have an impact on the tran-
servePSP The task therefore is to find restrictions to re- sition relation. The new transition relation is constradby
finement which guarantee the preservatioR8P. Accord- the functiondisableanddisable These functions handle
ing to the diagram on the right hand side of Figure 3, the the high- and low-level events which shall be disabled sepa-
information which could possibly provide a basis for such rately using the functionddisable Ldisable andLdisable
restrictions includes the two specificatiddigeé andSpeé, This separation is motivated by the unwinding conditions
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refing SES, DS, ~y,) HdisablgT', DS)

=(S5,S81,E,I,0,disabldT, DS, ~,)) = {(s1,€,82) € T | (s1,€) ¢ DSu}
refing SES, DS, ~r,) _
= (S, 81, E,I,0,disabléT, DS, ~r)) LdisableT, DSz, ~1)
={(s1,€,82) € T | (s1,€) ¢ DSLA
disabl€T, DS, ~1) —3s!, sh ’E S. ’ ’ /
= HdisabldT, DSy) N LdisablgT, DSy, ~1) (s1~rp s1 A (s1,€,85) € T A(sy,e) € DSp)}

disabl€T, DS, ~1)

_ [disabl{T, DSy, ~
= HdisablgT, DSy) N LdisablgT, DSr, ~r1) disableT, DSy, ~1)

={(s},e,sh) € T | (s},e) € DSy =

381,82 e€s.
whereSES = (S, S, E,I,0,T), DSy = {(s,h) € DS | h € H}, ,
s1 & s1 A (s1,€,82) €T A(s1,e) ¢ DS
and DSy, = {(s,1) € DS | L € L} (s1 %1 51 A (s51,€52) (s1,€) ¢ DSL)}
Figure 5. Refinement operators for PSP assumingDSy C Sx H andDSy, C Sx L

Figure 6. Hdisable, Ldisable, and Ldisable

Ir g andosg, g iy Which, respectively, are also only con-
cerned with high- and low-level events (cf. Figure 1). Theorem 3 (Preservation of [AS85] properties)Let P be

Hdisable Ldisable andLdisableare formally defined 5 property,~; C S x S be a relation, andDS C S x
in Figure 6. Hdisableis used to disable high-level events. g pe 3 set of state-event pairs. SES satisfiesP then
The transition relatiomidisabl€T’, DSp) equalsT except  yefing SES, DS, ~;,) andrefing SES, DS, ~1) satisfyP.
for that pairs inDSgy are disabled. Since such a change =
does not give rise to new proof obligations (according to
Ir 7 andosg, g i) No adaptation is required. However, af- Theorem 4 (Preservation of unwinding conditions). Let
ter disabling low-level events an adaptation becomes recesDS C S x E be a set of state-event pairs.9ES satisfies
sary. The transition relatiof(sy,1,s2) €T | (s1,1) ¢ DSL} Ir and osg 4 5 for an equivalence relatiors, C S x S
which one receives frorfl” by simply disabling all pairs  thenrefingd SES, DS, ~1) andrefing SES, DS, ~r) both
in DSy, might violateosg, g i (depending onDSz, and satisfy Iy and 0sg, ¢ i for ~r.
~r). Recall thatosg g y demands that if a low-level _ _ _
event is disabled in some state then it must be disabled in! "€0rém 4 (together with Theorem 1) gives rise to the fol-
all (wrt. =) equivalent states as well. There are two ap- lowing corollary.
proaches to satisfy this requirement: Either one disadles Corollary 1 (Preservation of PSP. Letx; C S xS be an
leastall pairs inD.Sy, (plus possibly additional ones) or one  equivalence relation andS C S x E be a set of state-
disablesat mostall pairs inDSy, (bUt pOSSibly not all of event pairs_ IfSES satisfies I and 0SG, ¢ 1 for =~

them). This gives rise to the difference betwestisable thenrefing SES, DS, ~y) andrefing SES, DS, ~1) sat-
andLdisable If an event/ shall be disabled in some state sty pSp.

sy ((s},1) € DSL) thenLdisabl€T, DSy, =) disables! o
not only ins, but also in all states; which are equivalent Theorem 3 shows that properties in the sense of [AS85] are

(s1 ~1 s}). LdisabldT, DS, ~,) disables an everitin preserved under our rgfinemen_t operators. Note that this
states; only if (s,1) € DS, and if (s,1) € DS, for all theorem does not require anything about the unwinding re-
statess| which are equivalentte; (s, ~y, s1). Thus, it can lation= . Thus, oneis notforc_ed to investigate information
happen thakdisabl€T, DSy, ~,) =T althoughDSy, #0, flow properties at the very beginning of a developmen_t pro-
i.e. for inappropriatd Sy, Ldisablemay refuse refinement. ~ C€ss. However, according to Corollary 1 one may migrate
The under- and overlining indicates thadisablemay @ & secure specification, which satisfeSF at any step
yield a smaller transition relation than a simple disabtiig ~ Of the development by proving the unwinding conditions
pairs inD Sy, and thal disablemay yield a larger relation.  IF#r @nd0sg, g, ;. After these unwinding conditions have
The following subset relations hold in gene#al. been prqvedPSPWnI be preserved_under further refine-
LdisabldT, DSy, ~1) m.ents with our qperator_s. psually in such a proc&sP .
W@ S’ )€ 1’, | (s1,€) ¢ DS1} will be proved using unvylndmg condmon; anyway. For this
= 1o 02 b L reason, we do not consider this assumption of our approach
C LdisableT, DSy, ~1) €T a real restriction.
2The first three transition relations are equal if there arena’, with We now illustrate the use of the refinement operators at
s1 ~r s, (s1,e) € DS, and(s),e) ¢ DSr. the state-event systefF.S* from Example 3.
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T° = disabldT?, DS, ~,)
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S1 EP)

S5 > S6
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Figure 7. Example application of operators

Example 5.SES¢ results from refiningSES® by dis-
abling the pairs inDS = {(s1,l2),(s3,h), (s3,01)} In
Example 4. Althougtb ES* satisfiesPSRE SES¢ does not
satisfyPSP. We now illustrate hows ES® can be refined
using our refinement operators. LBt and~, be defined
as in Example 3. Le§ES® = refing SES®, DS, ~r) and
SES‘ = refing SES®, DS,~). The refined transition re-
lationsT° (for SES®) andT* (for SES®) are depicted in
Figure 7. InT° the transitiond sy, I, s4) and (sg4, l1, s3)
have been disabled althoudke,l2), (s4,11) ¢ DS. In
T° only (s3, h,s4) has been disabled b, , 5, ss) and
(s3,11,s7) from DS remain enabled. According to Corol-
lary 1, SES°® andSES® satisfyPSP

5 Optimality of Refinement Operators

The functiondHdisable Ldisable andLdisableadapt the
transition relation so that the unwinding conditidng and

0sG, ¢,z are satisfied by the resulting transition relation (as-

suming that they are satisfied by the original transitioa-rel

One prerequisite for our subsequent results will be the
use of a minimal unwinding relatiory, .

Theorem 5. If there is an equivalence relationsy, for
which SES satisfies Iy and osg g m for ~ then there
is a unigue minimal relation with this property.

The following theorem shows that our refinement operators
are optimal if one starts with a minimal unwinding relation
and makes some assumptions about thdxgt Here,op-
timality means forrefine that state-event pairs not iRS

are not disabled unnecessarily and fefinethat as many
state-event pairs i) S are disabled as possible without en-
dangering®SP.

Theorem 6 (One-step optimality). LetT C Sx Ex .S be
a transition relation.

1. LetDS C SxE be a set of state-event pairs such
that for all (s1,e),(s},e') € DS holdse,e' € H or
sy ~f sy, e=¢, ande € L. Let~ be the mini-
mal equivalence relation for whicH satisfies g and
0SG, g,;- Then disableT’, DS,~y) is the maximal
sub-relation ofT’, in which all pairs fromD S are dis-
abled, and which fulfills Iy and 0sg, g .

2. LetDS C S x E be a set of state-event pairs such
that for all (s1,€),(s1,€') € DS holdse,e’ € H or
s1 =~ sy, e=¢', ande € L. Let~y be the mini-
mal equivalence relation for whicH satisfies lgr and
08G9,z ThendisablgT, DS, ~r) is the minimal
sub-relation ofT", in which only pairs fromDS are
disabled, and which fulfills i and 0sg, ¢ .

Theorem 5 ensures the existence of a unique minimal un-
winding relation. How to construct this minimal unwinding
relation in practice, however, is a problem which is outside
the scope of this article. Even if one starts with a mini-
mal relationsr, and applies our refinement operators then
~r, often will not be minimal for the resulting transition
relation. A possible solution is to minimize the unwinding
relation after each refinement step. This would require-addi
tional effort during refinement. However, that loosing min-
imality will turn out to be a significant problem in practice,
is not certain. More experiences with applications of infor
mation flow control in formal system developments would
be helpful to answer this. Although some practical experi-

tion). How good these adaptations are, is a natural questiorments exist (e.g. [SRQ]), there still is a shortage of case

to ask. In particular, one would like to know if any addi-
tional disabling is unnecessary (in the caséditablg and

if any of the state-event pairs DSy, which remain enabled
could be safely disabled (in the caseldafisablg. These
guestions are the topic of the current section.
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studies with information flow control today.

Methods for constructing minimal unwinding relations
and for minimizing unwinding relations after refinement
might be desirable. However, such methods are outside the
scope of this article.



6 Generalizations

In this section we generalize our results from Section 4.

In particular, we present refinement operators for other in-

formation flow properties thaRSPand demonstrate how to
apply our results to other flow policies than the two-level
flow policy F'P,. All refinement operators proposed in this

section preserve properties in the sense of [AS85] as well ag

the respective unwinding conditions.

6.1 BeyondFpr,

In the previous sections, we have focused on a fixed flow

policy, the two-level flow policyF'P,. However, one re-
ceives the full flexibility of information flow properties n
by clearly separating flow policies and definitions of infor-
mation flow. The use of'P, induces two assumptions:
there is only one non-interference requirement|ie| =1,
and all invisible events must not be deducible,4ey= 0.
Note thaf % | =1 subsumes the simplification that there are
only 2 domains (for transitive flow policies). In the follow-
ing we demonstrate how to relax the assumptign = 1.

In order to show that a (transitive) flow policy with
| % | > 1 is satisfied one needs to prove the unwind-
ing conditions for every domain in the range #f. In-
tuitively, these unwinding conditions demand for a given
domainD € D that no information about events © =
U{D' € D | D' 4 D} can be inferred from observations
inV = U{D' € D| D'~y D}. Thus, the unwind-
ing conditions need to be parametric ¥nand C. One
can construct parametric unwinding conditions framgy
andosg, ¢ g in Figure 1 by replacing. by V' and H by
C. If ~n# 0 then there would be a third parameter
N = J{D' €D | D'~y D}. We refer to the tripld/, N,
C as theview of domainD. Unwinding conditions which
are not only parametric iv andC but also inN will be
investigated in Section 6.2. In this subsection, we retaén t
assumptionws y= 0.

For |+ |>1, itis essential that the unwinding conditions
for the view of every domain is preserved during refinement.
However, adapting a transition relation by investigatimeg t

refing SES, DS, (%p)pep))
= (Sa SI: E7 I7 O7MQT7 DS: (%D)DG'D))

disabldT, DS, (~p)pep)

= ﬂ(s’l,e’)eDS
EdisableT, (s}, '), (U{~ /| dom(e!) ~v D'})*)

EdisabléT, (s},€'),~)
={(s1,6,82) €T |e=¢ =
[s1 # 8§ A—3sh € S.(s] = 51 A (s),€,s5) € T)]}

whereSES = (S, S1,E,1,0,T) and(|J{~p| dom(e’) ~y D'})*
is the transitive closure df){~p/| dom(e’) ~y D'}

Figure 8. Refinement operator for PSP and
flow policies with |4 > 1 and ~n=0

which the event of a state-event pairfihS is visible. An
operatorefinecould be constructed analogously.

6.2 Other Information Flow Properties

The key idea in the construction of our refinement op-
erators forPSPin Section 4 has been to make use of the
unwinding relationsf,. This suggests that similar refine-
ment operators can be developed for other information flow
properties if appropriate unwinding results exist.

Below we develop refinement operators basing on the
results in [Mil94] and [Man00b]. The unwinding condi-
tions in these articles differ considerably from the ones
in Section 4. The unwinding results in [Mil94] are con-
cerned withforward correctability[JT88], an information
flow property which behaves nicely under composition. Un-
winding conditions for a class of very primitive informa-
tion flow properties, so callethasic security predicates
are presented in [Man0O0b]. Interestingly, these unwinding
conditions are based on pre-orders, an approach, which is
more flexible than the traditional use of equivalence rela-
tions. Basic security predicates can be used for a mod-

different domains independently from each other is danger-ular construction of more complicated information flow
ous because adaptations for one domain might have sidgroperties and the unwinding conditions from [ManOODb]
effects on other domains which have already been investi-can be applied for proving various information flow prop-
gated. This kind of problem has been discussed in [Jac89]erties, including non-inference [O’H90], generalized non
(cf. Theorem 2 in [Jac89]). We solve the problem by in- inference [McL94], generalized non-interference [McG87]
vestigating all domains simultaneously rather than one af- separability [McL94], and the pretty good security predi-
ter another during refinement. A refinement opersgfine cate [Man00a].

which can handle flow policies withs | > 1 is presented In this subsection we drop the assumptio,= ). Re-

in Figure 8. Note that this version gdfinetakes a family of call that D, ~n D- expresses that occurrences of events
unwinding relations as third argument rather than a singlein D, are invisible forD, but that we do not care if they
relation. The key idea is to construct the transitive clesur can be deduced blp,. Note that replacing the statement
of the union of the unwinding relations for all domains for D; ~»n D4 by eitherD; +» Dy or Dy ~»y D, would be
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more restrictive:D; 4 D2 would demand that occurrences Irfe: oSGy, N,C:

of events inD; cannot be deduced by, andD; ~»y D5 c

would assume thaD, can observe occurrences of events in S — o , 4 ,
D,. Consequently, having:n as a third relation, in addi- ~_ St T T T &
tion to4 and~»y,, creates additional flexibility for speci- Xy N N
fying flow policies. In [Man0Ob] we have shown that a less x x
restrictive version of the unwinding conditi@scis appro- Irbg: e

priate for flow policies with~x# # which simplifies the c §| —
proof of the unwinding conditions. However, for preserv- §1 = S2

ing this version ofosc under refinement, the information \_/\

contained in the unwinding relation does not suffice. Thus, Xy

we will introduce a relatior—y, below which is used by the
refinement operators. Like the unwinding relatien;, can
be derived from a proof of the unwinding conditions.

wherec € C,e € VUN,~ € (VUN)*, andy'|v = e|lv

Figure 9. Unwinding conditions for the Basic
6.2.1 Operators for Basic Security Predicates Security Predicates BSDand BSIA

In [Man00b] two classes of basic security predicates are
investigatedBSDy, v, andBSIAy, n,c. Due to space re-
strictions we refer to that article for formal definitionsdan
motivations of the basic security predicates. In orderno si
plify the presentation, we assume a fixed flow policys
which has three domairig, N, C, and for whichC + V,

N ~y V,and~y= (D x D)\ {(C,V),(N,V)} hold.
SinceC -4 V is the only non-interference requirement, un-
winding conditions need only be investigated for doniain
For this domain, all events il are visible and all events in

C are confidential. Events iV have a special role because
information about them may be deduced from observations

in 1V, however, this must not reveal any information about 10 construct a fixed relatior=y from a given proof of
events fromC'.3 the unwinding conditions would be possible. However, we

In [Man0Ob], pre-orders are used as unwinding relations. Préfer to specify this relation declaratively becausephis
A pre-orderxy, C S x S is reflexive and transitive, but \{|des more fI¢X|b|I|ty. For this purpose, we impose an_addl—
need neither be symmetric nor antisymmetric. The unwind- ioNal restriction oresay, . We say thabsa, v is satis-
ing conditions are depicted in Figure 9. The use of pre- fied for(xy, <>v) if for everysi, s, 51 € Swith s, XV 1
orders splitdr into the conditiondrf andlrb which differ ~ &nd even € VUN with (s1,¢,s) € T there ares;, € S
in the direction ofxy,. The diagram foosa, x ¢ is simi- andy' € E sucf:)thlat tlhe2d|¢2';1gramnfanscm Figure 9 i:om—
lar to the one foosg, g g in Figure 1. The only difference  MUtES. Le® = s".e’.s7.e”.s oo 8" € SIX (B x S,) be
is the dashed arrow from, to s, which is labeled byy/. ("€ unique S.eq.LJ’relnCi\lN'ﬂq =81, 8" = 85, 0|5 = ', and
+' € (VUN)* must be a sequence of events which induces ¥¢ < 7 : (s%e™,s"7) € T. The 30'0'.'“;’”&' restriction
the same observation asi.e.~'|y; = e|y. This difference W€ IMPOSE OIDSCIS that(sy, e) >y (s*,e'"") holds for all

to the diagram in Figure 1 originates from dropping the as- ¢ <n. Note that the same relatlor!cpv must be used n the
sumption y= . proof of the commutativity for all instances of the diagram.

Intuitively, (s1,e) <y (s?,eit!) expresses thdt?, eit)
Theorem 7 (Unwinding Theorem). If there is a pre-order  was used to rule out information leakage(By, e).

xy € Sx .S for whichSES fulfills osoy,n,c then the fol- In Figure 10, a refinement operatefinefor BSDy v ¢
lowing implications are valid: Irf, = BSDy,ny,c(Tr) and and BSIA; v ¢ is defined. Interestingly, the use of pre-
Irbe = BSIAY,n,o(Tr). orders does not make any difference from the perspective of

Based on this theorem we derive refinement operators forrefinement. The same refinement operator can be used for
BSD, v andBSIA, y ¢. The dashed arrow in the dia- BSDas well as foBSIA The additional complexity in this
gram of osc causes some difficulties in this construction. subsection originates purely from dropping the assumption

SUsing views as parameters BSDy, v,c andBSIA, v ¢ results in N =0 1N # 0 then the use Oi._)v seems (o b(.a ab-
a slightly different notation.H, and H, in [Man0Ob] correspond respec- solutely essential for the construction of usable refinamen

tively to ourC and N while L U H, corresponds to oW . operators which preserve the unwinding conditions. Due to

Simply following the same approach as in Section 4 would
result in refinement operators which are very complicated
and tedious to use. In order to construct usable operators,
we extract further information from the proof of the un-
winding conditions. This information is encoded by a re-
lation <=y C (S x E) x (S x E). If 4" has been used in
the proof thabsa,, v,c holds fors; ande then(s,e) <y
(s1,€') shall express that' occurs iny' and thats’ is the
starting state of this occurrence®f
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U fWClLI,HI :
refing SES, DS, «%,) T — , i '
=(S,S1,E,I,0,EdisablgT, DS, «%))

i |rHI : i I~
EdisabléT, DS, +>%) hi hi L
={(s1,€,82) € T | (s1,€e) ¢ DSA S1 > 52 li

-3s, € S.3¢' € E. ~ S| m— Sy
((s1,€) €7 (s1,€') A(s1,€') € DS)} A
whereSES = (S, S1, E, I, 0,T) and<>3, denotes the reflexive and fwc2
: 0s :
transitive closure ot—y . LLHI i CL’H\HI’I{I
1 Y
Figure 10. Refinement operator for the Basic S| m— s) si — — — s
Security Predicates BSDand BSIA
hi L L =5
- . . — li e
space restrictions we only defingfine An operatorefine s1 - So S| — S,

could be constructed analogously.
whereHI = HNI,LI =LNI,i¢c I, hi€ HI,li € LI,

6.2.2 Operators for Forward Correctability e€ E\HI,v € (E\HI)*, andy'|p = e[

Unwinding conditions for forward correctability have been
presented in [Mil94]. Forward correctability was proposed ~ Figure 11. Unwinding conditions for forward
in [JT88] as an improvement of restrictiveness [McC87].  correctability

For a formal definition and motivation of forward cor-
rectability we refer the reader to [JT88, Mil94].

Forward correctability requires of a system that it is input
total, i.e. all input events must be enabled in all stateés Th
gives rise to another unwinding conditian)in Figure 11.
The flow policy assumed by forward correctability is an in-
stantiation of ' P; (from Section 6.2.1) in whiclV = L,
C=HnI,andN = H \ I hold. Further unwinding con-
ditions are the corresponding instantiationdrofnd osc

the preservation ofwcy; 5y andfwe;; ;; also becomes
trivial. Thus, the diagrams fot; and oSG, g\ 1, rr are

the only ones which impose restrictions on refinement. A
technique to presen@sc, i\ 1,y When~n# 0 holds,

has already been developed in Section 6.2.1. The additional
problem of preservingy can be handled by ignoring state-

o A " event pairs inD.S which involve an input event. The result-
Moreover, two addltloqal unwinding conditionfsyc” and . ing refinement operataefineis depicted in Figure 12. An
fwc?, are congerned with subsequent occurrences of h'gh'operatormacould be constructed analogously.
and low-level inputsfwc' andfwc® are necessary in order
to capture the nice composability properties of forward cor )
rectability (cf. [JT88]). Altogether, there are five unwing 7 Comparison to Related Work
conditions, which are depicted in Figure 11.

The following unwinding theorem corresponds to that ~ The common reference for stating that information flow
part of Theorem 2.1.11 in [Mil94] which ensures the cor- controlis incompatible with refinementis [Jac89]. Two ma-
rectness of the unwinding conditions. In [Mil94], theax- jor difficulties for a stepwise development of secure system
imal equivalence relation is used in the unwinding condi- are identified at the example of the information flow prop-
tions. However, for the purpose of refinement, it is best to erty “ignorance of progress”. Firstly, security orderirags,
choose the unwinding relation as small as possible (cf. Sec-in general, neither monotonic nor anti-monotonic with re-
tion 5). Therefore, we specify the unwinding relation by spect to the safety ordering. This implies that information
commutativity requirements (like in Section 4) rather than flow properties are, in general, not preserved under refine-
choosing a specific relation. ment. Secondly, two security orderings need not be mono-

' tonic with respect to each other. Thus, the security require
Zzz%rseén:; i?i rf:g'rlllf’eté équif/Iz; I'em(:eiié?;t’ioﬁfl:f%cl g; : ments of different domains cannot be established indepen-
g thenS’Eb\’ fulfills forward correctability = dently. Futhermore, in [Jac89] a mgthod for stepwise de-
' velopment is proposed. Roughly, this method corresponds
During refinement, the commutativity of the diagrams for to first refining the specification until it could directly be
Ir g7 is trivially preserved. Assuming that is preserved, implemented and then making this specification secure by
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In [O’H92], information flow is investigated using the

refing SES, DS, +3%) framework of category theory. As a basis for concrete in-
= (S,8r1,E,I,0,EdisabléT, DS, +%)) vestigations, a specific category is selected which is based
on sets of traces. Necessary conditions are presented for
Edisabl€T, DS, <% ) proving that a given specification satisfies a confidential-
={(s1,e,82) €T |e¢ I=[(s1,e) ¢ DSA ity statement. Confidentiality statements are distingedsh
—-ds} € S.3e' € E. from functional requirements. In [O'H92], the functional
((s1,€) <% (si,€e') A (s,€e') € DSAe ¢ 1)]} requirements are regarded as an upper bound and the con-

fidentiality requirements as a lower bound. The task of a
whereSES = (S, S1, E,I,0,T) and<«% denotes the reflexive and system designer is to develop a system which is between
transitive closure of—r,. these two bounds. However, no efficient method for stay-
ing within the bounds is provided. Rather, it appears to be
necessary to prove confidentiality statements for the réfine
specification from scratch after refinement. All results on
preservation of information flow properties in [O'H92] are
concerned with composition (parallel composition as well
as choice) rather than with refinement.
In [RWW94] two definitions of information flow are pre-

Figure 12. Refinement operator for forward
correctability

deleting traces from the specification using so called weak-

est trusted users. By iterating the later step for diffesent . N
y g P sented which are based on determinism in the framework of

curity orderings, the security requirements of differeot d o
mains are established independently from each other. How-the process algebra CSP [Hoa85]. Although both defini-

ever, it is neither ensured that this process terminates notons differ, the common underlying idea is that there can

that it results in a useful live system. In comparison to our be no information flow from# to L if the low-level be-

approach, [Jac89] does not propose a method for IoreserV_hawour is completely deterministic. An advantage is that

ing information flow properties under refinement but rather ]tc_hese m:orr_:_ﬁtlon fﬂOW protpert;?share preser_\kl)(lad unéjertrr(]a—
one for making a specification secure after it has been suf- inement. € refinements which are possible under the

ficiently refined. To apply this method during refinement, assumptions of this approach are similar to our re_finen_went
appears to be infeasible because the complete specificatio pere:onsable(alt_hoggh fjhe mtodelsfotLgomputatlok:] .d';'] ¢
must be re-investigated at every development step Without.er)' OWEever, a major disadvantage ot this approach 1s tha

taking advantage of investigations performed in previous it imposes severe limitations on specifications. Requiring
steps. Another difference is that the method is based ond deterministic low-level behaviour does not only rule out
the global deletion of complete traces while our approach |nf_ormat|on flow but also for_bu_js common forms of pa_ral-
is based on the more local disabling of single events. Fi- lelism for the low-level and limits the possible abstrantio
nally, we consider the security requirements for all doreain n ?:bstract sp:emﬁcstlons.th i ¢ it
simultaneously during refinement rather than one after an- or recent results on the preservation of security prop-

ther, thereb inath d difficulty for st . erties which are no i_nformation _flow p_roperti_es, we refer
geveerlop;reemydoe\;ecrr(i:gg?r?[J;ecséegtjon ricutty forstepms to [JUr01]. The security property investigated in thaichet

In [GCS91], data refinement is discussed for a security follows the approach of [DY83].
property which is quite similar teSP. Also the unwind- .
ing conditions correspond to our unwinding conditions in 8  Conclusion
Section 2.3. However, one difference is the usemaix-
imal unwinding relations. Data refinement allows one to It has been well known that information flow properties
refine the notion of state but cannot be used to reduce nonare, in general, not preserved under refinement. However,
determinism of an abstract specification by disabling exent we have demonstrated how refinement can be restricted
Thus, data refinement differs from the notion of refinement such that these properties are preserved. The key idea has
we have considered in this article. In [GCS91], a condi- been to exploit knowledge about the proof of the informa-
tion is proposed under which the inspected information flow tion flow property that has already been performed on a
property is preserved. This condition requires that equiv- more abstract level.
alence classes of the abstract specification are mapped to Basing on this idea, we have developed refinement op-
equivalence classes of the concrete specification. To proveerators for several information flow properties. These op-
this condition appears to be non-trivial because the maxi-erators can be used to derive more concrete specifications
mal equivalence relations for the concrete and the abstracfrom abstract specifications. We have proved that certain
specification may differ considerably. However, no effitien information flow properties are preserved under the respec-
technique for proving this condition is proposed. tive refinement operators. Thus, the use of these infor-
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mation flow properties in a stepwise development process[FG95]
has become feasible. In particular, we have investigated
the perfect security property?EB [ZL97], forward cor-
rectability [JT88], and basic security predicates [Marj00a
Various other information flow properties can be assem-
bled from basic security predicates, including non-infieee
[O’'H90], generalized non-inference [McL94], generalized
non-interference [McC87], separability [McL94], and the
pretty good security predicate [Man00a]. Since the unwind-
ing conditions from [Man0Ob] can be used to prove these
properties, it would be straightforward to develop corre- GM82]
sponding refinement operators by adapting the ones for the

basic security predicates.

In our approach, we consider the security requirements
of all domains simultaneously during refinement when there
is more than one non-interference requirement. This tech-[Hoa85]
nigue overcomes a problem described in [Jac89] which oc-
curs if the security requirements of different domains are
established one after another.

The approach which we have proposed in this article is,
to the best of our knowledge, the first feasible approach to
refining information flow properties (cf. our comparison in
Section 7). Nevertheless, a few questions are left unan-
swered which could be valuable topics for future research. JT88]
In particular, a method would be desirable which is feasible
for constructing minimal unwinding relations in practice.
Especially, because minimality is a prerequisite of our-opt
mality result (cf. Theorem 6). Since minimality is not pre-
served during refinement without spending additional éffor [Jir01]
at each development step, an efficient method for minimiz-
ing the unwinding relation after each refinement step would
be beneficial. However, the significance of these two open
issues can, in our opinion, only be justified by experiments.
Unfortunately, information about only very few case stgdie
which involve information flow properties is publicly avail
able (e.g. [SR$00]). Consequently, the development of
further case studies seems to be a very important task for
future research in this area.

[GCS91]

[Jac89]
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Appendix assumption holdés}, [, s5) ¢ TS. Thus,(s},l) € DSL.

We now distinguish two case$s1,!) ¢ DSt and(sy,1) €

This appendix contains the proofs for all theorems in the DSy In the first case, we obtaifs!, 1, s}) € T from

article. (s1,1) € DSp, 51 ~1 5, (s1,1,2) € T% (s1,1) ¢ DSr,
Proof (Theorem 1) Follows from the entry foPSPin Ta- and the definition of.disable In the second case, we con-
ble 1 of [Man0O0b]. clude from(sy, 1, s2) € T¥§ and the definition ot.disable

that there are state§, s; € S with s{ ~p, s1, (s7,1,s5) €

Proof (Theorem 2) Follows from Definition 5, Definition Ta, and(s”,1) ¢ DS,. We obtain(s,,l,s}) € TS from

6, and the transitivity ofC.
Proof (Theorem 3) Follows from disabl€T", DS, ~;) C

the definition ofLdisableusing the transitivity ofy,. Thus
in both cases, we have a contradiction to our initial assump-

disabl€T, DS, ~) C T and Definition 5. tion.

Proof (Theorem 4)Let DSy = {(s,h) € DS | h € H} Proof (Theorem 5) Assume~={(s1,s2) € S x S |
andDS;, = {(s,l) € DS |l € L}. According to the def-  reachablés;) A 3h € H.(s1,h,s2) € T'}. Closing~ un-
initions of refineandrefinewe need to prove the following  der reflexivity, symmetry, transitivity, andsg, ¢ 5 Yyields
three statements. a minimal unwinding relatiors;,. There are no choices in
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this construction (Recall from Section 2.3 tHatis func-
tional. The choice of), is completely determined by} and
1.). Thus,x, is theunigueminimal unwinding relation.

Proof (Theorem 6) We only prove the first proposition in
the theorem by contradiction. The second proposition can
be proved analogously.

(1) Assume there is aBonemptysetT' C T with T' N
disabldT,DS,~;) = @ andV(s1,e,s2) € T'.(s1,€) ¢
DS such thatT” U disabldT, DS, ~},) satisfieslry and
0sG, g, u for ~. Select(sy,e, s) € T' arbitrarily. e €
L must hold according to the assumptions ab6ttand
the definition ofHdisable According to the definition
of Ldisablethere are states],s, € S with s; =y si,
(si,e,s5) € T,and(s},e) € DSL. Summarizing, we have
e€ L,s; = s1,and(s1,e, s2) € T'UdisabldT, DS, ~1,)
but there is no state}, € S such that(s},e, sy) € T' U
disabl€T, DS, ~). ThusT' U disabl€T, DS, ~,) does
not satisfy0sg, ¢ i, @ contradiction to our initial assump-
tion.

Proof (Theorem 7).Theorem 7 corresponds to Theorem 3
in [ManO0O0b].

Proof (Theorem 8).Theorem 8 is a specialization of the
correctness part of Theorem 2.1.11 in [Mil94]. If there is an
equivalence relatiory, such that the diagrams for, It g7,
fWer, 1 grr, fWCE 1 grr, @NdOSG, g grr,rr COMMUte then the
conditions(¢/x) ~ ¢ and(g/z)/a ~ g/a from Theorem
2.1.11 are satisfiedt; implies the input totality require-
ment,Ir ; ensures(q/z) ~y ¢, andfwey; gy, TWCE; gy
together guaranteg/z)/a ~; ¢/a. ThataxC~ holds,

is ensured bysg, g\ gr,rr- Thus, according to Theorem
2.1.11in [Mil94] SES fulfills forward correctability.
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