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Abstract

Research in information-flow security aims at developing methods
to identify undesired information leaks within programs from private
(high) sources to public (low) sinks. For a concurrent system, it is desir-
able to have compositional analysis methods that allow for analyzing
each thread independently and that nevertheless guarantee that the
parallel composition of successfully analyzed threads satisfies a global
security guarantee. However, such a compositional analysis should not
be overly pessimistic about what an environment might do with shared
resources. Otherwise, the analysis will reject many intuitively secure
programs.

The paper ” Assumptions and Guarantees for Compositional Non-
interference” by Mantel et. al. [MSS11] presents one solution for
this problem: an approach for compositionally reasoning about non-
interference in concurrent programs via rely-guarantee-style reasoning.
We present an Isabelle/HOL formalization of the concepts and proofs
of this approach.

The formalization includes the following parts:

e Notion of SIFUM-security and preliminary concepts:

Preliminaries.thy, Security.thy

e Compositionality proof: Compositionality.thy

e Example language: Language.thy

e Type system for ensuring SIFUM-security and soundness proof:

TypeSystem.thy

e Type system for ensuring sound use of modes and soundness

proof: LocallySoundUseOfModes.thy
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1 Preliminaries

theory Preliminaries
imports Main ~~ /src/HOL/ Library/ Lattice-Syntazx
begin

Possible modes for variables:

datatype Mode = AsmNoRead | AsmNoWrite | GuarNoRead | GuarNoWrite

We consider a two-element security lattice:

datatype Sec = High | Low

notation
less-eq (infix C 50) and
less (infix T 50)

Sec forms a (complete) lattice:

instantiation Sec :: complete-lattice
begin

definition top-Sec-def: T = High

definition sup-Sec-def: d1 U d2 = (if (dI = High vV d2 = High) then High else
Low)

definition inf-Sec-def: d1 M d2 = (if (d1 = Low V d2 = Low) then Low else
High)

definition bot-Sec-def: | = Low



definition less-eq-Sec-def: d1 < d2 = (d1 = d2 VvV d1 = Low)
definition less-Sec-def: d1 < d2 = (d1 = Low A d2 = High)
definition Sup-Sec-def: | |S = (if (High € S) then High else Low)
definition Inf-Sec-def: [1S = (if (Low € S) then Low else High)

instance
apply (intro-classes)
apply (metis Sec.exhaust Sec.simps(2) less-Sec-def less-eq-Sec-def)
apply (metis less-eq-Sec-def)
apply (metis less-eq-Sec-def)
apply (metis less-eq-Sec-def)
apply (metis Sec.exhaust inf-Sec-def less-eq-Sec-def)
apply (metis Sec.exhaust inf-Sec-def less-eq-Sec-def)
apply (metis Sec.exhaust inf-Sec-def less-eq-Sec-def)
apply (metis Sec.exhaust less-eq-Sec-def sup-Sec-def)
apply (metis Sec.exhaust less-eq-Sec-def sup-Sec-def)
apply (metis Sec.exhaust Sec.simps(2) less-eq-Sec-def sup-Sec-def)
apply (metis (full-types) Inf-Sec-def Sec.exhaust less-eq-Sec-def)
apply (metis Inf-Sec-def Sec.exhaust less-eq-Sec-def)
apply (metis Sec.exhaust Sup-Sec-def less-eq-Sec-def )
apply (metis (full-types) Sup-Sec-def less-eq-Sec-def)
apply (metis (hide-lams, mono-tags) Inf-Sec-def empty-iff top-Sec-def)
by (metis (hide-lams, mono-tags) Sup-Sec-def bot-Sec-def empty-iff)
end

Memories are mappings from variables to values

type-synonym (‘var, 'val) Mem = "var = 'val

A mode state maps modes to the set of variables for which the given mode
is set.

type-synonym "var Mds = Mode = 'var set

Local configurations:

type-synonym (‘com, 'var, 'val) LocalConf = (‘com x 'var Mds) x (‘var, 'val)
Mem

Global configurations:

type-synonym (‘com, ‘var, 'val) GlobalConf = (‘com x 'var Mds) list x ('var,
"val) Mem

A locale to fix various parametric components in Mantel et. al, and assump-
tions about them:

locale sifum-security =
fixes dma :: 'Var = Sec
fixes stop :: 'Com
fixes eval :: ('Com, "Var, 'Val) LocalConf rel
fixes some-val :: 'Val
fixes some-val’ :: 'Val



assumes stop-no-eval: = ((((stop, mds), mem), ((¢’, mds’), mem”)) € eval)
assumes deterministic: [ (lc, Ic’) € eval; (le, Ic”) € eval | = le' = "
assumes finite-memory: finite {(z::'Var). True}

assumes different-values: some-val # some-val’

end

2 Definition of the SIFUM-Security Property

theory Security
imports Main Preliminaries
begin

context sifum-security begin

2.1 Evaluation of Concurrent Programs

abbreviation eval-abv :: ('Com, 'Var, 'Val) LocalConf = (-, -, -) LocalConf =
bool

(infixl ~~ 70)

where

z ~y = (z, y) € eval

abbreviation conf-abv :: 'Com = '"Var Mds = ("Var, 'Val) Mem = (-,-,-) LocalConf
(<'v ) '> [07 Oa 0] 1000)
where
{ ¢, mds, mem ) = ((¢, mds), mem)

inductive-set meval :: (-,-,-) GlobalConf rel
and meval-abv :: - = - = bool (infixl — 70)
where
conf — conf’ = (conf, conf’) € meval |
meval-intro [iff]: [ (cms ! n, mem) ~ (em’, mem’); n < length cms | =
((ems, mem), (cms [n := cm/], mem”)) € meval

inductive-cases meval-elim [elim!]: ((cms, mem), (cms’, mem’)) € meval
abbreviation meval-clos :: - = - = bool (infixl —* 70)

where
conf —* conf’' = (conf, conf’) € meval*

fun le-set-var :: (-, -, -) LocalConf = 'Var = 'Val = (-, -, -) LocalConf
where
le-set-var (¢, mem) z v = (¢, mem (z := v))

fun meval-k :: nat = ('Com, 'Var, 'Val) GlobalConf = (-, -, -) GlobalConf =



bool
where
meval-k 0 c ¢’ = (¢ = ¢) |
meval-k (Suc n) ¢ ¢’ = (3 ¢”. meval-kncc” ANe’ — ¢

abbreviation meval-k-abv :: nat = (-, -, -) GlobalConf = (-, -, -) GlobalConf =
bool

(- =1 - [100, 100] 80)

where

gc —p, g¢' = meval-k k gc gc’

2.2 Low-equivalence and Strong Low Bisimulations

definition low-eq :: ('Var, 'Val) Mem = (-, -) Mem = bool (infixl =! 80)
where

mem, =' memg = (V 2. dma x = Low — memy £ = mems )

deﬁnition low-mds-eq :: "Var Mds = ('Var, 'Val) Mem = (-, -) Mem = bool
(- =i - [100, 100] 80)
where
(memy =45 mems) = (¥ x. dma x = Low A © ¢ mds AsmNoRead — mem;
T = mems T)

definition mds :: 'Var Mds where
mdss z = {}

lemma [simp]: mem =! mem’ = mem =,,4,' mem’
by (simp add: low-mds-eq-def low-eg-def)

lemma [simp]: (V mds. mem =4, mem’) = mem =! mem’
by (auto simp: low-mds-eq-def low-eq-def )

definition closed-glob-consistent :: (('Com, 'Var, 'Val) LocalConf) rel = bool
where
closed-glob-consistent R =
(V ¢1 mds memy ca memsa. ({ c1, mds, memy ), { co, mds, mems )) € R —
(V z. ((dma x = High N © ¢ mds AsmNoWrite) —
(V v1 va. ({ c1, mds, memy (z := v1) ), { co, mds, mems (x := v3) )) €
R)) A
((dma x = Low A x ¢ mds AsmNoWrite) —
(v v. ({ c1, mds, memy (z := v) ), { ca, mds, mems (z :=v) )) € R))))

definition strong-low-bisim-mm :: (('Com, 'Var, 'Val) LocalConf) rel = bool
where



strong-low-bisim-mm R =
sym R A
closed-glob-consistent R N
(V ¢1 mds memy co memsa. ({ ¢1, mds, memy ), { ca, mds, mems )) € R —
(memy =45 mema) A

(V ¢1’ mds’ memy'. ( c1, mds, memy ) ~ ( ¢1’, mds’, mem;’ ) —

(3 ¢’ mems’. { ca, mds, memsa ) ~ ( ca’, mds’, mems’ ) A

(< cl/v mds/, mem1’ >7 < 02/7 mds/, memg' >) € R)))

inductive-set mm-equiv :: (('Com, 'Var, 'Val) LocalConf) rel

and mm-equiv-abv :: ('Com, 'Var, 'Val) LocalConf =

("Com, "Var, 'Val) LocalConf = bool (infix ~ 60)

where

mm-equiv-abv z y = (z, y) € mm-equiv |

mm-equiv-intro [iff |: [ strong-low-bisim-mm R ; (lcy, lea) € R | = (leq, lea) €
mm-equiv

inductive-cases mm-equiv-elim [elim]: ( c1, mds, memy ) = { c2, mds, mems )

definition low-indistinguishable :: 'Var Mds = '"Com = 'Com = bool
(- ~1 - [100, 100] 80)
where ¢1 ~,,4s c2 = (V mem; mema. memy =4, memas —
( ¢1, mds, memy ) = ( ¢z, mds, mems ))

2.3 SIFUM-Security

definition com-sifum-secure :: 'Com = bool
where com-sifum-secure ¢ = ¢ ~, 40 ¢

definition add-initial-modes :: 'Com list = ('Com x 'Var Mds) list
where add-initial-modes cmds = zip cmds (replicate (length cmds) mdss)

definition no-assumptions-on-termination :: 'Com list = bool
where no-assumptions-on-termination cmds =
(VY mem mem' cms’.
(add-initial-modes cmds, mem) —* (c¢cms’, mem’) A
list-all (A ¢. ¢ = stop) (map fst cms’) —
(V mds’ € set (map snd cms’). mds’ AsmNoRead = {} A mds’ AsmNoWrite

={})

definition prog-sifum-secure :: 'Com list = bool
where prog-sifum-secure cmds =
(no-assumptions-on-termination cmds A
(Y mem; memsy. mem; =' memy —>
(V k cmsy’ mem; .
(add-initial-modes cmds, memy) —p (cmsy’, memy’) —
(3 cemsy’ memsy’. (add-initial-modes cmds, memsa) —j. (cmsa’, mems’) A
map snd cms1’ = map snd cmsy’ A

/



length cmsy’ = length cmsy’ A
(V . dma x = Low N (VY i < length cmsy’.
z ¢ snd (ecms1’! i) AsmNoRead) — mem1’ © = mems' 2)))))

2.4 Sound Mode Use

definition doesnt-read :: 'Com = 'Var = bool
where
doesnt-read ¢ x = (V mds mem ¢’ mds’ mem'.
( ¢, mds, mem ) ~ ( ¢', mds’, mem') —
((V v. { ¢, mds, mem (z :=v) ) ~ (¢, mds’, mem' (z :=v)))V
(V v. ( ¢, mds, mem (z :=v) ) ~ ( ¢/, mds’, mem’))))

definition doesnt-modify :: 'Com = "Var = bool
where
doesnt-modify ¢ & = (¥ mds mem ¢’ mds’ mem'. (( ¢, mds, mem ) ~ ( ¢/, mds’,
mem')) —
mem x = mem' x)

inductive-set loc-reach :: ('Com, 'Var, 'Val) LocalConf = ('Com, 'Var, 'Val)
LocalConf set
for lc :: (-, -, -) LocalConf
where
refl : (fst (fst lc), snd (fst lc), snd lc) € loc-reach lc |
step : [ (¢, mds’, mem’) € loc-reach lc;
(¢’, mds’, mem') ~ (", mds”, mem") | =
(c", mds”, mem"") € loc-reach lc |
mem-diff : [ { ¢/, mds’, mem') € loc-reach lc;
(V z € mds’ AsmNoWrite. mem' © = mem' z) | =
(¢, mds', mem'") € loc-reach lc

definition locally-sound-mode-use :: (-, -, -) LocalConf = bool
where
locally-sound-mode-use lc =
(V ¢’ mds’ mem’. { ¢/, mds’, mem’) € loc-reach lc —
(V z. (z € mds’ GuarNoRead — doesnt-read ¢’ z) A

(z € mds’ GuarNoWrite — doesnt-modify ¢’ )))

definition compatible-modes :: ('Var Mds) list = bool
where
compatible-modes mdss = (V¥ (i :: nat) z. i < length mdss —
(z € (mdss ! i) AsmNoRead —
(V j < length mdss. j # i — x € (mdss ! j) GuarNoRead)) A
(z € (mdss ! i) AsmNoWrite —
(V j < length mdss. j # i — x € (mdss | j) GuarNoWrite)))

definition reachable-mode-states :: ('Com, 'Var, 'Val) GlobalConf = (('Var Mds)
list) set



where reachable-mode-states gc =
{mdss. (3 c¢cms’ mem’. gc =* (ecms’, mem’) A map snd cms’ = mdss)}

definition globally-sound-mode-use :: ('Com, 'Var, 'Val) GlobalConf = bool
where globally-sound-mode-use gc =
(V mdss. mdss € reachable-mode-states gc — compatible-modes mdss)

primrec sound-mode-use :: (-, -, -) GlobalConf = bool
where
sound-mode-use (cms, mem) =
(list-all (A cm. locally-sound-mode-use (cm, mem)) cms A
globally-sound-mode-use (cms, mem))

lemma mm-equiv-sym:
assumes equivalent: (c1, mdsy, memy) = (ca, mdsa, mems)
shows (co, mdsy, mems) = (c1, mdsy, mem;)
proof —
from equivalent obtain R
where R-bisim: strong-low-bisim-mm R A ({c1, mds1, memy), (c2, mdsa,
mems)) € R
by (metis mm-equiv.simps)
hence sym R
by (auto simp: strong-low-bisim-mm-def)
hence ({ca, mdsa, mems), (c1, mdsi, memi)) € R
by (metis R-bisim symE)
thus ?thesis
by (metis R-bisim mm-equiv.intros)
qed

lemma low-indistinguishable-sym: lc ~ 4 lc! = lc' ~ 46 lc
by (auto simp: mm-equiv-sym low-indistinguishable-def low-mds-eq-def)

lemma mm-equiv-glob-consistent: closed-glob-consistent mm-equiv
unfolding closed-glob-consistent-def
apply clarify
apply (erule mm-equiv-elim)
by (auto simp: strong-low-bisim-mm-def closed-glob-consistent-def)

lemma mm-equiv-strong-low-bisim: strong-low-bisim-mm mm-equiv
unfolding strong-low-bisim-mm-def
proof (auto)
show closed-glob-consistent mm-equiv by (rule mm-equiv-glob-consistent)
next
fix ¢1 mds memi co memso %
assume { ¢1, mds, mem; ) = ( ¢, mds, mems )
then obtain R where
strong-low-bisim-mm R A ({ c1, mds, memy ), ( ca, mds, mems )) € R
by blast



thus mem; =,,4,' mems by (auto simp: strong-low-bisim-mm-def)
next
fix ¢ :: 'Com
fix mds memi co mems ¢1’ mds’ mem,’
let %lcy = ( ¢1, mds, mem; ) and
Zler” = ( ¢1', mds’, mem;’ ) and
?lcg = ( cq, mds, mems )
assume ?lc; ~ ?lcqy
then obtain R where strong-low-bisim-mm R A (?lci, ?lca) € R
by (rule mm-equiv-elim, blast)
moreover assume ?lc; ~ ?lcy’
ultimately show 3 ¢y’ memy’. Zlca ~ ( o/, mds’, memy’ ) N 2ley’ = ( co/,
mds’, mems’)
by (simp add: strong-low-bisim-mm-def mm-equiv-sym, blast)
next
show sym mm-equiv
by (auto simp: sym-def mm-equiv-sym)
qed

end

end

3 Compositionality Proof for SIFUM-Security Prop-
erty

theory Compositionality
imports Main Security
begin

context sifum-security
begin

definition differing-vars :: ('Var, 'Val) Mem = (-, -) Mem = "Var set
where
differing-vars memy memq = {x. memy T # memy x}

definition differing-vars-lists :: ('Var, 'Val) Mem = (-, -) Mem =
((-, -) Mem x (-, -) Mem) list = nat = 'Var set
where
differing-vars-lists mem, memso mems i =
(differing-vars memy (fst (mems ! i)) U differing-vars mems (snd (mems ! 1)))

lemma differing-finite: finite (differing-vars memq mems)
by (metis UNIV-def Un-UNIV-left finite-Un finite-memory)



lemma differing-lists-finite: finite (differing-vars-lists memy memso mems i)
by (simp add: differing-finite differing-vars-lists-def)

definition subst :: (‘a = b)) = (‘la = 'b) = (‘a = 'b)
where
subst f mem = (A . case f x of
None = mem z |
Some v = v)

abbreviation subst-abv :: (‘a = 'b) = (‘la = 'b) = (‘a = 'b) (- [—-] [900, 0]
1000)

where

[ [~ o] = subst o f

lemma subst-not-in-dom : [ © ¢ dom o | = mem [— o] £ = mem z
by (simp add: domIff subst-def)

fun makes-compatible ::
("Com, '"Var, 'Val) GlobalConf =
('Com, 'Var, 'Val) GlobalConf =
((-, -) Mem x (-, -) Mem) list =
bool
where
makes-compatible (¢cms1, memy) (cmsa, mems) mems =
(length c¢msy = length cmss A length ¢cmsy = length mems A
(V 4. 1 < length cms; —
(VY 0. dom o = differing-vars-lists mem, mems mems i —»
(emsy Vi, (fst (mems ! 4)) [— o]) = (cmsa ! 4, (snd (mems ! 7)) [— a])) A
(V z. (memi x = memg ¢ V dma x = High) —
x ¢ differing-vars-lists mem; mems mems i)) A
((length ems1 = 0 A memy =" mems) V (¥ x. 3 i. i < length cmsy A
x ¢ differing-vars-lists memy memsy mems 1)))

lemma makes-compatible-intro [intro]:
[ length cmsy = length cmsa A length cmsy = length mems;
(N io. [ i< length cmsy; dom o = differing-vars-lists memy mems mems i
| =
(emsy !4, (fst (mems ! 1)) [ o]) = (ecmsa ! i, (snd (mems ! 7)) [~ o]));
(A iz. [ i < length cmsy; memy x = memg x V dma x = High | =
z ¢ differing-vars-lists mem, mems mems i);
(length cmsy = 0 A mem; =' mems) V
(V z. 3 i. i < length emsy A z ¢ differing-vars-lists memy mems mems i) |
_—
makes-compatible (¢cmsi, memy) (cmsa, mems) mems
by auto

10



lemma compat-low:
[ makes-compatible (cmsy, memy) (cmsa, mems) mems;
1 < length cmsy;
x € differing-vars-lists mem, mems mems i | = dma x = Low
proof —
assume i < length cms; and z € differing-vars-lists mem, memsg mems i and
makes-compatible (cmsi, memy) (cmssa, mems) mems
then also have
(memy © = memg x V dma © = High) — = ¢ differing-vars-lists mem; mems
mems 4
by (simp add: Let-def, blast)
ultimately show dma x = Low
by (cases dma z, blast)
qed

lemma compat-different:
[ makes-compatible (cmsy, memy) (cmsa, mems) mems;
1 < length cmsy;
z € differing-vars-lists mem, mems mems i | = mem, x # memg z A dma
z = Low
by (cases dma z, auto)

lemma sound-modes-no-read :
[ sound-mode-use (cms, mem); x € (map snd cms | i) GuarNoRead; i < length
ems | =
doesnt-read (fst (cms ! 1)) x
proof —
fix cms mem x
assume sound-modes: sound-mode-use (cms, mem) and i < length cms
hence locally-sound-mode-use (cms ! i, mem)
by (auto simp: sound-mode-use-def list-all-length)
moreover
assume z € (map snd cms ! i) GuarNoRead
ultimately show doesnt-read (fst (cms 7)) z
apply (simp add: locally-sound-mode-use-def)
by (metis PairE i < length cms) fst-conv loc-reach.refl nth-map snd-conv)
qged

lemma compat-different-vars:
[ fst (mems ! i) z = snd (mems ! i) x;
z ¢ differing-vars-lists mem; mems mems i | =
memy ¥ = memsg T
proof —
assume z ¢ differing-vars-lists mem; memso mems i
hence fst (mems ! i) x = memy z A snd (mems ! i) x = memg «
by (simp add: differing-vars-lists-def differing-vars-def)
moreover assume fst (mems ! i) © = snd (mems ! i)
ultimately show mem; * = mems z by auto
qed

11



lemma differing-vars-subst [rule-format]:
assumes domo: dom o 2 differing-vars memy mems
shows mem; [— o] = memy [— o]
proof (rule ext)
fix z
from domo show mem; [— o] © = memsg [— o]
unfolding subst-def differing-vars-def
by (cases o z, auto)
qged

lemma mm-equiv-low-eq:
[ ( c1, mds, memy ) ~ ( c2, mds, memz ) | = memy =,, 4, mema
unfolding mm-equiv.simps strong-low-bisim-mm-def
by fast

lemma globally-sound-modes-compatible:
[ globally-sound-mode-use (cms, mem) | = compatible-modes (map snd cms)
by (simp add: globally-sound-mode-use-def reachable-mode-states-def, auto)

lemma compatible-different-no-read :

assumes sound-modes: sound-mode-use (cmsy, memy)

sound-mode-use (cmsa, mems)

assumes compat: makes-compatible (cmsy, memy) (cmss, mems) mems

assumes modes-eq: map snd cms, = map snd cmss

assumes ile: 1 < length cmsy

assumes z: z € differing-vars-lists mem; memso mems i

shows doesnt-read (fst (¢cmsy ! 1)) x A doesnt-read (fst (¢cmsg ! 1)) x
proof —

from compat have len: length cms, = length cmss

by simp

let ?X, = differing-vars-lists memy, mems mems 1

from compat ile © have a: dma z = Low
by (metis compat-low)

from compat ile x have b: mem; © # memso x
by (metis compat-different)

with a and compat ile x obtain j where
jprop: j < length cmsy1 A x ¢ differing-vars-lists memy mems mems j
by fastforce

let ?X; = differing-vars-lists mem; mema mems j
obtain o :: 'Var — 'Val where domo: dom o = ?X
proof

let 20 = X z. if (z € 2X;) then Some some-val else None

12



show dom ¢0 = ?2X; unfolding dom-def by auto
qed
let ?mdss = map snd cms; and
?memsy1j = fst (mems ! j) and
?memsaj = snd (mems ! j)

from jprop domo have subst-eq:
?mems1j [~ o] x = fmemsij ¢ A Pmemsaj [— o] © = memsaj x
by (metis subst-not-in-dom)

from compat jprop domo
have (c¢cms; ! 7, Pmems1j [— o]) = (cmss ! j, Pmemssj [— o])
by (auto simp: Let-def)

hence low-eq: ?memsi1j [— 0] =omdss !jl ?memsaj [— o] using modes-eq
by (metis (no-types) jprop len mm-equiv-low-eq nth-map surjective-pairing)

with jprop and b have z € (?mdss ! j) AsmNoRead
proof —
{ assume z ¢ (?mdss ! j) AsmNoRead
then have mems-eq: Ymems,j x = ?memsoj x
using (dma x = Low) low-eq subst-eq
by (metis (full-types) low-mds-eq-def subst-eq)

hence mem; x = mems =
by (metis compat-different-vars jprop)

hence Fualse by (metis b)

thus ?thesis by metis
qed

hence z € (?mdss | i) GuarNoRead
using sound-modes jprop
by (metis compatible-modes-def globally-sound-modes-compatible
length-map sound-mode-use.simps x ile)

thus doesnt-read (fst (¢cmsy ! 1)) = A doesnt-read (fst (cmsy ! i)) z using
sound-modes ile
by (metis len modes-eq sound-modes-no-read)
qed

definition func-le :: (‘a = 'b) = (‘a — 'b) = bool (infixl < 60)
where f < g= N z €dom f. fz =gux)

fun change-respecting ::
("Com, 'Var, 'Val) LocalConf =
(‘Com, 'Var, 'Val) LocalConf =
"Var set =

13



(("Var — 'Val) =
("Var — "Val)) = bool
where change-respecting (cms, mem) (cms’, mem’) X g =
((ems, mem) ~~ (cms’, mem’) A
Vo dmo=X—go=0)A

(
(Voo .domo=X Adomo' =X — dom (g o) =dom (g c')) A
(V 0. dom 0 = X — (ems, mem [— o]) ~ (ems’, mem’ [— g d])))

lemma change-respecting-dom-unique:
[ change-respecting {c, mds, mem) (c’, mds’, mem’) X g | =
3d.V f.domf=X — d=dom (gf)

by (metis change-respecting.simps)

lemma func-le-restrict: [ f 2 g; X Cdomf] = f|*X <y
by (auto simp: func-le-def)

definition to-partial :: (‘la = 'b) = (‘a — 'b)
where to-partial f = (A z. Some (f z))

lemma func-le-dom: f < ¢ = dom f C dom g
by (auto simp add: func-le-def, metis domlIff option.simps(2))

lemma doesnt-read-mutually-exclusive:
assumes noread: doesnt-read ¢ x

assumes eval: (¢, mds, mem) ~> {c’

, mds’, mem”)

assumes unchanged: ¥V v. (¢, mds, mem (z := v)) ~ (¢, mds', mem’ (z :

shows — (V v. (¢, mds, mem (z := v)) ~ (¢, mds’, mem’))
using assms

apply (case-tac mem’ z = some-val)

v)

apply (metis (full-types) Pair-eq deterministic different-values fun-upd-same)

by (metis (full-types) Pair-eq deterministic fun-upd-same)

lemma doesnt-read-mutually-exclusive”:
assumes noread: doesnt-read c
assumes eval: (¢, mds, mem) ~ (c¢’, mds’, mem’)
assumes overwrite: V v. (¢, mds, mem (z := v)) ~ (c¢’, mds’, mem”)
shows = (V v. (¢, mds, mem (z := v)) ~ (¢, mds’, mem’ (z := v)))
by (metis assms doesnt-read-mutually-exclusive)

/!

lemma change-respecting-dom:
assumes cr: change-respecting (cms, mem) (cms’, mem’) X g
assumes domo: dom 0 = X
shows dom (g 0) C X
by (metis assms change-respecting.simps func-le-dom)

lemma change-respecting-intro [iff]:
[ { ¢, mds, mem ) ~ ( ¢, mds', mem');
Nf. domf=X—=
gf 2 fA
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(v flodom f'=X — dom (g f) = dom (g ') A
({ ¢, mds, mem [ f] ) ~ ( ¢', mds’, mem’ [ g f])) |
= change-respecting {c, mds, mem) {(c', mds’, mem') X g
unfolding change-respecting.simps
by blast

lemma conjl8: [ A; B; C] = AANBAC
by simp

lemma noread-exists-change-respecting:
assumes fin: finite (X :: 'Var set)
assumes eval: { ¢, mds, mem ) ~ ( ¢, mds’, mem')
assumes noread: V z € X. doesnt-read c z
shows 3 (g :: ("Var — "Val) = ("Var — 'Val)). change-respecting (c, mds,
mem) {(c’, mds’, mem’) X g
proof —
let ?lc = (c, mds, mem) and ?lc’ = {c¢’, mds’, mem')
from fin eval noread show 3 g. change-respecting {c, mds, mem) {(c’, mds’,
mem’y X g
proof (induct X arbitrary: mem mem’ rule: finite-induct)
case empty
let 29 = X 0. empty
have mem [— empty] = mem mem’ [ ?g empty] = mem’
unfolding subst-def
by auto
hence change-respecting (c, mds, mem) (c’, mds’, mem”y {} ?g
using empty
unfolding change-respecting.simps func-le-def subst-def
by auto
thus ?case by auto
next
case (insert z X)
then obtain gx where IH: change-respecting {c, mds, mem) {c’, mds’, mem”)
X gx
by (metis insert-iff )

def g =
Ao ("Var — 'Val).
(let c’=0 X in
(if (Vv v. (e, mds, mem [— o] (z := v)) ~ (c’, mds’, mem' = gx o] (z

then (A y = "Var.
ife =y
then o y
else gx o' y)
else (N y. gx o' y)))
have change-respecting (c, mds, mem) (c
proof

! mds’, mem’) (insert z X) g

15



show (¢, mds, mem) ~ (c¢’, mds’, mem') using insert by auto
next — We first show that property (2) is satisfied.
fix o :: 'Var — "Val
let ox =0 |‘X
assume dom o = insert v X
hence dom ?0x = X
by (metis dom-restrict inf-absorb2 subset-insertl)
from insert also have doesnt-read ¢ x by auto
moreover
from IH have evalx: (¢, mds, mem [— ?ox]) ~ (c¢/, mds’, mem' [~ gx
fox])
using «dom ?ox = X)
unfolding change-respecting.simps
by auto
ultimately have
noread,:
(V v. (¢, mds, mem [~ ?ox] (z := v)) ~ (¢, mds’, mem' [~ gx ?0x] (z
=)V
(V v. (¢, mds, mem [—~ %ox] (z := v)) ~ (¢, mds’, mem' [— gx ?ox]))
unfolding doesnt-read-def by auto
show g o <0 A
(VY o’. dom ¢’ = insert t X — dom (g o) = dom (g o)) A
(¢, mds, mem [— o]) ~ (c¢’, mds’, mem' [~ ¢ o])
proof (rule conjI3)
from noread, show g o < o
proof
assume nowrite: V v. (¢, mds, mem [— ?ox] (z := v)) ~
(¢'y mds’, mem’ [— gx ?ox] (z := v))
then have g-simp [simp]: g 0 = (A y. if y = z then o y else gx Yox y)
unfolding g-def
by auto
thus g 0 < 0o
using [H
unfolding g-simp func-le-def
by (auto, metis (dom (o | X) = X» doml func-le-def restrict-in)
next
assume overwrites: ¥V v. (¢, mds, mem [~ ?ox] (x := v)) ~
(¢, mds’, mem' [— gx ?ox])
hence
- (V v. (¢, mds, mem [— 2ox] (z := v)) ~ (¢, mds’, mem' [— gx
2ox] (5= v)
by (metis (doesnt-read ¢ x> doesnt-read-mutually-exclusive evalx)
hence g-simp [simp]: g 0 = gx Pox
unfolding g¢-def
by (auto simp: Let-def)

from [H also have gx %0x = %0x
by (metis «dom (o | X) = X change-respecting.simps)
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ultimately show g 0 < ¢
unfolding func-le-def
by (auto, metis «dom (o |* X) = X> doml restrict-in)
qed
next — This part proves that the domain of the family is unique
{
fix o’ :: "Var — 'Val
assume dom o’ = insert z X
let ?0’'x =o' | X
have dom ?0'x = X
by (metis (dom (o | X) = X> «dom o = insert x X» (dom o’ = insert x
X dom-restrict)
— We first show, that we are always in the same case of the no read
assumption:
have same-case:
((V v. (¢, mds, mem [~ ?ox] (x := v)) ~ (c’, mds’, mem’' [~ gx ?0x]
(2 := ) A
(V v. (¢, mds, mem [~ ?0'x] (x := v)) ~ (¢, mds’, mem' [~ gx ?0'x]

(z :=v))))
Vv

((V v. (¢, mds, mem [— ?ox] (z :=v)) ~ (¢, mds’, mem' [~ gx ?0x]))

A
(V v. (¢, mds, mem [~ %0'x] (x := v)) ~ (c', mds’, mem' [~ gx
7a'x1)))
(is (N A 2N') V (20 A 207))
proof —
— By deriving a contradiction under the assumption that we are in different
cases:

have not-different:
A hh'. [ dom h = insert x X; dom h' = insert © X;
Y v. (¢, mds, mem [— h | X] (z := v)) ~
(¢; mds’, mem' [— gx (b |*X)] (z := v));
Y v. (¢, mds, mem [~ h'|* X] (z := v)) ~
(c', mds’, mem” [ gx (b'|* X)) |
= Fulse
proof —
— Introduce new names to avoid clashes with functions in the outer scope.

fix h b’ :: "Var — 'Val

assume doms: dom h = insert x X dom h' = insert x X

assume nowrite: V v. (¢, mds, mem [— h |* X] (z := v)) ~
(¢'y, mds’, mem' [— gx (h | X)] (z := v))

assume overwrite: ¥ v. (¢, mds, mem [— h'|* X] (z := v)) ~
(¢', mds’, mem’ [— gx (' | X)])

let ?hyx = h | X
let ?h'x = h'|*X

have dom ?hy = X
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by (metis (dom (o |* X) = X» «dom o = insert x X) dom-restrict
doms(1))
have dom ?h'x = X
by (metis «dom (o |* X) = X> «dom o = insert x X) dom-restrict

doms(2))
with IH have evalx”: (¢, mds, mem [— ?h'x]) ~ (c¢', mds’, mem' [~
9x ?h'x])
unfolding change-respecting.simps
by auto

with (doesnt-read ¢ x> have noread,":
(Y v. {c, mds, mem [~ ?h'x] (x := v)) ~ (c
?h'x] (z :=v))) V
(V v. (¢, mds, mem [— ?h'x] (x := v)) ~ (c¢/, mds’, mem’' [= gx

' mds’, mem' [— gx

h'x1))
unfolding doesnt-read-def
by auto

from overwrite obtain v where

= ({¢c, mds, mem [~ h'|* X] (z := v)) ~

(¢'y mds’, mem' [— gx (h'|* X)] (z := v)))

by (metis (doesnt-read ¢ x) doesnt-read-mutually-exclusive fun-upd-triv)
moreover

have z ¢ dom (%h'x)
by (metis (dom (b’ |* X) = X insert(2))
with IH have z ¢ dom (gx ?h'x)
by (metis «dom (b’ | X) = X) change-respecting.simps func-le-dom
set-rev-mp)

ultimately have mem’ z # v
by (metis fun-upd-triv overwrite subst-not-in-dom)

let ?mem, = mem (z := v)

obtain mem,’ where (c, mds, ?mem,) ~ (c¢’, mds’, mem,”)
using insert (doesnt-read c )
unfolding doesnt-read-def
by (auto, metis)
also have V z € X. doesnt-read ¢ x
by (metis insert(5) insert-iff )

ultimately obtain g, where
IH ,: change-respecting (c, mds, mem,) (c¢’, mds’, mem,"y X g,
by (metis insert(3))

hence eval,: (¢, mds, ?mem,, [~ ?hx]) ~ (¢, mds’, mem,,’ [~ ¢, ?hx])

(c, mds, ?mem, [— ?h'x]) ~ (c¢’, mds’, mem,’ [~ g, ?h'x])
apply (metis <dom (h | X) = X) change-respecting.simps)
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?hx])

by (metis IH, <dom (k' | X) = X) change-respecting.simps)

from eval, (1) have mem,’ z = v
proof —

assume (¢, mds, mem (z := v) [~ Zhx]) ~ (¢’

/ /
, mds’, memy,’ [— gy

have ¢mem, [— ?hx] = mem [~ %hx]| (z := v)
apply (rule ext, rename-tac y)
apply (case-tac y = z)
apply (auto simp: subst-def)
apply (metis (full-types) «dom (h |* X) = X fun-upd-def
insert(2) subst-def subst-not-in-dom)
by (metis fun-upd-other)

with nowrite have mem,’ [— g, ?hx] = mem' [~ gx ?hx] (z := v)
using deterministic
by (erule-tac x = v in dallE, auto, metis eval,(1))

hence mem,' [ g, ?hx| z = v
by simp
also have z ¢ dom (g, %hx)
using IH, (dom ?hx = X change-respecting-dom
by (metis func-le-dom insert(2) set-rev-mp)
ultimately show mem,’ z = v
by (metis subst-not-in-dom)
qed
moreover
from eval,(2) have mem,’ z = mem’ z
proof —
assume (¢, mds, ?mem, [~ ?h'x]) ~ (c¢’, mds’, mem,’ [= g, ?h'x])
moreover
from overwrite have
(¢, mds, mem [— ?h'x] (z := v)) ~ (¢’, mds’, mem' [~ gx ?h'x])
by auto
moreover
have ?mem, [~ ?h'x] = mem [~ ?h'x] (z := v)
apply (rule ext, rename-tac y)
apply (case-tac y = )
apply (metis <x ¢ dom (h'|* X)) fun-upd-apply subst-not-in-dom)
apply (auto simp: subst-def)
by (metis fun-upd-other)
ultimately have mem’ [— gx ?h'x] = mem,' [—= g, ?h'x]
using deterministic
by auto
also have z ¢ dom (g, ?h'x)
using IH, <dom ?h’x = X change-respecting-dom
by (metis func-le-dom insert(2) set-mp)
ultimately show mem,’ z = mem’ x
using @ ¢ dom (gx ?h'x)
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by (metis subst-not-in-dom)
qed
ultimately show Fulse
using (mem’ z # v
by auto
qed

moreover
have dom %0’y = X
by (metis <dom (o | X) = X) <dom o = insert x X (dom o' = insert x
X dom-restrict)

with IH have evalx” (¢, mds, mem [— ?0'x]) ~ (¢, mds’, mem’ [—

gx 20'x])
unfolding change-respecting.simps
by auto
with (doesnt-read ¢ x> have noread,":
(V v. (¢, mds, mem [~ 20'x] (xz := v)) ~ (c', mds’, mem’ [= gx
20'x] (v = v)))
V
(V v. (¢, mds, mem [~ ?0'x] (x := v)) ~ (c¢/, mds’, mem’ [~ gx
70'x]))

unfolding doesnt-read-def
by auto

ultimately show ?thesis
using noread, not-different (dom o = insert x X> (dom o’ = insert z X)
by auto
qged
hence dom (g o) = dom (g o)
proof
assume
(V v. (¢, mds, mem [—~ ?ox] (z := v)) ~ (¢, mds’, mem' [~ gx ?0x]
(z = 0))) A
(V v. (¢, mds, mem [~ ?0'x]| (x := v)) ~ (¢, mds’, mem' [~ gx ?0'x]
(z:=v)))
hence g-simp [simp]: g 0 = (A y. if y = x then o y else gx Pox y) A
go'=(\y.if y=xthen o’ yelse gx ?0'x y)
unfolding g¢-def
by auto
thus ?thesis
using IH (dom o = insert x X) <dom o’ = insert x X
unfolding change-respecting.simps
apply (auto simp: domD)
apply (metis <dom (o |* X) = X> «dom (¢ | X) = X» domD domlI)
by (metis <dom (o | X) = X» <dom (¢/ | X) = X> domD domlI)
next
assume
(V v. (¢, mds, mem [— ?ox] (z := v)) ~ (¢, mds’, mem' = gx ?ox]))
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A

(V v. (¢, mds, mem [— ?0'x]| (z :=

v)) ~ (¢, mds’', mem’ [— gx
?o'x]))
hence
= (V v. (¢, mds, mem [~ %0x] (z := v)) ~ (c’, mds’, mem’ [— gx
Yox] (z = v)))
A
= (V v. (¢, mds, mem [— ?0'x] (z := v)) ~ (¢, mds', mem' [—= gx
70'x] (z == v)))
by (

metis (doesnt-read ¢ x> doesnt-read-mutually-exclusive’ fun-upd-triv)

hence g-simp [simp]: g 0 = gx P0x Ngo’'=gx %0'x
unfolding g-def

by (auto simp: Let-def)
with IH show ?thesis
unfolding change-respecting.simps

by (metis «dom (o |* X) = X> «dom (o' |* X) = X»)
qed

}

thus V o’. dom o’ = insert t X — dom (g o) = dom (g ¢') by blast
next

from noread, show (c, mds, mem [— o]) ~ (¢’
proof

assume nowrite:

YV v. (¢, mds, mem[—~ ?ox]| (z := v)) ~ (¢, mds';, mem' [~ gx ?0x] (z

, mds’, mem’ [~ g o])

=)
then have g-simp [simp]: g 0 = (A y. if y = z then o y else gx Zox )
unfolding g¢-def
by auto
obtain v where o z = Some v

by (metis (dom o = insert x X) domD insertl1)

from nowrite have

(¢, mds, mem [— ?0x] (x := v)) ~ (¢, mds’, mem' [~ gx %0x] (z :=

by auto
moreover
have mem [— ?0x]| (z := v) = mem [~ 0]
apply (rule ext, rename-tac y)
apply (case-tac y = z)
apply (auto simp: subst-def)
apply (metis «& x = Some v) option.simps(5))
by (metis (dom (o | X) = X) <dom o = insert x X insertE
restrict-in subst-def subst-not-in-dom)
moreover
have mem’ [~ gx ?0x] (z := v) = mem’ [~ g o]
apply (rule ext, rename-tac y)
apply (case-tac y = x)
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by (auto simp: subst-def option.simps o x = Some v))
ultimately show ¢thesis
by auto
next
assume overwrites:
YV v. (¢, mds, mem [— ?ox] (x := v)) ~ (¢, mds’, mem’ [~ gx %0x])
hence
= (V v. (¢, mds, mem [~ ?ox] (z := v)) ~ (¢, mds’, mem' = gx ?0x]
(z:=v)))
by (metis (doesnt-read ¢ x) doesnt-read-mutually-exclusive’ evalx)
hence g-simp [simp]: g 0 = gx Y0x
unfolding g-def
by (auto simp: Let-def)
obtain v where o z = Some v
by (metis (dom o = insert x X) domD insertll)
have mem [— ?ox] (z := v) = mem [~ 0]
apply (rule ext, rename-tac y)
apply (case-tac y = x)
apply (auto simp: subst-def)
apply (metis 0 x = Some v) option.simps(5))
by (metis «dom (o | X) = X» «(dom o = insert x X insertE
restrict-in subst-def subst-not-in-dom)
moreover
from overwrites have (c, mds, mem [— ?ox] (z := v)) ~ (¢’, mds’, mem
[= g o])
by (metis g-simp)
ultimately show (c, mds, mem [— o]) ~ {(c/, mds’, mem' [~ g o])
by auto
qged
qed
qed
thus 3 g. change-respecting (c, mds, mem) {c’, mds’, mem’) (insert x X) g
by metis
qed
qed

/

lemma differing-vars-neg: © ¢ differing-vars-lists mem1 mem2 mems i —>
(fst (mems ! i) x = meml x A snd (mems ! i) x = mem2 )
by (simp add: differing-vars-lists-def differing-vars-def)

lemma differing-vars-neg-intro:
[ memy x = fst (mems ! i) x;
memg = snd (mems | i) ¢ | = z ¢ differing-vars-lists mem; mema mems i
by (auto simp: differing-vars-lists-def differing-vars-def)

lemma differing-vars-elim [elim]:
x € differing-vars-lists mem; mems mems i —>
(fst (mems ! i) x # memy z) V (snd (mems | i) © # mems )
by (auto simp: differing-vars-lists-def differing-vars-def)
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lemma subst-overrides: dom o = dom T => mem [— 7| [— o] = mem [~ 0]
unfolding subst-def
by (metis domlIff option.exhaust option.simps(4) option.simps(5))

lemma dom-restrict-total: dom (to-partial f |* X) = X
unfolding to-partial-def
by (metis Int-UNIV-left dom-const dom-restrict)

lemma update-nth-eq:
[zs = ys; n < length xs | = xs = ys [n := zs | n]
by (metis list-update-id)

This property is obvious, so an unreadable apply-style proof is acceptable
here:

lemma mm-equiv-step:
assumes bisim: (cms1, memy) == (cmsa, mems)
assumes modes-eq: snd cms; = snd cmss
assumes step: (cmsy, memy) ~ (emsy’, memy”)
shows 3 c¢o’ memsy’. (cmsa, memsa) ~ ( co’, snd cmsy’, mems’ ) A
(emsy’, memy’) = ( ca/, snd cmsy’, memsa’)
using assms mm-equiv-strong-low-bisim
unfolding strong-low-bisim-mm-def
apply auto
apply (erule-tac z = fst ¢msy in allE)
apply (erule-tac © = snd cmsy in dllE)
by (metis surjective-pairing)

lemma change-respecting-doesnt-modify:
assumes cr: change-respecting (cms, mem) (cms’, mem’) X g
assumes eval: (cms, mem) ~ (cms’, mem”)
assumes domf: dom f = X
assumes z-in-dom: z € dom (g f)
assumes noread: doesnt-read (fst cms) x
shows mem z = mem’ x

proof —
let ?f' = to-partial mem | X
have domf" dom ?f' = X

by (metis dom-restrict-total)

from cr and eval have V f. dom f = X — (e¢ms, mem [— f]) ~ (cms’, mem’
[= 9 /1)
unfolding change-respecting.simps
by metis
hence eval”: (cms, mem [— 2f]) ~ (cms’, mem' [ g ?f'])
by (metis domf’)

have mem-eq: mem [— ?f'] = mem
proof
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fix z
show mem [— 2f] £ = mem z
unfolding subst-def
apply (cases z € X)
apply (metis option.simps(5) restrict-in to-partial-def )
by (metis domf’ subst-def subst-not-in-dom)
qed

then also have mem’-eq: mem’ [— ¢ ?f'] = mem’
using eval eval’ deterministic
by (metis Pair-inject)

moreover
have dom (g ?f") = dom (g f)

by (metis change-respecting.simps cr domf domf")
hence z-in-dom”: © € dom (g ?f’)

by (metis z-in-dom)
have z € X

by (metis change-respecting.simps cr domf func-le-dom in-mono z-in-dom)
hence ?f' z = Some (mem 1)

by (metis restrict-in to-partial-def)
hence g ?f’ x = Some (mem x)

using cr func-le-def

by (metis change-respecting.simps domf' z-in-dom’)

hence mem’ [~ g ?f'] x = mem x
using subst-def z-in-dom’
by (metis option.simps(5))

thus mem z = mem’ z
by (metis mem’-eq)

qed

type-synonym (‘var, 'val) adaptation = "var — (‘val x 'val)

definition apply-adaptation ::
bool = ("Var, 'Val) Mem = ('Var, 'Val) adaptation = ('Var, 'Val) Mem
where apply-adaptation first mem A =
(A z. case (A z) of
Some (v1, vy) = if first then vy else vy
| None = mem )

abbreviation apply-adaptation; ::
("Var, 'Val) Mem = ('Var, 'Val) adaptation = ('Var, 'Val) Mem
(- [llx - [900, 0] 1000)

where mem [||1 A] = apply-adaptation True mem A

abbreviation apply-adaptations ::
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("Var, 'Val) Mem = ('Var, 'Val) adaptation = ('Var, 'Val) Mem
(- [ll2 -] [900, 0] 1000)
where mem [||2 A] = apply-adaptation False mem A

definition restrict-total :: ('a = 'b) = 'a set = 'a — 'b (infix |’ 60)
where restrict-total f A = to-partial f |* A

lemma differing-empty-eq:
[ differing-vars mem mem’ = {} | = mem = mem’
unfolding differing-vars-def
by auto

definition globally-consistent-var :: ('Var, 'Val) adaptation = 'Var Mds = 'Var
= bool
where globally-consistent-var A mds x =
(case A z of
Some (v, v') = & ¢ mds AsmNoWrite A (dma © = Low — v = v’)
| None = True)

definition globally-consistent :: ('Var, 'Val) adaptation = 'Var Mds = bool
where globally-consistent A mds = finite (dom A) A
(V z € dom A. globally-consistent-var A mds )

definition gc2 :: ('Var, 'Val) adaptation = 'Var Mds = bool
where gc2 A mds = (V x € dom A. globally-consistent-var A mds x)

lemma globally-consistent-dom:
[ globally-consistent A mds; X C dom A | = globally-consistent (A |* X) mds
unfolding globally-consistent-def globally-consistent-var-def
by (metis (no-types) IntE dom-restrict inf-absorb2 restrict-in rev-finite-subset)

lemma globally-consistent-writable:
[ = € dom A; globally-consistent A mds | = = ¢ mds AsmNoWrite
unfolding globally-consistent-def globally-consistent-var-def
by (metis (no-types) domD option.simps(5) split-part)

lemma globally-consistent-loweq:
assumes globally-consistent: globally-consistent A mds
assumes some: A z = Some (v, v’)
assumes low: dma z = Low
shows v = v/
proof —
from some have z € dom A
by (metis domlI)
hence case A x of None = True | Some (v, v") = (dma = Low — v = v)
using globally-consistent
unfolding globally-consistent-def globally-consistent-var-def
by (metis option.simps(5) some split-part)
with (dma © = Low> show ?thesis
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unfolding some
by auto
qed

lemma globally-consistent-adapt-bisim:
assumes bisim: (c1, mds, memi) = (ca, mds, mems)
assumes globally-consistent: globally-consistent A mds
shows (c1, mds, mem; [||1 4]) = (c2, mds, mems [||2 A])
proof —
from globally-consistent have finite (dom A)
by (auto simp: globally-consistent-def)
thus ?thesis
using globally-consistent
proof (induct dom A arbitrary: A rule: finite-induct)
case empty
hence A z. A x = None
by auto
hence mem; [||1 A] = mem; and mems [||2 A] = mems
unfolding apply-adaptation-def
by auto
with bisim show ?case
by auto
next
case (insert z X)
def A’'=A ‘X
hence dom A’ = X
by (metis Int-insert-left-if0 dom-restrict inf-absorb2 insert(2) insert(4)
order-refl)
moreover
from insert have globally-consistent A’ mds
by (metis A’-def globally-consistent-dom subset-insertl)
ultimately have bisim” (c1, mds, mem; [||1 A']) = (c2, mds, mems [||2 A'])
using insert
by metis
with insert have writable: © ¢ mds AsmNoWrite
by (metis globally-consistent-writable insertl1)
from insert obtain v v’ where A z = Some (v, v’)
unfolding globally-consistent-def globally-consistent-var-def
by (metis (no-types) domD insert-iff option.simps(5) splitE)

have A-A" Ny y#z= Ay=A4"y
unfolding A’-def
by (metis domlIff insert(4) insert-iff restrict-in restrict-out)

have eqi: mem; [||1 A] (z := v) = mem; [||1 4]
unfolding apply-adaptation-def A'-def
apply (rule ext, rename-tac y)
apply (case-tac x = y)
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apply auto
apply (metis <A x = Some (v, v’)) option.simps(5) split-conv)
by (metis A’-def A-A’)
have eqa: mems [||l2 A'] (z := v’) = mema [||2 4]
unfolding apply-adaptation-def A'-def
apply (rule ext, rename-tac y)
apply (case-tac x = y)
apply auto
apply (metis <A x = Some (v, v’)) option.simps(5) split-conv)
by (metis A’-def A-A’)

show ?case
proof (cases dma x)
assume dma r = High
hence (c1, mds, memy [||1 A'] (z := v)) = (ca, mds, mems [||l2 4] (z :=v'))
using mm-equiv-glob-consistent
unfolding closed-glob-consistent-def
by (metis bisim’ <z ¢ mds AsmNoWrite))
thus ?case using eq; eqs
by auto
next
assume dma x = Low
hence v = v’
by (metis (A z = Some (v, v')» globally-consistent-loweq insert.prems)
moreover
from writable and bisim have
(e1, mds, memq [|[1 A (z := v)) = (ca2, mds, mems [||2 A] (z := v))
using mme-equiv-glob-consistent
unfolding closed-glob-consistent-def
by (metis (dma x = Low) bisim’)
ultimately show ?case using eq; eqs
by auto
qed
qed
qed

lemma makes-compatible-invariant:
assumes sound-modes: sound-mode-use (cmsy, memy)
sound-mode-use (cmsa, mems)
assumes compat: makes-compatible (cmsy, memy) (cmss, mems) mems
assumes modes-eq: map snd cms, = map snd cmss
assumes eval: (cmsy, memy) — (cmsy’, memy”)
obtains cmsy’ mems’ mems’ where
map snd cms1’ = map snd cmsa’ A
(emsa, memsg) — (cmsa’, mema’) A
makes-compatible (cms1’, memy') (emss’, mems’) mems’
proof —
let ?X = X\ i. differing-vars-lists mem, mems mems i
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from sound-modes compat modes-eq have
a: ¥V i < length cms1. ¥V x € (2X i). doesnt-read (fst (¢cms1 ! 1)) x A
doesnt-read (fst (cmsa ! 1)) z
by (metis compatible-different-no-read)
from eval obtain k£ where
b: k < length cmsy A (cmsy ! k, memy) ~ (ecmsy’' ! k, memy’) A
cmsy’ = emsy [k := cmsy ! k]
by (metis meval-elim nth-list-update-eq)

from modes-eq have equal-size: length cms, = length cmss
by (metis length-map)

let ¢mds; = snd (c¢cmsy ! k) and
?mdsy’ = snd (c¢cms,’ ! k) and
?mems1k = fst (mems ! k) and
?memsak = snd (mems ! k) and
?n = length cms;

have finite (X k)
by (metis differing-lists-finite)

then obtain g/ where
c: change-respecting (cmsy ! k, memy) (cmsy’ ! k, memy”’) (?X k) g1
using noread-exists-change-respecting b a
by (metis surjective-pairing)

from compat have \ 0. dom o = ?X k = ?memsik [— o] = mem; [— 0]
by (metis (no-types) Un-upperl! differing-vars-lists-def differing-vars-subst)

with b and ¢ have
evaly: N\ 0. dom o = ?X k = (ecmsy | k, Pmems1k [~ o]) ~ (ecmsy’ ! k,
memy’ [— gl o])
by auto

moreover
with b and compat have
bisimg: \ 0. dom o = ?X k = (cms1 ! k, ?memsik [~ o]) = (cms2 ! k,
memsak [— o))
by auto

moreover have snd (¢cmsy | k) = snd (ecmsa ! k)
by (metis b equal-size modes-eq nth-map)

ultimately have d: A\ 0. dom 0 = ?X k = 3 ¢;' memy’.
(emsy ! k, memssk [— o)) ~» ( cf’, ?mdsy’, memy’) A
(emsy’ ! k, memy' [— g1 o]) = ( cs’, ?mdsy’, memy')
by (metis mm-equiv-step)

28



obtain A :: 'Var — 'Val where domh: dom h = ¢X k
by (metis dom-restrict-total)

then obtain c¢;, mem; where h-prop:
(ecmsa ' k, memsak [— h]) ~ ( cp, ?mdsy’, memp ) A
(cms1’ ! k, memy' [— g1 h]) = ( cp, ?mdsy’, memy, )
using d
by metis

then obtain g2 where e:
change-respecting (cmsa ! k, Pmemsak [— h]) ( cp, ?mdsy’, memyp, ) (X k) g2
using a b noread-exists-change-respecting
by (metis differing-lists-finite surjective-pairing)

— The following statements are universally quantified since they are reused later:

with h-prop have
V o.domo= %Xk —
(emsa Uk, 2memsak [— h] [— o]) ~ ( cp, ?mdsy’, memy, [— ¢2 o] )
unfolding change-respecting.simps
by auto

with domh have f:
VY o.domo=*%Xk —
(emsa 1 k, fmemsak [— o)) ~ ( cp, ?mdsy’, memy, [— ¢2 o] )
by (auto simp: subst-overrides)

from d and f have g: A 0. dom o0 = ?X k =
(emsa ! k, fmemsak [— o)) ~ ( cp, ?mdsy’, memy, [— g2 o] ) A
(ems1’ ! k, memy' [ g1 o]) = ( cp, ?mdsy’, memy [— g2 o] )
using h-prop
by (metis deterministic)

let ?0-memsy = to-partial memsy |* ?X k

def memy’ = memy, [— g2 ?0-mems)

def ¢y’ = ¢y,

have domo-memsy: dom ?o0-memqg = 2X k
by (metis dom-restrict-total)

have memy = ?memssk [— ?o-memso)
proof (rule ext)
fix z
show mems © = ?memsak [— Zo-mems|
using domo-mems
unfolding to-partial-def subst-def
apply (cases x € ?X k)
apply auto
by (metis differing-vars-neg)
qed
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with f domo-mems have i: (cmsa | k, mems) ~ ( ¢a’, Pmdsy’, mems’)
unfolding mems’-def co’-def
by metis

def cmsy’ = cmss [k = (c2/, mdsy’)]

with i b equal-size have (cmsa, memsy) — (cmsa’, mems”)
by (metis meval-intro)

moreover

from equal-size have new-length: length cmsi’ = length cmssy’
unfolding cmssy’-def
by (metis eval length-list-update meval-elim)

with modes-eq have map snd cms1’ = map snd cmsy’
unfolding cmssy’-def
by (metis b map-update snd-conv)

moreover
from c¢ and e obtain dom-gI1 dom-g2 where
dom-uniq: \ o. dom o = ?X k = dom-g1 = dom (g1 o)
N\ o. dom o = ?X k = dom-g2 = dom (g2 o)
by (metis change-respecting.simps domh)

— This is the complicated part of the proof.
obtain mems’ where makes-compatible (cmsi’, memy’) (cmss’, mems') mems’
proof
def mems’-k = X z.
ife ¢ ?Xk
then (memy’ x, mems’ x)
else if (x ¢ dom-g1) V (z ¢ dom-g2)
then (memy’ x, mems' )
else (Ymems1k x, Ymemsak x)
— This is used in two of the following cases, so we prove it beforehand:
have z-unchanged: \ z. [z € ?X k; x € dom-g1; © € dom-¢g2 | =
memq £ = memi’ T A memg T = mems’ x
proof
fix z
assume z € ?X k and z € dom-g1
thus mem; z = mem;’ z
using a b ¢
by (metis change-respecting-doesnt-modify dom-uniq(1) domh)
next
fix z
assume z € ?X k and z € dom-g2

hence eg-mems: ?o-memo © = Some (mems )
by (metis restrict-in to-partial-def)
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hence ?memssk [— h] [ 20-mems] x = memso x
by (auto simp: subst-def)

moreover
from «x € dom-g2) dom-uniq e have g-eq: g2 ?o-memso x = Some (mems x)
unfolding change-respecting.simps func-le-def
by (metis dom-restrict-total eq-mems)
hence memy, [— g2 ?o-memsy] x = memsy
by (auto simp: subst-def)

ultimately have ?memssk [— h] [~ ?0-mema] x = memy, [— g2 Yo-memq

by auto
thus memsy z = mems’ z
by (metis (memg = ?memssk [— ?o-mems)) domo-mems domh mems’-def
subst-overrides)
qed

def mems’-i = X\ i x.
if ((memy z # memy’ x V mems x # memsa’ ) A
(memy’ © = memsy’ & V dma © = High))
then (memy’ x, mems’ )
else if ((memy © # memy’ z V mems x # memsy’ ) A
(mem1’ x # mema’ A dma x = Low))
then (some-val, some-val)
else (fst (mems ! i) x, snd (mems ! i) x)

def mems’ =
map (N 1.
ifi=k
then (fst o mems’-k, snd o mems’-k)
else (fst o mems’-i i, snd o mems’-i 7))
[0..< length cmsq]
from b have mems’-k-simp: mems’ ! k = (fst o mems’-k, snd o mems’-k)
unfolding mems’-def
by auto

have mems’-simp2: [ i # k; i < length cms; | =
mems’ ! i = (fst o mems’-i i, snd o mems’-i 7)
unfolding mems’-def
by auto

have mems’-k-1 [simp]: Nz. [z ¢ ?X k] =
fst (mems’ ! k) x = memy’ x A snd (mems’ ! k) © = mems'
unfolding mems’-k-simp mems’-k-def
by auto

have mems’-k-2 [simp]: N z. [z € X k; © ¢ dom-g1 V z ¢ dom-¢g2 | =
fst (mems'! k) x = memy’ x A snd (mems’ ! k) = mems'
unfolding mems’-k-simp mems’-k-def
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by auto
have mems’-k-8 [simp]: \ z. [z € ?X k; © € dom-g1; z € dom-¢2 | =
fst (mems' ! k) z = fst (mems ! k) z A snd (mems’ ! k) x = snd (mems ! k)

unfolding mems’-k-simp mems’-k-def
by auto

have mems’-k-cases:

N Pz

[z ¢ ?XkVxd¢dom-gl V¢ dom-g2;
fst (mems’ ! k) z = mem;' x;
snd (mems’' ! k) x = mems’ z ] = P x;
[z € ?Xk; z € dom-g1; © € dom-g2;
fst (mems’ ! k) x = fst (mems | k) x;
snd (mems’ V' k) . = snd (mems ' k) 2] = P2 ] = Pz
using mems’-k-1 mems’-k-2 mems’-k-3
by blast

have mems'-i-simp:
A i. [ i <length cmsy; @ # k]| = mems’ ! i = (fst o mems’-i i, snd o
mems’-i 1)
unfolding mems’-def
by auto

have mems’-i-1 [simp]:
N iz [i# ki< length cmsy;
memy ¢ # memy’ x V mems T # mems’ x;
mem,’ x = memsy’ z V dma r = High | =
fst (mems'! i) © = memy’ z A snd (mems'! i) © = mems' z
unfolding mems’-i-def mems’-i-simp
by auto

have mems’-i-2 [simp]:
Nix. [i#Fk; i< length cmsy;
mem, T # mem1’ T V memsg T # memsy’ 1;
mem1’ & # mems’ x; dma x = Low | =
fst (mems'! i) x = some-val A snd (mems’! i) © = some-val
unfolding mems’-i-def mems’-i-simp
by auto
have mems’-i-8 [simp]:
Nix [i#Fk; i< length cmsy;
memy £ = memy’ T; memg x = mems’ ¢ | =
fst (mems’ i) x = fst (mems ! i) z A snd (mems’! i) x = snd (mems
14) z
unfolding mems’-i-def mems’-i-simp
by auto

have mems’-i-cases:
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N\ Piz.
[ i # k; i < length cmsy;
[ memy z # memy’ z V mems x # memsy’ x;
mem1’ T = mems’ x V dma x = High;
fst (mems' i) x = memy’ x; snd (mems’! i) £ = mems' ¢ ] = P x;
[ memy  # memy’ ¢ V mema & # mems’ x;
memy’ © £ mems’ x; dma z = Low;
fst (mems’! i) x = some-val; snd (mems’! i) x = some-val | = P ;
[ memy © = memy’ z; memg © = mems’ x;
fst (mems'! i) x = fst (mems ! i) x; snd (mems’! i) © = snd (mems ! 7)
z] = Pz]
— Pz
using mems’-i-1 mems’-i-2 mems’-i-3
by (metis (full-types) Sec.exhaust)

let ?X' = X i. differing-vars-lists mem1’ mems’ mems’ i
show makes-compatible (cmsy’, memy’) (ecmss’, mems’) mems’
proof
have length cms,’ = length cms;
by (metis cmsy’-def equal-size length-list-update new-length)
then show length cmsi’ = length cmss’ A length cmsy’ = length mems’
using compat new-length
unfolding mems’-def
by auto
next
fix 1
fix o :: "Var — 'Val
let ?mems,’i = fst (mems’! i)
let ?memsy’i = snd (mems’! 7)
assume i-le: i < length cmsy’
assume domo: dom o = ?X' i
show (cmsi’ ! i, (fst (mems’! i) [— o]) = (ems2’ ! i, (snd (mems’! 7)) [—
)
proof (cases i = k)
assume [simp|: i = k
— We define another function from this and reuse the universally quantified
statements from the first part of the proof.
def ¢’ =
Azx.ifv e ?2Xk
then if z € 2X' k
then o x
else if (z € dom (g1 h))
then Some (?mems;’i x)
else if (z € dom (g2 h))
then Some (?memsy’i x)
else Some some-val
else None
then have domo’. dom o’ = ?X k
by (auto, metis domI domlff, metis i = ky domD domo)
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have diff-vars-impl [simp]: Nz. z € ?X' 'k —= z € ?X k
proof (rule ccontr)
fix z
assume z ¢ ?X k
hence mem, z = ?mems1k z A mems T = ?memssk x
by (metis differing-vars-neg)
from @ ¢ ?X k> also have ?mems,’i © = memy’ x A ?memss’i z =
mems’ T
by auto
moreover
assume z € 7X’ k
hence mem1’ = # ?mems1'i x V memo’ © # ?memsa’i ©
by (metis < = k> differing-vars-elim)
ultimately show Fulse
by auto
qged

have differing-in-dom: Az. [z € ?X k;z € X' k] = z € dom-g1 N x
€ dom-g2
proof (rule ccontr)
fix z
assume z € ?X k
assume - (z € dom-g1 N z € dom-¢2)
hence not-in-dom: z ¢ dom-g1 V z ¢ dom-g2 by auto
hence ?memsi’i © = mem1’  ?memss’t x = mems’ x
using < = k) @ € ?X k) mems’-k-2
by auto

moreover assume z € ?X’k
ultimately show Fualse
by (metis < = k> differing-vars-elim)
qged

have ?mems;,’i [— o] = memy’ [— gl o]
proof (rule ext)
fix z

show ?mems,’i [— o] z = memy’ [~ g1 o'] x
proof (cases z € ?X' k)
assume z-in-X'k: ¢ € ?X' k

then obtain v where o z = Some v

by (metis domo domD i = k)
hence ?mems;"i [ o]z = v

using <z € ?X’ ky domo

by (auto simp: subst-def)
moreover
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from ¢ have le: g1 o’ <X o’
using domo’
by auto

from domo’ and ¢ € ?X’' k» have z € dom (g1 o)
by (metis diff-vars-impl differing-in-dom dom-uniq(1))

hence mem;' [ g1 | z = v
using domo’ ¢ le
unfolding func-le-def subst-def
by (metis o'-def o © = Some v diff-vars-impl option.simps(5)
z-in-X'k)

ultimately show ?mems;,’i [~ o] © = mem;’' [ g1 o] z ..
next
assume z ¢ ?X'k

hence ?mems,’i [~ o] z = mems1’i ©
using domo
by (metis (i = k) subst-not-in-dom)
show ?thesis
proof (cases x € dom-g1)
assume z € dom-g1
hence z € dom (g1 o’)
using domo’ dom-uniq
by auto
hence g1 ¢’z =c¢'x
using ¢ domo’
by (metis change-respecting.simps func-le-def)
then have ¢’ © = Some (?mems;1'i z)
unfolding o'-def
using domo’ domh
by (metis (gl o'z =o' @ € dom (g1 o) «x ¢ ?X' k» domlff
dom-uniq(1))

hence mem,’ [~ g1 ¢'] © = ?mems;’i x
unfolding subst-def
by (metis (g1 o' © = o’ ) option.simps(5))
thus ?thesis
by (metis (?mems;1'i [—o] = mems,’i )
next
assume z ¢ dom-g1
then have mem;’ [~ g1 o'] x = memy’
by (metis domo’ dom-uniq(1) subst-not-in-dom)
moreover
have ?mems,'i t = memy’ x
by (metis ¢ = k) @ ¢ ?X' k differing-vars-neg)
ultimately show ?thesis
by (metis (?mems1’i [—o] x = ?mems,i )
qed
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qed
qged

moreover have ?memss’i [— o] = memy, [— g2 o]
proof (rule ext)
fix z

show ?memss2'i [— o] © = memy, [ g2 o' z
proof (cases z € ?X' k)
assume z € X’k

then obtain v where o z = Some v
using domo
by (metis domD i = k»)
hence ?memssy'i = o] z = v
using ¢ € X’ k) domo
unfolding subst-def
by (metis option.simps(5))
moreover
from e have le: g2 0’ < o’
using domo’
by auto
from z € ?X’ k) have x € ?X k
by auto
hence z € dom (g2 o)
by (metis differing-in-dom domo’ dom-uniq(2) «x € ?X’' k)
hence mems’ [— g2 o' . = v
using domo’ c le
unfolding func-le-def subst-def
by (metis o’-def (o x = Some v diff-vars-impl option.simps(5) @ €
X7 k)

ultimately show ?thesis
by (metis domo' dom-restrict-total dom-uniq(2) mems’-def subst-overrides)
next

assume z ¢ ?X'k

hence ?memss'i [ o] © = ?memsy’i x
using domo
by (metis (i = k) subst-not-in-dom)
show ?thesis
proof (cases x € dom-g2)
assume z € dom-g2
hence z € dom (g2 o’)
using domo’
by (metis dom-uniq)
hence g2 0’z =0’z
using e domo’
by (metis change-respecting.simps func-le-def)
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then have o’ © = Some (?memsz”i )

proof (cases ¢ € dom-g1)
— This can’t happen, so derive a contradiction.
assume z € dom-gl

have z ¢ ?X k
proof (rule ccontr)
assume — (z ¢ ?X k)
hence z € ?X k by auto
have mem; x = memi’ z A mems z = mems’ x
by (metis o'-def 92 o'z = o’ ) @ € dom (g2 o')
@ € dom-g1) «x € dom-¢2) domlIff z-unchanged)
moreover
from «x ¢ ?X’ k) have
?mems1’'t t = ?memsik x A ?memss’i x = memssk x
using <z € ?X k) «x € dom-g1) (x € dom-g2)
by auto
ultimately show Fulse
using «z € ?X kb @ ¢ ?X' kb
by (metis i = k> differing-vars-elim differing-vars-neg)
qed
hence False
by (metis o’-def 92 o’z = o' 2 «x € dom (g2 o)) domlIff)
thus ?thesis
by blast
next
assume z ¢ dom-g1
thus ?thesis
unfolding o’-def
by (metis (92 o'z =o' ) @ € dom (g2 o) @ ¢ ?X' b
domlIff domo’ dom-uniq domh)
qged
hence memsy’ [~ g2 '] x = ?memss2”i x
unfolding subst-def
by (metis (g2 o' z = o’ 1) option.simps(5))
thus ?thesis
using @ ¢ ?X' k) domo domo’
by (metis i = k> dom-restrict-total dom-unig(2)
mems'-def subst-not-in-dom subst-overrides)
next
assume z ¢ dom-g2
then have memy, [— ¢2 o] © = memy, «
by (metis domo’ dom-uniq(2) subst-not-in-dom)
moreover
have ?memsy’i © = memsy' x
by (metis ¢ = k) @ ¢ dom-g2)> mems’-k-1 mems’-k-2)

hence ?memsy’i © = memy,
unfolding mems’-def
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by (metis <z ¢ dom-¢g2) domo-mems dom-uniq(2) subst-not-in-dom)
ultimately show ?thesis
by (metis (?memsy’i [—o] x = ?memss”i 1))
qed
qed
qged

ultimately show
(emsy’ ! i, (fst (mems’! i) [— o]) = (ecms2’ ! i, (snd (mems'! i)) [~ o])
using domo domo’ g b (i = k
by (metis co’-def cmso’-def equal-size nth-list-update-eq)

next
assume i # k
def o' =Nz ifz € 2X 1
then if x € ?X' 1
then o x
else Some (mem1’ z)
else None
let ?memsyi = fst (mems ! i) and
?memsai = snd (mems ! ©)
have dom o' = ?X i
unfolding o’-def
apply auto
apply (metis option.simps(2))
by (metis domD domo)
have o: A\ z.
(fmems1'i [— o] x # memsyi [ o] x V
memss'i [~ o] ¥ £ memsqi [— o] x)
— (memy’ z # mem; x V memsy’ x # memsy 1)
proof —
fix z
{
assume eg-mem: memy1’ x = memi x A mems’ T = mems x
hence mems’-simp [simp]: ?mems,’i x = Pmems1i z A Pmemss’i x =
?memsqi T
using mems’-i-3
by (metis (i # k) b i-le length-list-update)
have
?memsy1’t [— o] x = fmems1i [~ o] & A Pmemsa’i [— o] © = ?memsai
[~ o z
proof (cases x € ?X' 1)
assume z € X' ¢
hence ?mems1’i x # mem1’ © V ?memss’i & # memso’ x
by (metis differing-vars-neg-intro)
hence z € ?X i
using eg-mem mems’-simp
by (metis differing-vars-neg)
hence o'z =0 x

38



by (metis o’-def @ € ?X' )
thus ?thesis
apply (auto simp: subst-def)
apply (metis mems’-simp)
by (metis mems’-simp)
next
assume z ¢ X'
hence ?mems;’i t = memi’ z A ?memss’i 1 = mems’ x
by (metis differing-vars-neg)
hence z ¢ ?X i
using eg-mem mems’-simp
by (auto simp: differing-vars-neg-intro)
thus ?thesis
by (metis (dom o’ = ?X » @ ¢ ?X' i) domo mems’-simp
subst-not-in-dom)
qed
}
thus ?thesis © by blast
qed

from o have
p: N\ z. [ Pmemsi’i [= o] x # Pmemsii [ o]z V
memsy’i [— o] x # memsqi [ o]z | =
z ¢ snd (cmsy ! i) AsmNoWrite
proof
fix z
assume mems-neq:
mems1’i [— o] ¥ # ?memsyi [— o'l x V fmemsy’i [ o] x # ?memszi
[~ o z
hence modified:
= (doesnt-modify (fst (ecmsy ! k)) ) V = (doesnt-modify (fst (cmsa ! k))
z)
using b i o
unfolding doesnt-modify-def
by (metis surjective-pairing)
moreover
from sound-modes have loc-modes:
locally-sound-mode-use (cmsy !k, memy) A
locally-sound-mode-use (cmsy ! k, memsy)
unfolding sound-mode-use.simps
by (metis b equal-size list-all-length)
moreover
have snd (c¢cms1 ! k) = snd (cmsa ! k)
by (metis b equal-size modes-eq nth-map)
have (cms; | k, memy) € loc-reach (¢msy ! k, memy)
by (metis loc-reach.refl pair-collapse)
hence guars:
x € snd (c¢cmsy ! k) GuarNoWrite — doesnt-modify (fst (ecmsy ! k))
T N
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z € snd (ecmsz ! k) GuarNoWrite — doesnt-modify (fst (¢cmsy ! k))

using loc-modes
unfolding locally-sound-mode-use-def snd (cmsy ! k) = snd (cmsg | k)
by (metis loc-reach.refl surjective-pairing)

hence z ¢ snd (¢cmsy ! k) GuarNoWrite

using modified loc-modes locally-sound-mode-use-def

by (metis <snd (cmsy | k) = snd (e¢msa | k)) loc-reach.refl pair-collapse)
moreover
from sound-modes have compatible-modes (map snd cmsy)

by (metis globally-sound-modes-compatible sound-mode-use.simps)

ultimately show z ¢ snd (c¢cmsy ! i) AsmNoWrite
unfolding compatible-modes-def
using ¢ # k) i-le
by (metis (no-types) b length-list-update length-map nth-map)
qed

have g:
N\ z. [ dma x = Low;
mems1’i [— o] © # memsii [— ol z V
memsai [— o] © # fmemsqi [— o] ;
z g ?X'i] =
mem1’ x = memsy’ x
by (metis @ # k> b compat-different-vars i-le length-list-update mems’-i-2

have i < length cms;
by (metis cmsy’-def equal-size i-le length-list-update new-length)
with compat and (dom o' = ?X %) have
bisim: (cmsy | i, Pmemsyi [—= o']) = (ecmsa | i, fmemsqi [— o))
by auto

let ?A = differing-vars (?memsii [— o) (#mems1'i [— o]) U
differing-vars (?memsai [— o’]) (Pmemsy’i [— o))

have A-finite: finite A
by (metis (no-types) differing-finite finite-Unl)
— We first define the adaptation, then prove that it does the right thing.
def A=Az ifz e ?A
then if dma x = High
then Some (?mems1’i [— o] z, Ymemsy’t [— o] x)
else if v € ?X' i
then (case o z of
Some v = Some (v, v)
| None = None)
else Some (mem1’ x, memy’ x)
else None
have domA: dom A = ?A
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proof
show dom A C ?A
using A-def
apply (auto simp: domD)
by (metis option.simps(2))
next
show ?A C dom A
unfolding A-def
apply auto
apply (metis (no-types) domlIff domo option.ezhaust option.simps(5))
by (metis (no-types) domlIff domao option.exhaust option.simps(5))
qged

have A-correct:
N z.
globally-consistent-var A (snd (cmsy 14)) z A
memsyi [— o] [|l1 4] © = ?mems1i [— o] z A
?memsat [— o] [||2 A] z = ?memss’i |
proof —
fix z
show ?thesis ©
proof (cases x € ?A)
assume z € A
hence diff:
?mems1’i [— o] © # ?memsyi [— 0’| x V Pmemss'i [~ o] x # Pmemsai

[~ oz
by (auto simp: differing-vars-def)
from p and diff have writable: x ¢ snd (cmsy | i) AsmNoWrite
by auto
show ?thesis
proof (cases dma x)
assume dma x = High
from (dma x = High) have A-simp [simp]:
A z = Some (?mems1'i [— o] x, Ymemsa’i [~ o] x)
unfolding A-def
by (metis @ € ?A))
from writable have ?A
unfolding globally-consistent-var-def A-simp
using «dma x = High)
by auto
moreover
from A-simp have ?Eq; ?Eqs
unfolding A-def apply-adaptation-def
by auto
ultimately show ?thesis
by auto
next

assume dma z = Low
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show ?thesis
proof (cases x € 2X' 1)

assume z € ?X’

then obtain v where o © = Some v
by (metis domD domo)

hence eq: ?mems,'i [ o] x = v A memsy’i [ o]z = v
unfolding subst-def
by auto

moreover

from <z € ?X’ % and «dma z = Low) have A-simp [simp]:
A x = (case o z of

Some v = Some (v, v)
| None = None)

unfolding A-def
by (metis Sec.simps(1) «x € ?1\)

with writable eq (0 x = Some vy have 74
unfolding globally-consistent-var-def
by auto

ultimately show ?thesis
using domA @ € ?A) <0 © = Some v)
by (auto simp: apply-adaptation-def)

next
assume z ¢ ?X'
hence A-simp [simp]: A © = Some (memy’ x, mem;’ )
unfolding A-def
using z € ?A) (dma © = Low
by auto
from ¢ have mem’ z = memy’ z
by (metis (dma x = Low) diff «x ¢ ?X' D)
with writable have 74
unfolding globally-consistent-var-def
by auto

moreover
from « ¢ ?X’ i) have
mems1’i [— o] x = ?mems1’i & A Pmemsa’i [— o] x = ?memss’i ©
by (metis domo subst-not-in-dom)
moreover
from ¢ ¢ ?X' 9 have ?mems;’i x = memy’ z A Pmemsy’i x =
mems’ x
by (metis differing-vars-neg)
ultimately show ?thesis
using <mem1’ x = memsy’ )
by (auto simp: apply-adaptation-def)
qed
qed
next
assume z ¢ ?A
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hence A z = None
by (metis domA domlff)
hence globally-consistent-var A (snd (cmsq ! 1))
by (auto simp: globally-consistent-var-def)
moreover
from (A z = None> have z ¢ dom A
by (metis domlIff)
from «x ¢ ?A) have ?memsii [— o] [|1 A] z = ?mems,'i [= o] A
memsai [— o] [||2 A] = ?memssi [— o]
using (A z = None
unfolding differing-vars-def apply-adaptation-def
by auto

ultimately show ?thesis

by auto
qed
qed
hence ?memsii [— o] [|1 A] = ?mems1i [— o] A
?memsai [— o] [||2 4] = ?memsy’i [~ o]
by auto
moreover

from A-correct have globally-consistent A (snd (cmsy ! 1))
by (metis A-finite globally-consistent-def domA)

have snd (c¢ms; | i) = snd (ecmss ! 4)
by (metis i < length cmsy) equal-size modes-eq nth-map)

with bisim have (c¢msy ! i, memsyi [— o'] [|[1 A]) = (cms2 ! i, Pmemsai
i o [ll2 A)
using (globally-consistent A (snd (cmsy ! i))
apply (subst surjective-pairing|of cmsy ! i])
apply (subst surjective-pairing[of cmsz ! i])
by (metis surjective-pairing globally-consistent-adapt-bisim)

ultimately show ?thesis
by (metis i # k> b cmsy’-def nth-list-update-neq)
qed
next
fix i x

let ?mems,’i = fst (mems’! 7)
let ?memsy’i = snd (mems’! 7)
assume i-le: 1 < length cmsy’
assume mem-eq: memy1’ x = mems’ © V dma x = High
show z ¢ ?X' 4
proof (cases i = k)

assume i = k

thus z ¢ ?X'

apply (cases z ¢ ?X k V x ¢ dom-g1 V x ¢ dom-g2)
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apply (metis differing-vars-neg-intro mems’-k-1 mems’-k-2)
by (metis Sec.simps(2) b compat compat-different mem-eq z-unchanged)
next
assume i # k
thus = ¢ 7X' 4
proof (rule mems’-i-cases)
from b i-le show i < length cms;
by (metis length-list-update)
next
assume fst (mems’! i) = memy’ z
snd (mems’ ! i) x = mems' x
thus z ¢ X'
by (metis differing-vars-neg-intro)
next
assume memi T # memi’ T V memo T # mems’ T
mem1’ © # memso’ T and dma z = Low
— In this case, for example, the values of (mems’ ! i) are not needed.
thus z ¢ X'
by (metis Sec.simps(2) mem-eq)
next
assume case3: mem; T = memy’ T memqg T = mems’' T
fst (mems’ ! d) x = fst (mems ! i) z
snd (mems’! i) x = snd (mems ! i) x
have z € ?X' i = memy' z # mems’ x A dma z = Low
proof —
assume z € X’
from case3 and <z € ?X’' 1) have z € 7X i
by (metis differing-vars-neg differing-vars-elim)
with case? show Zthesis
by (metis b compat compat-different i-le length-list-update)

qed
with (mem;’ z = memsy’ x V dma v = High) show z ¢ ?2X’ i
by auto
qged
qed
next
{ fixz

have 3 i < length cmsy. © ¢ X'
proof (cases mem; x # mem,’ © V memq © # mems’ )
assume var-changed: memy x # memyi’ T V mems x # memso’
have z ¢ ?X'k
apply (rule mems’-k-cases)
apply (metis differing-vars-neg-intro)
by (metis var-changed z-unchanged)
thus ?thesis by (metis b)
next
assume - (memy x # memy’ © V mema © # mems’ x)
hence assms: mem; x = memy’ £ mems x = memsy’ x by auto
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have length cmsy # 0
using b
by (metis less-zeroE)
then obtain ¢ where i-prop: i < length cms1 N x ¢ 7X i
using compat
by (auto, blast)
show ?thesis
proof (cases i = k)
assume i = k
have z ¢ ?X'k
apply (rule mems’-k-cases)
apply (metis differing-vars-neg-intro)
by (metis i-prop i = k)
thus ?thesis
by (metis b)
next
assume i # k
hence fst (mems’! i) z = fst (mems ! i)
snd (mems’! i) x = snd (mems ! i)
using i-prop assms mems’-i-3
by auto
with i-prop have = ¢ X'
by (metis assms differing-vars-neg differing-vars-neg-intro)
with i-prop show ?thesis
by auto
qged
ged

x
x

thus (length cmsy’ = 0 A memy’ =! memsy’) vV (Y z. 3 i < length cms,’. x
¢ ?X'4)
by (metis cmsy’-def equal-size length-list-update new-length)
qed
qed

ultimately show ?thesis using that by blast
qed

The Isar proof language provides a readable way of specifying assumptions
while also giving them names for subsequent usage.

lemma compat-low-eq:
assumes compat: makes-compatible (cms1, mem) (cmsa, mems) mems
assumes modes-eq: map snd cms, = map snd cmss
assumes z-low: dma x = Low
assumes z-readable: V i < length cmsy. ¢ snd (cmsy | i) AsmNoRead
shows mem; £ = memsy =
proof —
let ?X = X i. differing-vars-lists memq, mems mems i
from compat have (length cmsy = 0 A mem; =" memy) V
(VY z. 3 j.j <length cmsy N x ¢ ?X j)
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by auto
thus mem; v = mems
proof
assume length cms; = 0 N memy =l memsq
with 2-low show ?thesis
by (simp add: low-eg-def)
next
assume V z. 3 j. j < length cms1 Nz ¢ ?Xj
then obtain j where j-prop: j < length cms; A x ¢ ?X j
by auto
let ?memsyj = fst (mems ! j) and
?memsaj = snd (mems ! j)

obtain o :: 'Var — 'Val where dom o = ?X j
by (metis dom-restrict-total)

with compat and j-prop have (cmsy ! j, #mems1j [— o)) = (cmsa ! j, fmemsaj
[ o)
by auto

moreover
have snd (c¢cmsy ! j) = snd (cmsa ! j)
using modes-eq
by (metis j-prop length-map nth-map)

ultimately have ?mems;j [— o] b 2memssj [~ o]

“snd (cms1 ! j)
using modes-eq j-prop
by (metis pair-collapse mm-equiv-low-eq)
hence ?memsij x = ?memsaj x
using z-low z-readable j-prop «(dom o = ¢X j
unfolding low-mds-eq-def
by (metis subst-not-in-dom)

thus ?thesis
using j-prop
by (metis compat-different-vars)
qed
qed

lemma loc-reach-subset:
assumes eval: (¢, mds, mem) ~ (c¢’, mds’, mem’)
shows loc-reach (c¢', mds’, mem’) C loc-reach (c, mds, mem)
proof (clarify)
fix ¢’ mds” mem”’
from eval have (c¢’, mds’, mem’) € loc-reach (c, mds, mem)
by (metis loc-reach.refl loc-reach.step surjective-pairing)
assume (c¢”'; mds’, mem'’) € loc-reach (c’, mds’, mem’)
thus (¢”, mds", mem'’) € loc-reach (c, mds, mem)
apply induct

/!
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apply (metis «(c¢’, mds’, mem'y € loc-reach (¢, mds, mem)) surjective-pairing)
apply (metis loc-reach.step)
by (metis loc-reach.mem-diff)

qed

lemma locally-sound-modes-invariant:
assumes sound-modes: locally-sound-mode-use (c, mds, mem)
assumes eval: (¢, mds, mem) ~ (¢’, mds’, mem’)
shows locally-sound-mode-use {c¢', mds’, mem')
proof —
from eval have (c¢’, mds’, mem’) € loc-reach (c, mds, mem)
by (metis fst-conv loc-reach.refl loc-reach.step snd-conv)
thus ?thesis
using sound-modes
unfolding locally-sound-mode-use-def
by (metis (no-types) Collect-empty-eq eval loc-reach-subset subsetD)
qed

lemma reachable-modes-subset:
assumes eval: (cms, mem) — (cms’, mem”)
shows reachable-mode-states (e¢cms’, mem') C reachable-mode-states (cms, mem)
proof
fix mdss
assume mdss € reachable-mode-states (cms’, mem”)
thus mdss € reachable-mode-states (cms, mem)
using reachable-mode-states-def
apply auto
by (metis (hide-lams, no-types) assms converse-rtrancl-into-rtrancl)
qed

lemma globally-sound-modes-invariant:
assumes globally-sound: globally-sound-mode-use (cms, mem)
assumes eval: (cms, mem) — (c¢ms’, mem”)
shows globally-sound-mode-use (cms’, mem”)
using assms reachable-modes-subset
unfolding globally-sound-mode-use-def
by (metis (no-types) subsetD)

lemma loc-reach-mem-diff-subset:
assumes mem-diff: V x. x € mds AsmNoWrite — mem, © = mems &
shows (c’, mds’, mem') € loc-reach (c, mds, mem1) = (c’, mds’, mem’) €
loc-reach (c, mds, mems)
proof —
let ?ic = (¢', mds’, mem”)
assume ?lc € loc-reach (c, mds, memy)
thus %thesis
proof (induct)
case refl
thus “case
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by (metis fst-conv loc-reach.mem-diff loc-reach.refl local.mem-diff snd-conv)
next
case step
thus ?case
by (metis loc-reach.step)
next
case mem-diff
thus Zcase
by (metis loc-reach.mem-diff )
ged
qed

lemma loc-reach-mem-diff-eq:
assumes mem-diff: V x. © € mds AsmNoWrite — mem’ x = mem x
shows loc-reach (c, mds, mem) = loc-reach (c, mds, mem”)
using assms loc-reach-mem-diff-subset
by (auto, metis)

lemma sound-modes-invariant:
assumes sound-modes: sound-mode-use (cms, mem)
assumes eval: (cms, mem) — (c¢ms’, mem”)
shows sound-mode-use (cms’, mem”)
proof —
from sound-modes and eval have globally-sound-mode-use (cms’, mem”)
by (metis globally-sound-modes-invariant sound-mode-use.simps)
moreover
from sound-modes have loc-sound: ¥V i < length cms. locally-sound-mode-use
(cms ! i, mem)
unfolding sound-mode-use-def
by simp (metis list-all-length)
from eval obtain k cms;’ where
ev: (ems | k, mem) ~ (cmsy’, mem’) A k < length cms A ems’ = ems [k :=
cmsy)
by (metis meval-elim)
hence length cms = length cms’
by auto
have A i. i < length cms’ = locally-sound-mode-use (cms’! i, mem”)
proof —
fix ¢
assume i-le: i < length cms’
thus ?thesis i
proof (cases i = k)
assume i = k
thus ?thesis
using i-le ev loc-sound
by (metis (hide-lams, no-types) locally-sound-modes-invariant nth-list-update
surj-pair)
next
assume i # k
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hence cms’! i = cms ! i
by (metis ev nth-list-update-neq)
from sound-modes have compatible-modes (map snd cms)
unfolding sound-mode-use.simps
by (metis globally-sound-modes-compatible)
hence A\ z. z € snd (e¢ms ! i) AsmNoWrite = z € snd (cms ! k)
GuarNo Write
unfolding compatible-modes-def
by (metis (no-types) (i # k) dength cms = length cms” ev i-le length-map
nth-map)
hence A z. z € snd (e¢ms | i) AsmNoWrite — doesnt-modify (fst (cms !
using ev loc-sound
unfolding locally-sound-mode-use-def
by (metis loc-reach.refl surjective-pairing)
with eval have A z. z € snd (cms ! i) AsmNoWrite — mem © = mem' x
by (metis (no-types) doesnt-modify-def ev pair-collapse)
then have loc-reach (c¢cms ! i, mem') = loc-reach (cms ! i, mem)
by (metis loc-reach-mem-diff-eq pair-collapse)
thus ?thesis
using loc-sound i-le (ength cms = length cms”
unfolding locally-sound-mode-use-def
by (metis «¢cms’ ! i = cms | »)
qed
qed
ultimately show ?thesis
unfolding sound-mode-use.simps
by (metis (no-types) list-all-length)
qed

lemma makes-compatible-eval-k:
assumes compat: makes-compatible (cmsy, memy) (cmso, mems) mems
assumes modes-eq: map snd cms, = map snd cmss
assumes sound-modes: sound-mode-use (cmsi, memy) sound-mode-use (cmsa,
mems)
assumes eval: (cmsi, memy) —p (cmsi’, memy”)
shows 3 cmsy’ memsa’ mems’. sound-mode-use (cmsy’, memy’) A
sound-mode-use (cmsa’, mems’) A
map snd cms1’ = map snd cmsy’ A
(ecmsa, memsy) = (cmss’, mems’) A
makes-compatible (cmsy’, memy’) (emsa’, memsy’) mems’
proof —

from eval show ?thesis
proof (induct k arbitrary: cms,’ memy”)
case (
hence cms;’ = ems; A memi’ = memy
by (metis Pair-eq meval-k.simps(1))
thus Zcase
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by (metis compat meval-k.simps(1) modes-eq sound-modes)
next

case (Suc k)

then obtain c¢ms,’ mem,’ where eval’":
(ems1, memy) —p (cms1”, mem1”’) A (ems1”’, memq") — (ems1’, memy”)
by (metis meval-k.simps(2) prod-cases3 snd-conv)

hence (c¢cms1', mem1'") — (emsy’, memy’) ..

moreover

from eval’’ obtain cmsy’’ mems’’ mems’’ where IH:
sound-mode-use (cms1”’, memy”’) A
sound-mode-use (cmsa’’, mems’’) A
map snd cms1’” = map snd cmsy’’ A
(emsa, memsa) = (cmsa'’, memsa”’) A
makes-compatible (cms1’, memy"’) (emsa’’, memsa'’) mems’
using Suc
by metis

ultimately obtain cmsy’ mems’ mems’ where
map snd cms1’ = map snd cmsa’ A
(emsa2’, mems'’) — (emsa’, mema”) A
makes-compatible (cmsy’, memy') (emss’, mems’) mems’
using makes-compatible-invariant
by blast

thus ?case
by (metis IH eval’” meval-k.simps(2) sound-modes-invariant)

qed
qged

/

lemma differing-vars-initially-empty:

i < n = x ¢ differing-vars-lists memy memsg (zip (replicate n memy) (replicate
n mems)) i

unfolding differing-vars-lists-def differing-vars-def

by auto

lemma compatible-refi:
assumes coms-secure: list-all com-sifum-secure cmds
assumes low-eq: mem; =' mems
shows makes-compatible (add-initial-modes cmds, memy)
(add-initial-modes cmds, mems)
(replicate (length cmds) (memq, mems))
proof —
let ?n = length cmds
let ?mems = replicate ?n (memy, mems) and
?mdss = replicate ?n mdsg
let ?X = differing-vars-lists mem, memso ?mems
have diff-empty: V i < ?n. X i = {}
by (metis differing-vars-initially-empty ex-in-conv min-max.inf-idem zip-replicate)

show ?thesis
unfolding add-initial-modes-def

50



proof
show length (zip cmds ?mdss) = length (zip cmds ?mdss) A length (zip cmds
?mdss) = length ?mems
by auto
next
fixio
let ?memsy1i = fst (Ymems ! i) and ?memsai = snd (?mems ! ©)
assume i: i < length (zip cmds ?mdss)
with coms-secure have com-sifum-secure (cmds ! 7)
using coms-secure
by (metis length-map length-replicate list-all-length map-snd-zip)
with i have A\ mem; mems. mem; :mdssl memy —>
(zip emds (replicate ?n mdss) ! i, mem) = (zip cmds (replicate ?n mdsg) ! 1,
mems)
using com-sifum-secure-def low-indistinguishable-def
by auto

moreover
from i have ?memsii = mem; ?memsqgi = memso
by auto
with low-eq have ?memsyi [~ 0] =,,45." ?memsai [ o]
by (auto simp: subst-def mdss-def low-mds-eg-def low-eg-def, case-tac o x,
auto)

ultimately show (zip cmds ?mdss | i, ?memsii [— o) =~ (zip emds ?mdss !
i, Ymemsai [— o))
by simp
next
fix iz
assume i < length (zip cmds ?mdss)
with diff-empty show z ¢ ?X i by auto
next
show (length (zip cmds ?mdss) = 0 A mem; =' mema) V (V z. 3 i < length
(zip cmds ?mdss). © ¢ ?X 1)
using diff-empty
by (metis bot-less bot-nat-def empty-iff length-zip low-eq min-0L)
qed
qged

theorem sifum-compositionality:
assumes com-secure: list-all com-sifum-secure cmds
assumes no0-assms: no-assumptions-on-termination cmds
assumes sound-modes: ¥ mem. sound-mode-use (add-initial-modes cmds, mem)
shows prog-sifum-secure cmds
unfolding prog-sifum-secure-def
using assms
proof (clarify)
fix mem; memsy = "Var = "Val
fix k cmsi’ memy’
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let %n = length cmds
let ?mems = zip (replicate %n memy) (replicate ?n mems)
assume low-eq: mem; =' memy
with com-secure have compat:
makes-compatible (add-initial-modes cmds, memy) (add-initial-modes cmds,
mems) ?mems
by (metis compatible-refl fst-conv length-replicate map-replicate snd-conv zip-eg-conv)

also assume eval: (add-initial-modes cmds, memy) —p, (cms1’, memy”)

ultimately obtain cmss’ mems’ mems’
where p: map snd cms1’ = map snd cmss’ A
(add-initial-modes cmds, mems) —}. (cms2’, memsa’) A
makes-compatible (cmsy’, memy') (emss’, mems’) mems’
using sound-modes makes-compatible-eval-k
by blast

thus 3 cmsy’ memsy’. (add-initial-modes cmds, memsa) —p, (cmss’, mems’) A
map snd cms1’ = map snd cmsy’ A
length cmsy’ = length cmsi’ A
(V 2. dma © = Low N (Y i < length cmsy’. « ¢ snd (ecmsy’!
1) AsmNoRead)
— memy’ © = memy’ x)
using p compat-low-eq
by (metis length-map)
qged

end

end

4 Language for Instantiating the SIFUM-Security
Property

theory Language
imports Main Preliminaries
begin

4.1 Syntax

datatype ‘var ModeUpd = Acq "var Mode (infix +=,, 75)
| Rel "var Mode (infix —=,, 75)

datatype (‘var, 'acxp, 'bexp) Stmt = Assign 'var 'aexp (infix < 150)
| Skip
| ModeDecl ("var, 'aexp, 'bexp) Stmt 'var ModeUpd (-Q[-] [0, 0] 150)
| Seq ("var, 'aexp, 'bexp) Stmt ('var, 'aexp, 'bexp) Stmt (infixr ;; 150)
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| If 'bexp ('var, 'aexp, 'bexp) Stmt (‘var, 'aexp, 'bexp) Stmi
| While 'bexp ('var, 'aexp, 'bexp) Stmt

| Stop

type-synonym (‘var, ‘aexp, 'bexp) EvalCrt = ('var, 'aexp, 'bexp) Stmt list

locale sifum-lang =

fixes evaly :: ("Var, 'Val) Mem = 'AExp = 'Val
fixes evalp :: ("Var, 'Val) Mem = 'BExp = bool
fixes aezp-vars :: "AEzp = 'Var set
fixes bexp-vars :: 'BExp = 'Var set

fixes dma :: 'Var = Sec

assumes Var-finite : finite {(z :: 'Var). True}

assumes eval-vars-det 4 :
memq, e = evaly mems e

assumes eval-vars-detp :
memy b = evalg memsg b

context sifum-lang
begin

notation (latex output)
Seq (- - 60)

notation (Rule output)
Seq (-; - 60)

notation (Rule output)
If (if - then - else - fi 50)

notation (Rule output)
While (while - do - done)

abbreviation conf,,-abv ::

where

[V x € aexp-vars e. mem; x

[V = € bexp-vars b. memy x

= mems z | = evaly

= memz z | = evalp

("Var, "AEzp, 'BExp) Stmt =
"Var Mds = ('Var, 'Val) Mem = (-,-,-) LocalConf
({- - -Yw [0, 120, 120] 100)

( ¢, mds, mem ), = ((¢, mds), mem)

4.2 Semantics

primrec update-modes :: 'Var ModeUpd = 'Var Mds = 'Var Mds

where

update-modes (Acq x m) mds = mds (m := insert x (mds m)) |
update-modes (Rel x m) mds = mds (m := {y. y € mds m N y # z})

fun updated-var :: 'Var ModeUpd = 'Var

93



where
updated-var (Acq z -) = x|
updated-var (Rel z -) = x

fun updated-mode :: 'Var ModeUpd = Mode
where
updated-mode (Acqg - m) = m |
updated-mode (Rel - m) = m

inductive-set eval,,-simple :: (('Var, '"AExp, 'BEzp) Stmt x ('Var, 'Val) Mem)
rel
and evaly,-simple-abv :: (('Var, "AEzp, 'BExp) Stmt x ('Var, 'Val) Mem) =
("Var, "AEzp, 'BExp) Stmt x ('Var, 'Val) Mem = bool
(infixr ~, 60)

where
¢ ~g ¢’ = (¢, ¢) € evaly,-simple |
assign: ((z < e, mem), (Stop, mem (z := evala mem e))) € evaly,-simple |

skip: ((Skip, mem), (Stop, mem)) € eval,,-simple |

seq-stop: ((Seq Stop ¢, mem), (¢, mem)) € eval,,-simple |

if-true: [ evalg mem b | = ((If b t e, mem), (t, mem)) € eval,-simple |
if-false: | = evalg mem b ]| = ((If b t e, mem), (e, mem)) € eval,-simple |
while: ((While b ¢, mem), (If b (¢ ;; While b ¢) Stop, mem)) € eval,,-simple

primrec cat-to-stmt :: ('Var, 'AEzp, 'BExp) EvalCxt = ('Var, 'AEzp, 'BExp)
Stmt

= ("Var, 'AFzp, 'BEzp) Stmt

where

cat-to-stmt [| ¢ = ¢ |

cxt-to-stmt (¢ # cs) ¢’ = Seq ¢’ (cxt-to-stmt cs c)

inductive-set eval,, :: (('Var, 'AEzp, 'BEzxp) Stmt, 'Var, 'Val) LocalConf rel
and evaly,-abv :: (('Var, 'AEzp, 'BEzp) Stmt, 'Var, 'Val) LocalConf =
(("Var, '"AEzp, 'BEzp) Stmt, 'Var, 'Val) LocalConf = bool
(infixr ~,, 60)
where
¢~y ¢ = (c, ¢) € evaly, |
unannotated: [ (¢, mem) ~5 (¢’, mem’) |
= ((cxt-to-stmt E ¢, mds, mem),,, (czt-to-stmt E ¢', mds, mem'),,) € eval,, |
seq: [ (c1, mds, memyy, ~>q (c1’, mds’, mem”),, | = ({(c1 ;; ¢2), mds, mem),,,
((c1” 35 c2), mds’, mem”),,) € evaly, |
decl: [ (¢, update-modes mu mds, mem),, ~, (¢’, mds’, mem”),, | =
({cxt-to-stmt E (ModeDecl ¢ mu), mds, mem),,, {(cxt-to-stmt E ¢’, mds’,
mem”’),) € evaly
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4.3 Semantic Properties

The following lemmas simplify working with evaluation contexts in the
soundness proofs for the type system(s).

inductive-cases eval-elim: (((¢, mds), mem), ((¢, mds’), mem')) € eval,,
inductive-cases stop-no-eval’ [elim]: ((Stop, mem), (c¢’, mem")) € eval,,-simple
inductive-cases assign-elim’ [elim]: ((z + e, mem), (¢’, mem’)) € eval,,-simple
inductive-cases skip-elim’ [elim]: (Skip, mem) ~4 (¢, mem”)

lemma cxt-inv:
[ cat-to-stmt Ec=c"; Apq. c'"#Seqqpq] = E=[ANc'=c
by (metis cat-to-stmt.simps(1) cxt-to-stmt.simps(2) neq-Nil-conv)

lemma cxt-inv-assign:
[ cat-to-stmt Ec =z + e] = c=z+ e AN E =]
by (metis Stmt.simps(11) cxt-inv)

lemma cxt-inv-skip:
[ cat-to-stmt E ¢ = Skip | = ¢ = Skip AN E = ||
by (metis Stmt.simps(21) cat-inv)

lemma cxt-inv-stop:
cxt-to-stmt E ¢ = Stop = ¢ = Stop N E = |
by (metis Stmt.simps(40) cxt-inv)

lemma cxt-inv-if :
cat-to-stmt Ec=1Ifepqg= c=1Ifepq AN E =]
by (metis Stmt.simps(37) cxt-inv)

lemma cxt-inv-while:
cat-to-stmt E ¢ = While e p = ¢ = Whileep AN E = ||
by (metis Stmt.simps(39) cxt-inv)

lemma skip-elim [elim]:
(Skip, mds, mem),, ~y (c’, mds’, mem’),, = ¢’ = Stop A mds = mds’ A mem
= mem’
apply (erule eval-elim)
apply (metis (lifting) cat-inv-skip cxt-to-stmt.simps(1) skip-elim”)
apply (metis Stmt.simps(20))
by (metis Stmt.simps(18) cat-inv-skip)

lemma assign-elim [elim]:
(z + e, mds, mem)y, ~>y (¢, mds’, mem’), = ¢’ = Stop A mds = mds’ A
mem’ = mem (z := evaly mem e)
apply (erule eval-elim)
apply (rename-tac ¢ ¢'a F)
apply (subgoal-tac ¢ =z + e AN E =])
apply auto
apply (metis cat-inv-assign)
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apply (metis cxt-inv-assign)

apply (metis Stmt.simps(8) cat-inv-assign)
apply (metis Stmt.simps(8) cat-inv-assign)
by (metis Stmt.simps(8) cat-inv-assign)

inductive-cases if-elim’ [elim!]: (If b p q, mem) ~¢ (¢’, mem”)

lemma if-elim [elim]:
N\ P.
[ {If b p g, mds, mem),, ~y, (c'y mds’, mem?), ;
[ ¢/ = p; mem' = mem ; mds’ = mds ; evalp mem b ]| = P ;
[ ¢/ = q; mem’ = mem ; mds' = mds ; = evalp memb ] = P ] = P
apply (erule eval-elim)
apply (metis (no-types) cat-inv-if cxt-to-stmt.simps(1) if-elim’)
apply (metis Stmt.simps(36))
by (metis Stmt.simps(30) cat-inv-if)

inductive-cases while-elim’ [elim!]: (While e ¢, mem) ~», (¢’

, mem’)
lemma while-elim [elim]:

[ (While e ¢, mds, mem)y, ~+y (¢, mds’, mem”),, | = ¢’ = If e (¢ ;; While e
¢) Stop A mds’ = mds N mem’ = mem

apply (erule eval-elim)

apply (metis (no-types) cat-inv-while cxt-to-stmt.simps(1) while-elim”)
apply (metis Stmt.simps(38))
by (metis (lifting) Stmt.simps(38) caxt-inv-while)

inductive-cases upd-elim’ [elim]: (cQ[upd], mem) ~~¢ (¢’, mem”)

lemma upd-elim [elim]:
(cQ[upd], mds, mem)y, ~y (C
MeM)yy ~>y (C; mds’, mem’)y,
apply (erule eval-elim)
apply (metis (lifting) Stmt.simps(28) cxt-inv upd-elim”)
apply (metis Stmt.simps(29))
by (metis (lifting) Stmt.simps(2) Stmt.simps(29) cxt-inv cat-to-stmt.simps(1))

", mds’, mem”),, = (¢, update-modes upd mds,

lemma cat-seg-elim [elim]:

c1 3 ¢ =catto-stmt Ec = (E=[ANc=c13 )V (3 es. E=c"#cs
Ac=c1 A cg = cat-to-stmt cs c’)

apply (cases E)

apply (metis czt-to-stmt.simps(1))

by (metis Stmt.simps(3) cxt-to-stmt.simps(2))

/

inductive-cases seg-elim’ [elim]: (¢1 ;; ca, mem) ~5 (¢’, mem”)

lemma stop-no-eval: = ({Stop, mds, mem),, ~=, (¢’
apply auto
apply (erule eval-elim)

, mds’, mem”),,)
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apply (metis cxt-inv-stop stop-no-eval’)
apply (metis Stmt.simps(41))
by (metis Stmt.simps(35) cat-inv-stop)

lemma seg-stop-elim [elim]:

(Stop ;; ¢, mds, mem),, ~>y (¢’, mds’, mem'y, = ¢’ = ¢ A mds’ = mds A
mem’ = mem

apply (erule eval-elim)

apply clarify

apply (metis (no-types) cat-seg-elim cat-to-stmt.simps(1) seq-elim’ stop-no-eval’)

apply (metis Stmt.inject(3) stop-no-eval)

by (metis Stmt.distinct(23) Stmt.distinct(29) cat-seg-elim)

lemma cxt-stmt-seq:
¢ ;; cxt-to-stmt E ¢’ = cat-to-stmt (¢’ # E) ¢
by (metis cxt-to-stmt.simps(2))

lemma seg-elim [elim]:
[ {c1 ;5 ca, mds, mem)y, ~>q {(c’, mds’, mem?),, ; ¢1 # Stop | =
(3 e1’. {e1, mds, mem)y, ~>y {(c1’, mds’, mem’),, A ¢’ = ¢1'5; ¢2)
apply (erule eval-elim)
apply clarify
apply (drule czt-seq-elim)
apply (erule disjE)
apply (metis cat-to-stmt.simps(1) eval,.unannotated seq-elim’)
apply auto
apply (metis cxt-to-stmt.simps(1) eval,,.unannotated)
apply (subgoal-tac ¢; = cQ[mu])
apply simp
apply auto
apply (drule czt-seq-elim)
apply (metis Stmt.distinct(23) cat-stmi-seq cat-to-stmt.simps(1) evaly,.decl)
by (metis Stmt.distinct(23) cat-seg-elim)

/

lemma stop-cat: Stop = cxt-to-stmt E ¢ = ¢ = Stop
by (metis Stmt.simps(41) cat-to-stmt.simps(1) cxt-to-stmt.simps(2) negq-Nil-conv)

end

end

5 Type System for Ensuring SIFUM-Security of
Commands
theory TypeSystem

imports Main Preliminaries Security Language Compositionality
begin
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5.1 Typing Rules
type-synonym Type = Sec

type-synonym 'Var TyEnv = 'Var — Type

locale sifum-types =
sifum-lang eva evg + sifum-security dma Stop eval,,
for evy = ("Var, 'Val) Mem = '"AExp = 'Val
and evp :: ('Var, 'Val) Mem = 'BEzp = bool

context sifum-types
begin

abbreviation mm-equiv-abv2 :: (-, -, -) LocalConf = (-, -, -) LocalConf = bool
(infix ~ 60)
where mm-equiv-abv2 ¢ ¢’ = mme-equiv-abv ¢ ¢’

abbreviation eval-abv2 : (-, 'Var, 'Val) LocalConf = (-, -, -) LocalConf = bool
(infix]l ~~ 70)
where
z ~y = (z,y) € evaly

abbreviation low-indistinguishable-abv :: 'Var Mds = ("Var, 'AEzp, 'BExp) Stmt

= (-, -, -) Stmt = bool
(- ~1-[100, 100] 80)
where

¢ ~mds ¢ = low-indistinguishable mds ¢ ¢’

definition to-total :: 'Var TyEnv = "Var = Sec
where to-total I' v = if v € dom T then the (T v) else dma v

definition max-dom :: Sec set = Sec
where max-dom xs = if High € xs then High else Low

inductive type-aexpr :: "Var TyEnv = 'AEzp = Type = bool (- F, - € - [120,
120, 120] 1000)

where

type-aexpr [introl]: T' -, e € maz-dom (image (A z. to-total T z) (aexp-vars e))

inductive-cases type-aexpr-elim [elim]: T' -, e € t
inductive type-bexpr :: 'Var TyEnv = 'BEzp = Type = bool (- F, - € - [120,
120, 120] 1000)

where
type-bexpr [introl]: T Fy e € maz-dom (image (A z. to-total T' x) (bexp-vars e))
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inductive-cases type-bexpr-elim [elim]: T' by e € ¢

definition mds-consistent :: 'Var Mds = 'Var TyEnv = bool
where mds-consistent mds I' =
dom T' = {(z :: "Var). (dma x = Low A x € mds AsmNoRead) V
(dma x = High A © € mds AsmNoWrite)}

fun add-anno-dom :: 'Var TyEnv = 'Var ModeUpd = 'Var set

where

add-anno-dom T (Acq v AsmNoRead) = (if dma v = Low then dom T' U {v} else
dom T) |

add-anno-dom T' (Acq v AsmNoWrite) = (if dma v = High then dom T" U {v}
else dom T') |

add-anno-dom T' (Aeq v -) = dom T' |

add-anno-dom T' (Rel v AsmNoRead) = (if dma v = Low then dom T' — {v} else
dom T) |

add-anno-dom T’ (Rel v AsmNoWrite) = (if dma v = High then dom T' — {v}
else dom T') |

add-anno-dom I' (Rel v -) = dom T’

definition add-anno :: 'Var TyEnv = 'Var ModeUpd = 'Var TyEnv (infix & 60)
where
I' ® upd = ((Az. Some (to-total T x)) |* add-anno-dom T' upd)

definition context-le :: 'Var TyEnv = 'Var TyEnv = bool (infixr C. 100)
where
FC.T"=(dom T =domT') AV x € dom T. the (I z) C the (I'' x))

inductive has-type :: 'Var TyEnv = ('Var, 'AEzp, 'BExp) Stmt = 'Var TyEnv
= bool
(F - {-} - [120, 120, 120] 1000)
where
stop-type [intro]: = T {Stop} T |
skip-type [intro] : = T' {Skip} T |
assigny : [z ¢ dom T ;T H,ec€t; t Cdmaz] = FT {z + e} T|
assigng : [z € domT'; Tk, e € t | = has-type T’ (z < ¢) (I' (z := Some t)) |
if-type |intro]: [ T Fy e € High —
((V mds. mds-consistent mds I' — (low-indistinguishable mds c¢1 ¢3)) A
(V z € dom T'". T © = Some High))
FT {¢ )T
FD{e}I'] =
l—F{Ifecl CQ}F/l
while-type [intro]: [T Fp e € Low ; F T { ¢} T ] = FT { Whileec } T |
anno-type [intro]: [T/ =T @ upd ; =T/ { ¢ } T ¢ # Stop ;
V z. to-total '  C to-total T'' z | = F T { cQupd] } T |
seg-type [introl: [F T {1 } T/ ;F T/ {2} T"]=FT {1352} "]
sub:[[l—Fl{c}I‘l’;F2 EcFl;Fl’Ech’]]zl—Fg{c}Fg’
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5.2 Typing Soundness

The following predicate is needed to exclude some pathological cases, that
abuse the Stop command which is not allowed to occur in actual programs.

fun has-annotated-stop :: ('Var, "AFEzp, 'BEzp) Stmt = bool

where

has-annotated-stop (cQ[-]) = (if ¢ = Stop then True else has-annotated-stop c) |
has-annotated-stop (Seq p q) = (has-annotated-stop p V has-annotated-stop q) |
has-annotated-stop (If - p q) = (has-annotated-stop p V has-annotated-stop q) |
has-annotated-stop (While - p) = has-annotated-stop p |

has-annotated-stop - = False

inductive-cases has-type-elim: =T { ¢ } T’
inductive-cases has-type-stop-elim: = T' { Stop } T’

definition tyenv-eq :: 'Var TyEnv = ('Var, 'Val) Mem = ('Var, 'Val) Mem =
bool

(infix =1 60)

where mem; =p memg =V z. (to-total T' © = Low — memy © = mems ©)

lemma tyenv-eg-sym: mem; =p mems = mems =p mem;
by (auto simp: tyenv-eq-def)

inductive-set Ry :: 'Var TyEnv = (('Var, 'AExp, 'BExp) Stmt, 'Var, 'Val) Lo-
calConf rel

and Ri-abv :: "Var TyEnv =

(("Var, '"AEzp, 'BEzp) Stmt, 'Var, 'Val) LocalConf =

(("Var, 'AExp, 'BEzp) Stmt, 'Var, 'Val) LocalConf =

bool (- R'1 - [120, 120] 1000)

for I’ :: "Var TyEnv

where

TR ry=(z,y) € Ri T |

intro [introl] : [F T { ¢ } T/ ; mds-consistent mds I ; mem1 =p mems | = (c,
mds, memy) R'prs (¢, mds, mems)

inductive-set Ry :: 'Var TyEnv = (('Var, 'AEzp, 'BExp) Stmt, 'Var, 'Val) Lo-
calConf rel
and Ray-abv :: 'Var TyEnv =
(("Var, '"AExp, 'BExp) Stmt, 'Var, 'Val) LocalConf =
(("Var, 'AExp, 'BExp) Stmt, 'Var, 'Val) LocalConf =
bool (- R%1 - [120, 120] 1000)
for T :: "Var TyEnv
where
T Rry=(z,y) €RaT |
intro [introl] : [ (c1, mds, memy) = (c2, mds, mema) ;
V z € domT'. Tz = Some High ;
FFl{Cl}F,;FFQ{CQ}F/;
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mds-consistent mds 'y ; mds-consistent mds 'y | =
(c1, mds, memy) R*p/ (c2, mds, mems)

inductive Rs-auz :: 'Var TyEnv = (('Var, '"AExp, 'BExp) Stmt, 'Var, 'Val) Lo-
calConf =
(("Var, '"AEzp, 'BExp) Stmt, 'Var, 'Val) LocalConf =
bool (- R%1 - [120, 120] 1000)
and Rj :: 'Var TyEnv = (('Var, 'AEzp, 'BEzp) Stmt, 'Var, 'Val) LocalConf rel
where
Rs T = {(ley, lea). Rz-aux T lcy lea} |
introy [intro] : [ (c1, mds, mem1) Ry (ca, mds, memsa); F T { ¢} T'] =
(Seq ¢1 ¢, mds, memy) RSF/ (Seq co ¢, mds, mems) |
introy [intro] : [ (c1, mds, memy) R?*p (ca, mds, mema); =T { ¢ } T/ ] =
(Seq c1 ¢, mds, memy) R3pr (Seq ca ¢, mds, mems) |
intros [intro] : [ (c1, mds, memy) R3p (ca, mds, mema); T { ¢ } T'] =
(Seq c1 ¢, mds, memy) ’R3F/ (Seq ¢ ¢, mds, mems)

definition weak-bisim :: (("Var, 'AEzp, 'BExp) Stmt, 'Var, 'Val) LocalConf rel =
(("Var, "AEzp, 'BExp) Stmt, 'Var, 'Val) LocalConf rel = bool
where weak-bistim T1 T =V c¢1 co mds mem, mema c1’ mds’ memq’.
(({c1, mds, mem1), {ca, mds, mems)) € T1 A
({1, mds, memy) ~ (c1’, mds’, mem1"))) —
(3 ca’ memsa’. (ca, mds, mems) ~ (co’, mds’, mems’) A
({c1’, mds', mem1’), (ca’, mds’, memsy’)) € T)

inductive-set R :: 'Var TyEnv =
(("Var, '"AExp, 'BExp) Stmt, 'Var, "Val) LocalConf rel
and R-abv :: 'Var TyEnv =
(('Var, 'AExp, 'BEzp) Stmt, 'Var, 'Val) LocalConf =
(("Var, 'AExp, 'BExp) Stmt, 'Var, 'Val) LocalConf =
bool (- R™1 - [120, 120] 1000)
for T :: "Var TyEnv
where
zR'py=(z,y) eRT|
introy: le Ry le’ = (le, Ie) € R T |
introg: le R le’ = (le, le') € R T |
introg: lc R3p le’ = (lc, lc’) € R T

inductive-cases Ri-elim [elim]: (c1, mds, mem1) Ry (c2, mds, mems)
inductive-cases Ra-elim [elim]: (c1, mds, mem1) R {(c2, mds, mems)
inductive-cases R3-elim [elim]: (c1, mds, mem1) R31 (ca, mds, mems)

inductive-cases R-elim [elim]: ((¢1, mds, memy), (c2, mds, memsy)) € R T
inductive-cases R-elim” ({c1, mds, memy), (ca, mdsa, memz)) € R T’
inductive-cases Rq-elim’ : (c1, mds, mem1) R (ca, mdsa, mems)
inductive-cases Ra-elim’: (c1, mds, mem1) R*p (ca, mdsa, mems)
inductive-cases R3-elim’: (c1, mds, mem1) R3p (ca, mdsa, mems)
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lemma Rq-sym: sym (R1 T)
unfolding sym-def
apply auto
by (metis (no-types) Ri.intro Rq-elim’ tyenv-eq-sym)

lemma Ro-sym: sym (Ra T)
unfolding sym-def
apply clarify
by (metis (no-types) Ra.intro Ra-elim’ mm-equiv-sym)

lemma R3-sym: sym (Rs I')
unfolding sym-def
proof (clarify)
fix ¢; mds memy co mds’ mems
assume asm: (c1, mds, memy) R3p (ca, mds’, mems)
hence [simp]: mds’ = mds
using Rs3-elim’ by blast
from asm show (co, mds’, mems) R3p (c1, mds, memy)
apply auto
apply (induct rule: Rs-auz.induct)
apply (metis (lifting) Ri-sym Rs-auz.intro; symD)
apply (metis (lifting) Ro-sym Rs-auz.intros symD)
by (metis (lifting) Rs-auz.intros)
qged

lemma R-mds [simp]: (c1, mds, memy) R¥p {ca2, mds’, mema) = mds = mds’
apply (rule R-elim’)
apply (auto)
apply (metis Ri-elim’)
apply (metis Ro-elim’)
apply (insert Rs-elim”)
by blast

lemma R-sym: sym (R T)
unfolding sym-def
proof (clarify)
fix ¢1 mds memi co mdsa mems
assume asm: ({(c1, mds, memy), (ca, mdse, memsy)) € R T
with R-mds have [simp]: mdsy = mds
by blast
from asm show ({ca, mdsa, mems), {(c1, mds, mem;)) € R T
using R.intro; [of I'] and R.introy [of T'| and R.intros [of T
using R-sym [of T] and Ry-sym [of T'| and R3-sym [of T
apply simp
apply (erule R-elim)
by (auto simp: sym-def)

62



qed

lemma R -closed-glob-consistent: closed-glob-consistent (Ry TV)
unfolding closed-glob-consistent-def
proof (clarify)
fix ¢c; mds memy co mems z T/
assume R1: (ci, mds, memi) R'pr (ca, mds, mems)
hence [simp]: ¢co = ¢1 by blast
from R! obtain I' where I'-props: F T { ¢; } I'' memy =p memso mds-consistent
mds T’
by blast
hence A v. (c1, mds, memy (z := v)) R'ps (ca, mds, memy (z := v))
by (auto simp: tyenv-eq-def mds-consistent-def )
moreover
from I'-props have A\ vy va. [ dma x = High ; © ¢ mds AsmNoWrite | =
(c1, mds, memy(z := v1)) R'ps (c2, mds, memy(z := vy))
apply (auto simp: mds-consistent-def tyenv-eq-def )
by (metis (lifting, full-types) Sec.simps(2) mem-Collect-eq to-total-def)
ultimately show
(dma x = High N © ¢ mds AsmNoWrite —
(V1 va. (c1, mds, memy(z := v1)) Rlps (c2, mds, mema(z := v2))))
N
(dma © = Low A z ¢ mds AsmNoWrite —
(Vv. (¢1, mds, memy(z := v)) R'ps (ca, mds, memy(z = v))))
using introq
by auto
qed

lemma R,-closed-glob-consistent: closed-glob-consistent (R T')
unfolding closed-glob-consistent-def
proof (clarify)
fix ¢; mds memy co memg z I'/
assume R2: (c1, mds, memy) R?pr (ca, mds, mems)
then obtain I'; Ty where I'-prop: F Ty { ¢; } T/FTo { g } TV
mds-consistent mds I'y mds-consistent mds I'y
by blast
from R2 have bisim: (c1, mds, mem1) = (ca, mds, mems)
by blast
then obtain R’ where R’-prop: ({c1, mds, mema), (ca2, mds, mems)) € R’ A
strong-low-bisim-mm R’
apply (rule mm-equiv-elim)
by (auto simp: strong-low-bisim-mm-def)
from R’-prop have R'-cons: closed-glob-consistent R’
by (auto simp: strong-low-bisim-mm-def)
moreover
from TI'-prop and R’-prop
have Amemy mems. ({c1, mds, memy), (co, mds, mems)) € R' = (c1, mds,
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memy) R*pr (2, mds, memsg)
using Ro.intro [where I'' =T and I'; = T'; and T'y = I['y]
using mm-equiv-intro and R2
by blast
ultimately show
(dma x = High N © ¢ mds AsmNoWrite —
(Vo1 va. (c1, mds, memy(z := v1)) R*ps (c2, mds, mema(z := v2))))
N
(dma x = Low A z ¢ mds AsmNoWrite —
(Vv. (c1, mds, memy(z := v)) R*ps (ca, mds, mema(z = v))))
using R’-prop
unfolding closed-glob-consistent-def
by simp
qed

fun closed-glob-helper :: 'Var TyEnv = (('Var, 'AExp, 'BExzp) Stmt, 'Var, 'Val)
LocalConf = (('Var, 'AEzp, 'BExp) Stmt, 'Var, 'Val) LocalConf = bool
where
closed-glob-helper T (c1, mds, memy) (ca, mdsy, mems) =
(V z. ((dma x = High N x ¢ mds AsmNoWrite) —
(V vy va. ({ c1, mds, memy (z := v1) ), ( c2, mds, memg (z := v3) )) €
Rs T) A
((dma x = Low A x ¢ mds AsmNoWrite) —
(V v. ({ c1, mds, memy (z := v) ), ( ca, mds, mems (z := v) )) € Rs

)

lemma R3-closed-glob-consistent:
assumes R3: (c1, mds, memy) R3ps (ca, mds, mems)
shows V z.
(dma © = High N © ¢ mds AsmNoWrite —
(Vo1 va. ({c1, mds, memy(z := v1)), (c2, mds, mema(z := v3))) € Rz I''))
N
(dma z = Low A © ¢ mds AsmNoWrite — (Y v. ({c1, mds, mem(z := v)),
(ca, mds, mema(z := v))) € R3 I'))
proof —
from R3 have closed-glob-helper T’ (c1, mds, memy) (ca, mds, mems)
proof (induct rule: Rz-auz.induct)
case (introy I' ¢; mds memy co memg ¢ T')
thus ?case
using R -closed-glob-consistent [of T] and R3-aux.intro;
unfolding closed-glob-consistent-def
by (simp, blast)
next
case (introg T' ¢y mds mem; co mems ¢ T')
thus ?case
using Rgy-closed-glob-consistent [of T] and R3-aux.intros
unfolding closed-glob-consistent-def
by (simp, blast)
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next
case intros
thus ?case
using Rgs-auzx.intros
by (simp, blast)
qed
thus ?thesis by simp
qed

lemma R-closed-glob-consistent: closed-glob-consistent (R T')

unfolding closed-glob-consistent-def
proof (clarify, erule R-elim, simp-all)

fix ¢1 mds memi co memso %

assume R1: (ci, mds, memi) R'pr (ca, mds, mems)

with R;-closed-glob-consistent show

(dma x = High N © ¢ mds AsmNoWrite —
(Vvy va. ({c1, mds, memi(z := v1)), {c2, mds, mems(z := v3))) € R T))

A
(dma x = Low A z ¢ mds AsmNoWrite —
(Vv. ({c1, mds, mem1(z := v)), {c2, mds, mems(z := v))) € R T))
unfolding closed-glob-consistent-def
using introq
apply clarify
by metis
next

fix ¢; mds memy co memg x
assume R2: (cy, mds, mem) R?ps (ca, mds, mems)
with Rs-closed-glob-consistent show
(dma x = High N © ¢ mds AsmNoWrite —
(Vv1 va. ({c1, mds, memi(z := v1)), (ca, mds, memza(z := v2))) € R T))
A
(dma x = Low N x ¢ mds AsmNoWrite —
(Vv. ({c1, mds, memy(z := v)), (c2, mds, mema(z := v))) € R T"))
unfolding closed-glob-consistent-def
using intros
apply clarify
by metis
next
fix ¢; mds memy co memq z I'/
assume R3: (c1, mds, memyi) R3p/ (ca, mds, mems)
thus
(dma © = High N © ¢ mds AsmNoWrite —
(V1 va. ({c1, mds, memyi(z := v1)), (ca, mds, mems(z := v3))) € R T))
A\
(dma z = Low A = ¢ mds AsmNoWrite —
(V. ({c1, mds, memq(z := v)), (c2, mds, mema(z := v))) € R T'))
using Rgs-closed-glob-consistent
apply auto
apply (metis R.intros)
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by (metis (lifting) R.intros)
qed

lemma type-low-vars-low:
assumes typed: I' -, e € Low
assumes mds-cons: mds-consistent mds T’
assumes I-in-vars: T € aerp-vars e
shows to-total I' z = Low
using assms
by (metis (full-types) Sec.exhaust imagel maz-dom-def type-aexpr-elim)

lemma type-low-vars-low-b:
assumes typed : I' by e € Low
assumes mds-cons: mds-consistent mds T’
assumes z-in-vars: r € berp-vars e
shows to-total I' z = Low
using assms
by (metis (full-types) Sec.exhaust imagel maz-dom-def type-bexpr.simps)

lemma mode-update-add-anno:
mds-consistent mds I' = mds-consistent (update-modes upd mds) (I & upd)
apply (induct arbitrary: T rule: add-anno-dom.induct)
by (auto simp: add-anno-def mds-consistent-def)

lemma contezt-le-trans: [T C. T/ T'C . T'"] = T C. T
apply (auto simp: context-le-def)
by (metis doml order-trans the.simps)

lemma context-le-refl [simp]: T T, T
by (metis context-le-def order-refl)

lemma stop-cat :
[FT{c}T/;c=S5top] =TLC.T'
apply (induct rule: has-type.induct)
apply auto
by (metis context-le-trans)

lemma preservation:

assumes typed: - T' { ¢ } T’/

assumes eval: (¢, mds, mem) ~ (c¢’, mds’, mem’)

shows 3 T'". (T { ¢’ } T') A (mds-consistent mds ' — mds-consistent mds
F//)

using typed eval
proof (induct arbitrary: ¢’ mds rule: has-type.induct)

/
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case (anno-type I T upd ¢ T)
hence (c1, update-modes upd mds, mem) ~ (c’, mds', mem’)
by (metis upd-elim)
with anno-type(3) obtain I''"/ where
FT/ { ¢} T/ A (mds-consistent (update-modes upd mds) T'"" —
mds-consistent mds’ T''"")
by auto
moreover
have mds-consistent mds I' — mds-consistent (update-modes upd mds) T
using anno-type
apply auto
by (metis mode-update-add-anno)
ultimately show ?case
by blast
next
case stop-type
with stop-no-eval show ?case ..
next
case skip-type
hence ¢’ = Stop A mds’ = mds
by (metis skip-elim)
thus Zcase
by (metis stop-type)
next
case (assigny = T e t ¢/ mds)
hence ¢’ = Stop A mds’ = mds
by (metis assign-elim)
thus ?case
by (metis stop-type)
next
case (assigng T e t ¢/ mds)
hence ¢’ = Stop A mds’ = mds
by (metis assign-elim)
thus ?case
apply (rule-tac z =T (z — t) in exl)
apply (auto simp: mds-consistent-def)
apply (metis Sec.exhaust)
apply (metis (lifting, full-types) CollectD doml local.assigna(1))
apply (metis (lifting, full-types) CollectD doml local.assigna(1))
apply (metis (lifting) CollectE doml local.assigna(1))
apply (metis (lifting, full-types) domD mem-Collect-eq)
by (metis (lifting, full-types) domD mem-Collect-eq)
next
case (if-type T e th el T ¢’ mds)
thus ?case
apply (rule-tac ¢ =T in ezl)
by force
next
case (while-type T e ¢ ¢’ mds)
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hence [simp]: mds’ = mds A ¢/ = If e (¢ ;; While e ¢) Stop
by (metis while-elim)
thus ?Zcase
apply (rule-tac x =T in exl)
apply auto
by (metis Sec.simps(2) has-type.while-type if-type local. while-type(1) local.while-type(2)
seq-type stop-type type-bexpr-elim)
next
case (seq-type T' ¢1 Ty ¢g Ty ¢/ mds)
thus ?case
proof (cases ¢; = Stop)
assume [simp|: ¢ = Stop
with seq-type have [simp]: mds’ = mds N ¢/ = ¢
by (metis seq-stop-elim)
thus ?case
apply auto
by (metis (lifting) <c1 = Stop) context-le-refl local.seq-type(1) local.seq-type(3)
stop-cat sub)
next
assume c; # Stop
then obtain ¢’ where (c1, mds, mem) ~ (c1’, mds’, mem’) A ¢’ = (¢1' ;3
Cg)
by (metis seg-elim seg-type.prems)
then obtain I''"' where F """ {¢1'} T'1 A
(mds-consistent mds T' — mds-consistent mds’ T'""")
using seg-type(2)
by auto
moreover
from seg-type have F T'y { ¢o } T's by auto
moreover
ultimately show ?case
apply (rule-tac z = T'"" in exl)
by (metis (lifting) «((c1, mds, mem) ~ (c1’, mds’, mem’) N ¢/ = ¢1";; co
has-type.seq-type)
qed
next
case (sub 'y ¢ T/ Ty Ty’ ¢’ mds)
then obtain I'" where - T { ¢/ } T1/ A
(mds-consistent mds I'y — mds-consistent mds’' T'")
by auto
thus ?Zcase
apply (rule-tac z = T in exl)
apply (rule conjl)
apply (metis (lifting) has-type.sub local.sub(4) stop-cxt stop-type)
apply (simp add: mds-consistent-def)
by (metis context-le-def sub.hyps(3))
qed

lemma Ri-mem-eq: (c1, mds, memy) ’err (co, mds, mems) = mem; :mdsl
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memo
apply (rule Rq-elim)
apply (auto simp: tyenv-eq-def mds-consistent-def to-total-def)
by (metis (lifting) Sec.simps(1) low-mds-eq-def)

lemma Rq-mem-eq: (c1, mds, memy) ’RQF/ (co, mds, mems) = mem, :mdsl
mems

apply (rule Ra-elim)

by (auto simp: mm-equiv-elim strong-low-bisim-mm-def )

fun bisim-helper :: (("Var, "AExp, 'BExp) Stmt, 'Var, 'Val) LocalConf =
(("Var, '"AExp, 'BExp) Stmt, 'Var, 'Val) LocalConf = bool
where
bisim-helper {(c1, mds, mem1) (ca, mdsa, mems) = mem, :mdsl mems

lemma R3-mem-eq: (c1, mds, memy) RBP’ (2, mds, mema) = memy :mdsl
mems

apply (subgoal-tac bisim-helper (c1, mds, mem1) {(ca, mds, mems))

apply simp

apply (induct rule: R3-auz.induct)

by (auto simp: Ri-mem-eq Ro-mem-eq)

lemma R,-bisim-step:
assumes case2: (c1, mds, memy) RQF/ (ca, mds, mems)
assumes eval: (c1, mds, memy) ~ {(c1’, mds’, memy’)
shows 3 ¢y’ memsy’. {co, mds, mema) ~ (c3’, mds’, mems’) A (c¢1’, mds’, mem,”)
R2ps (ca’, mds’, mems)
proof —
from case2 have auz: (c1, mds, mem1) = (ca, mds, memsg) V x € dom I'". T/
z = Some High
by (rule Ra-elim, auto)
with eval obtain ¢y’ memy’ where co’-props:
(ca, mds, mema) ~ (ca’, mds’, memsa’y A
(c1’, mds’, memy") = (ca', mds’, memsy”)
using mm-equiv-strong-low-bisim strong-low-bisim-mm-def
by metis

from case2 obtain I’y T's where Ty { ¢; } T/FTo { o } T
mds-consistent mds I'y mds-consistent mds I'y
by (metis Ro-elim’)
with preservation and cy’-props obtain I'1’' 'y’ where
FT1' {1’} T/ mds-consistent mds' Ty’
F To' {ca’} T/ mds-consistent mds’ T's’
using eval
by metis
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with cy/-props show ?thesis
using Ro.intro aux(2) co'-props
by blast
qed

lemma Ro-weak-bisim:
weak-bisim (Ro T’) (R T)
unfolding weak-bisim-def
using R.intros
apply auto
by (metis Ra-bisim-step)

lemma Ry-bisim: strong-low-bisim-mm (Rq T")
unfolding strong-low-bisim-mm-def
by (auto simp: Ra-sym Ra-closed-glob-consistent Ro-mem-eq Ra-bisim-step)

lemma annotated-no-stop: | - has-annotated-stop (cQ[upd]) | = — has-annotated-stop
c

apply (cases ¢)
by auto

lemma typed-no-annotated-stop:
[FT {c}T'] = - has-annotated-stop ¢
by (induct rule: has-type.induct, auto)

lemma not-stop-eval:
[ ¢ # Stop ; = has-annotated-stop ¢ | =
YV mds mem. 3 ¢’ mds’ mem/'. (¢, mds, mem) ~ (c’, mds', mem’)
proof (induct)
case (Assign = exp)
thus ?case
by (metis cat-to-stmt.simps(1) evaly,-simplep.assign eval,,p.unannotated eval,, p-evaly,-eq)
next
case Skip
thus ?case
by (metis cat-to-stmt.simps(1) eval,.unannotated eval,,-simple.skip)
next
case (ModeDecl ¢ mu)
hence — has-annotated-stop ¢ N\ ¢ # Stop
by (metis has-annotated-stop.simps(1))
with ModeDecl show ?case
apply (clarify, rename-tac mds mem)
apply simp
apply (erule-tac x = update-modes mu mds in allE)
apply (erule-tac x = mem in allE)
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apply (erule exE)+
by (metis cat-to-stmt.simps(1) eval,,.decl)
next
case (Seq ¢1 ¢3)
thus ?case
proof (cases ¢; = Stop)
assume c; = Stop
thus ?case
by (metis cat-to-stmt.simps(1) evaly,-simplep.seq-stop evaly,p.unannotated
eval, p-evaly,-eq)
next
assume c; # Stop
with Seq show ?case
by (metis eval,,.seq has-annotated-stop.simps(2))
qed
next
case (If bexp c1 ¢2)
thus ?case
apply (clarify, rename-tac mds mem)
apply (case-tac evp mem bexp)
apply (metis cat-to-stmt.simps(1) eval,.unannotated evaly,-simple.if-true)
by (metis cat-to-stmt.simps(1) eval,,.unannotated eval,,-simple.if-false)
next
case (While bexp c)
thus ?Zcase
by (metis cat-to-stmt.simps(1) evaly,-simplep.while eval,, p.unannotated eval,,p-eval,,-eq)
next
case Stop
thus ?case by blast
qed

lemma stop-bisim:
assumes bisim: (Stop, mds, mem1) ~ (¢, mds, mems)
assumes typeable: =T { ¢ } T
shows ¢ = Stop
proof (rule ccontr)
let ?lcy = (Stop, mds, mem,) and
?lca = (¢, mds, mems)
assume c # Stop
from typeable have — has-annotated-stop c
by (metis typed-no-annotated-stop)
with (¢ # Stop) obtain ¢’ mds’ memsy’ where ?lcy ~~ (c¢’, mds’, mems)
using not-stop-eval
by blast
moreover
from bisim have %lcy ~ ?lc;
by (metis mm-equiv-sym)
ultimately obtain c¢;’ mds;’ mem;’
where (Stop, mds, mem1) ~~ (c1’, mdsy’, memy”)
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using mm-equiv-strong-low-bisim
unfolding strong-low-bisim-mm-def
by blast
thus Fulse
by (metis (lifting) stop-no-eval)
qed

lemma R-typed-step:
[FT {c } T,
mds-consistent mds T" ;
memy =p mems ;
(1, mds, mem1) ~ {(c1’, mds’, mem1) | =
(3 ¢2’ mema’. {1, mds, mems) ~ (co’, mds’, mems’) A
(c1’, mds’, memy ) RUpr (2!, mds’, mems'))
proof (induct arbitrary: mds c1’ rule: has-type.induct)
case (seq-type T' ¢; ' ¢co T mds)
show ?Zcase
proof (cases ¢y = Stop)
assume c; = Stop
hence [simp]: ¢1' = ¢o mds’ = mds mem,’ = mem,
using seq-type
by (auto simp: seq-stop-elim)
from seq-type (¢, = Stop) have I' C, T
by (metis stop-cat)
hence FT { ¢; } TV
by (metis context-le-refl local.seq-type(3) sub)
have (cz, mds, memy) R'p/s (c2, mds, mema)
apply (rule Ry.intro [of T)
by (auto simp: seq-type =T { ca } T'h)
thus ?case
using R.introy
apply clarify
apply (rule-tac z = co in exl)
apply (rule-tac x = mems in exl)
apply (auto simp: <¢c; = Stop))
by (metis cat-to-stmt.simps(1) eval,,-simplep.seq-stop eval,,p.unannotated
eval,, p-evaly,-eq)
next
assume c; # Stop
with «(¢1 ;; c2, mds, memy) ~» (c1’, mds’, mem,’)) obtain c¢;’
c1""-props:
(c1, mds, memy) ~ (c1’
by (metis seg-elim)
with seq-type(2) obtain cy’’ mems’ where ¢y ’-props:
(c1, mds, memz) ~ (c2”, mds’, memy’) A (c1”, mds', memy’) RUpr (2",
, mems”)

by (metis local.seq-type(5) local.seq-type(6))

" where

/ / A ! ..
, mds’, mem1”) A er’ = 1" e

mds’
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hence (c1" ;; co, mds’, memy’) R¥pr (e2' 55 ca, mds’, mems)
apply (rule conjE)
apply (erule R-elim, auto)
apply (metis R.introg Rs-auz.introy local.seq-type(3))
apply (metis R.introg Rs-auz.intros local.seq-type(3))
by (metis R.introg Rs-auz.intros local.seq-type(3))
moreover
from cy-props have (cy ;; co, mds, mema) ~> (co
by (metis eval,,.seq)
ultimately show ?case
by (metis ¢1'"-props)
qed
next
case (anno-type T'' T upd ¢ T mds)
have mem; =p/ memsz
by (metis less-eq-Sec-def local.anno-type(5) local.anno-type(7) tyenv-eq-def)
have mds-consistent (update-modes upd mds) T’
by (metis (lifting) local.anno-type(1) local.anno-type(6) mode-update-add-anno)
then obtain ¢y’ memsy’ where ({c¢, update-modes upd mds, mems) ~ {co’, mds’,
memsa’) A
(c1', mds', memy’) R¥pr (c2’, mds', mems'))
using anno-type
apply auto
by (metis (memy =p/ mems) local.anno-type(1) upd-elim)
thus ?Zcase
apply (rule-tac x = c¢2’ in exl)
apply (rule-tac x = memsy’ in exl)
apply auto
by (metis cat-to-stmt.simps(1) eval,,.decl)
next
case stop-type
with stop-no-eval show ?case by auto
next
case (skip-type T' mds)
moreover
with skip-type have [simp]: mds’ = mds ¢;’ = Stop mem1’ = memy
using skip-elim
by (metis, metis, metis)
with skip-type have (Stop, mds, mem1) R (Stop, mds, mems)
by auto
thus ?Zcase
using R.intro; and unannotated [where ¢ = Skip and E = []]
apply auto
by (metis eval,,-simple.skip)

.. ! !
35 €2, mds ) mem2>

next
case (assigny ¢ I' e t mds)
hence [simp]: ¢1’ = Stop mds’ = mds mem,’ = mem; (z := evy memq e)

using assign-elim
by (auto, metis)
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have mem; (z := eva memy e) =p memsy (x := evy mems €)
proof (cases to-total T' z)
assume to-total I' x = High
thus ?thesis
using assigni tyenv-eq-def
by auto
next
assume to-total I' x = Low
with assign, have [simp]: t = Low
by (metis less-eq-Sec-def to-total-def)
hence dma z = Low
using assigny (to-total I' x = Low»
by (metis to-total-def)
with assign; have V v € aexp-vars e. to-total I' v = Low
using type-low-vars-low
by auto
thus ?thesis
using eval-vars-det 4
apply (auto simp: tyenv-eq-def)
apply (metis (no-types) local.assigny(5) tyenv-eq-def)
by (metis local.assign,(5) tyenv-eq-def)

qed
hence (z < e, mds, memsa) ~ (Stop, mds’, mems (z := evs memsy ¢))
(Stop, mds’, memy (z := evy memy e)) R (Stop, mds’, memsg (z := eva
mems €))
apply auto

apply (metis cat-to-stmt.simps(1) evaly,.unannotated eval.,,-simple.assign)
by (rule R.introy, auto simp: assigni)

thus “case
using <¢;’ = Stop) and (mem;’ = mem; (z := eva mem; e)
by blast
next
case (assigng z T' e t mds)
hence [simp]: ¢1’ = Stop mds’ = mds mem,’ = mem; (z := evs mem; e)

using assign-elim assigns
by (auto, metis)
let T' =T (z — t)
have (z < e, mds, mems) ~~ (Stop, mds, mems (z := evs mems e€))
using assigno
by (metis cat-to-stmt.simps(1) eval,-simplep.assign eval,,p.unannotated eval,, p-eval,,-eq)
moreover
have (Stop, mds, mem; (z := eva mem; e)) R! or’ (Stop, mds, memy (v :=
eva mems e)) '
proof (auto)
from assigny show mds-consistent mds T
apply (simp add: mds-consistent-def)
by (metis (lifting) insert-absorb local.assigna(1))
next
show mem; (7 := eva memy e) =, memy (T := eva mems e)
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unfolding tyenv-eq-def
proof (auto)
assume to-total (I'(z — t)) z = Low
with Ok, e € ©» have A\ z. © € aexp-vars e => to-total T' x = Low
by (metis assigng.prems(1) doml fun-upd-same the.simps to-total-def
type-low-vars-low)
thus evq memy1 e = evy mems e
by (metis assigng.prems(2) eval-vars-det 5 tyenv-eq-def)
next
fix y
assume y # z and to-total (I' (z — t)) y = Low
thus memy; y = memg ¥y
by (metis (full-types) assigna.prems(2) domD doml fun-upd-other to-total-def
tyenv-eq-def)
qed
qged
ultimately have (z < e, mds, mems) ~ (Stop, mds’, mems (z := evs mems
)
(Stop, mds’, memy (z := eva memy e)) RUP(z s 1) (Stop, mds’, memsg (z :=
evy mems e))
using R.introy
by auto
thus ?case
using «mds’ = mds) ¢y’ = Stop) <memy’ = mem(z := evqs memy e)
by blast
next
case (if-type T e th el T)
have ({(¢1/, mds, mem1), (c1’, mds, mems)) € R T/
apply (rule introy)
apply clarify
apply (rule Ry.intro [where I' =T and I'' = T'"])
apply (auto simp: if-type)
by (metis (lifting) if-elim local.if-type(2) local.if-type(4) local.if-type(8))
have eg-condition: evg memy ¢ = evg mems e —> ?case
proof —
assume evg mem; € = evg Mmemsy €
with if-type(8) have ((If e th el, mds, mema) ~ (c1’, mds, mems))
apply (cases evg memy e)
apply (subgoal-tac ¢’ = th)
apply clarify
apply (metis cat-to-stmt.simps(1) eval,,-simplep.if-true eval,,p.unannotated
eval,, p-evaly,-eq local. if-type(8))
apply (metis if-elim local.if-type(8))
apply (subgoal-tac ¢1’ = el)
apply (metis (hide-lams, mono-tags) cxt-to-stmt.simps(1) evaly,.unannotated
eval,,-simple.if-false local.if-type(8))
by (metis if-elim local.if-type(8))
thus ?thesis
by (metis ((c1', mds, memy) R"ps (c1', mds, mema)) if-elim local.if-type(8))
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qed
have mem; :mdsl mems
apply (auto simp: low-mds-eq-def mds-consistent-def)
apply (subgoal-tac ¢ dom T)
apply (metis local.if-type(7) to-total-def tyenv-eg-def )
by (metis (lifting, mono-tags) CollectD Sec.simps(2) local.if-type(6) mds-consistent-def )
obtain ¢t where I' -, e € ¢
by (metis type-bexpr.intros)
from if-type show ?Zcase
proof (cases t)
assume t = High
with if-type show ?Zthesis
proof (cases evg mem; e = evp mems e)
assume evg memy € = evg mems e
with eq-condition show ?thesis by auto
next
assume neq: evg mem; e # evg mems e
from if-type & = High) have th ~,, i el
by (metis T Fp e € 1)
from neq show ?thesis
proof (cases evg mem; e)
assume evg memy e
hence ¢;' = th
by (metis (lifting) if-elim local.if-type(8))
hence (If e th el, mds, mems) ~ {(el, mds, mema)
by (metis <evg memy e cat-to-stmt.simps(1) evaly,.unannotated evaly,-simple.if-false
local.if-type(8) neq)
moreover
with (mem; =, 4, mema have (th, mds, mem;) =~ (el, mds, mems)
by (metis low-indistinguishable-def <th ~, s €l)
have V z € dom I'". T'' z = Some High
using if-type & = High)
by (metis Tty e € 1)
have (th, mds, mem1) R*ps (el, mds, mems)
by (metis (lifting) Ra.intro ¥ z€dom T''. T z = Some High> «(th, mds,
memy) = (el, mds, mems)) local.if-type(2) local.if-type(4) local.if-type(6))
ultimately show %thesis
using R.introy
apply clarify
by (metis (c1' = thy if-elim local.if-type(8))
next
assume - evp memi e
hence [simp]: ¢1' = el
by (metis (lifting) if-type(8) if-elim)
hence (If e th el, mds, mema) ~ (th, mds, mems)
by (metis (hide-lams, mono-tags) (= evp memy e cxt-to-stmt.simps(1)
evaly,.unannotated evaly,-simple.if-true local.if-type(8) neq)
moreover
from <th ~,,q el have el ~,, 1. th
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by (metis low-indistinguishable-sym)
with (mem; =,, 4,/ mems have (el, mds, mem1) =~ (th, mds, memsz)
by (metis low-indistinguishable-def)
have V z € dom I'". T'' z = Some High
using if-type & = High)
by (metis Tty e € 1)
have (el, mds, memy) R?p/ (th, mds, mems)
apply (rule Ra.intro [where I'y = T" and 'y = T'))
by (auto simp: if-type (el, mds, memy) =~ (th, mds, mems) ¥ z € dom
I'. T x = Some High))
ultimately show %thesis
using R.introg
apply clarify
by (metis (c1' = el if-elim local.if-type(8))
qed
qed
next
assume t = Low
with if-type have evg mem; e = evg mems e
using eval-vars-detp
apply (simp add: tyenv-eq-def U by, e € ) type-low-vars-low-b)
by (metis (lifting) ' Fp e € t type-low-vars-low-b)
with eg-condition show ?thesis by auto
qed
next
case (while-type T e ¢)
hence [simp]: ¢1’ = (If e (¢ ;; While e ¢) Stop) and
[simp]: mds’ = mds and
[simp]: mem1’ = mem,
by (auto simp: while-elim)
with while-type have (While e ¢, mds, mems) ~ {(c1’, mds, mema)
by (metis cat-to-stmt.simps(1) evaly,-simplep.while eval,, p.unannotated eval,,p-evaly,-eq)
moreover
have (c1/, mds, mem1) R (c1’, mds, memsz)
apply (rule Ry.intro [where I' = I
apply (auto simp: while-type)
apply (rule if-type)
apply (metis (lifting) Sec.simps(1) local.while-type(1) type-bexpr-elim)
apply (rule seq-type [where I'' = T)
by (auto simp: while-type)
ultimately show “case
using R.introy [of T
by (auto, blast)
next
case (sub T’y ¢ T/ T' T mds 1)
hence dom I'y C dom I dom I'' C dom T';’
apply (metis (lifting) context-le-def equalityF)
by (metis context-le-def local.sub(4) order-refl)
hence mds-consistent mds I'y
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using sub
apply (auto simp: mds-consistent-def)
apply (metis (lifting, full-types) context-le-def domD mem-Collect-eq)
by (metis (lifting, full-types) context-le-def domD mem-Collect-eq)
moreover have mem; =p, mems
unfolding tyenv-eq-def
by (metis (lifting, no-types) context-le-def less-eq-Sec-def sub.hyps(8) sub.prems(2)
to-total-def tyenv-eq-def)
ultimately obtain ¢y’ mems’ where cy’-props: (¢, mds, memsa) ~> (ca’, mds’,
mems”)
(e1!, mds’, mem,”) ’R“Fl/ (eo', mds’, mems)
using sub
by blast
moreover
have A ¢1 mds mem; co mems. (c1, mds, memy) Rurl/ (ca, mds, memsy) =
(c1, mds, memq) RUpr (2, mds, mema)
proof —
fix ¢; mds mem; co mems
let ?lc; = (c1, mds, mem1) and Zlcy = (ca, mds, mema)
assume asm: ?lcy R“FI/ ?lco
moreover
have ?ic; R1F1’ 2lcg = ?lcy erl ?lco
apply (erule Rq-elim)

apply auto

by (metis (lifting) has-type.sub local.sub(4) stop-cxzt stop-type)
moreover
have ?ic; R2F1’ ey = ?lcy RPpr Zles
proof —

assume 72: ?lcy R2F1’ ?lca
then obtain Ay A; where - Ay { ¢; } T1/'F As { ¢o } 'y’ mds-consistent
mds Aq
mds-consistent mds Ao
by (metis Ra-elim)
hence - Ay { ¢; } T
using sub(4)
by (metis context-le-refl has-type.sub local.sub(4))
moreover
have + A2 { Co } r’
by (metis & Ay {ca} T'1) context-le-refl has-type.sub local.sub(4))
moreover
from 72 have V z € dom I'1’. 'y’ x = Some High
apply (rule Ro-elim)
by auto
hence V z € dom I'". T'' x = Some High
by (metis Sec.simps(2) «dom T'' C dom T'1" context-le-def domD less-eq-Sec-def
local.sub(4) set-rev-mp the.simps)
ultimately show ?thesis
by (metis (no-types) Rq.intro Ra-elim’ (mds-consistent mds A1) (mds-consistent
mds Ay 12)
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qed
moreover
have ?ic; R3F1’ Zlcg = ?lcy R?’F/ ?lcy
apply (erule Rs-elim)
proof —
fix T 01” 62/” C
assume [simpl: ¢1 = ¢1” ;3 cco =" 55 ¢
assume casel: T {c} 'y’ (e1", mds, memy) R (ca’", mds, mems)
hence F T {c} T’
using context-le-refl has-type.sub sub.hyps(4)
by blast
with casel show (c1, mds, memy) R*p/ (ca, mds, mems)
using Rs-aux.intro; by simp
next
fix T 1" ey ¢
assume [simp]: ¢c1 = 1”55 ¢ ca = ¢ ¢
assume (c1”/, mds, mem1) R*p (c2'’, mds, memsy) =T {c¢""} Ty’
thus (c1, mds, memy) R*p/ (c2, mds, mems)
using Rs-auz.intros

apply simp

apply (rule Rs-aux.intros [where I' = T)

apply simp

by (metis context-le-refl has-type.sub sub.hyps(4))
next

fix T c," ¢y ¢
assume [simp]: ¢c1 = 1”55 ¢ g = ¢ ¢
assume (c1”/, mds, mem1) R3p (ca'’, mds, memsy) =T {c"} Ty’
thus (c1, mds, memy) R*p/ (c2, mds, mems)
using Rs-auz.intros
apply auto
by (metis (hide-lams, no-types) context-le-refl has-type.sub sub.hyps(4))
qed
ultimately show ?thesis ¢c1 mds memy co mems
by (auto simp: R.intros)
qed
with cy’-props show ?case
by blast
qged

lemma R;-weak-bisim:
weak-bisim (R1 T'') (R T)
unfolding weak-bisim-def
using Rq-elim R-typed-step
by auto

lemma R-to-Rgs: [ {(c1, mds, mem1) R¥r (c2, mds, memsg) ; T { ¢ } T'] =

(e1 35 ¢, mds, memy) R3pr (ca 55 ¢, mds, mems)
apply (erule R-elim)
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by auto

lemma Rq-implies-typeable: (c1, mds, memq) RQF’ (co, mds, mems) = 3 I'1. F
Fl { Co } r’

apply (erule Ra-elim)

by auto

lemma R3-weak-bisim:
weak-bisim (R3 T'') (R T)
proof —
{
fix ¢; mds mem; co memsy c1’ mds’ memy’
assume case3: ({c1, mds, mem1), {ca, mds, memsz)) € Rg I'/
assume eval: (c1, mds, memy) ~ (c1’, mds’, mem,’)
have 3 ¢y’ memsy’. (ca, mds, mema) ~> (ca’, mds’, mems’) A {c1’, mds’, memy”)
RYpr (co!, mds’, memsy”)
using case3 eval
apply simp

proof (induct arbitrary: ¢i’ rule: Rs-auz.induct)
case (introy T’ ¢1 mds mem; co mems ¢ T)
hence [simp]: c2 = 1
by (metis (lifting) Rq-elim)
thus ?case
proof (cases ¢y = Stop)
assume [simp]: ¢; = Stop
from introi(1) show ?thesis
apply (rule Rq-elim)
apply simp
apply (rule-tac ¢ = ¢ in ezl)
apply (rule-tac x = mems in exl)
apply (rule conjl)
apply (metis (¢c; = Stop) cat-to-stmt.simps(1) evaly,-simplep.seq-stop
eval,,p.unannotated eval,,p-eval,,-eq introi.prems seq-stop-elim)
apply (rule R.introq, clarify)
by (metis (no-types) Ry.intro ¢y = Stop) context-le-refl introi.prems
local.intro1(2) seq-stop-elim stop-cat sub)
next
assume c; # Stop
from intro;

obtain ¢’ where (c1, mds, memy) ~ (c1"

/ / 12
, mds’, mem1) A ey’ = (1”55

c)
by (metis (¢1 # Stop) introy.prems seq-elim)
with intro;
obtain ¢y’ mems’ where (co, mds, mems) ~ (co’
mds’, mem1’) R*p (c2”’, mds’, mems’)
using Ri-weak-bisim and weak-bisim-def
by blast
thus ?thesis

' mds’, mems”)y (c1”,
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using intro;(2) R-to-Rs
apply (rule-tac x = ¢’ ;; ¢ in exl)
apply (rule-tac x = memsy’ in exl)
apply (rule conjl)
apply (metis eval,,.seq)
apply auto
apply (rule R.intros)
by (metis (hide-lams, no-types) «((c1, mds, memy) ~~ {(c1’
Ney!=e1”s; o)
qed
next
case (introg I' ¢; mds memy co memgy cn T)
thus ?case
proof (cases ¢y = Stop)
assume [simp]: ¢; = Stop
hence [simp]: 1/ = cn mds’ = mds mem,’ = mem,
using eval intros seq-stop-elim
by auto
from intros have bisim: (c1, mds, mem1) =~ (ca, mds, mems)
by (metis (lifting) Ra-elim”)
from intros obtain I'y where - T’y { ¢3 } T
by (metis Rao-implies-typeable)
with bisim have [simp]: ca = Stop
apply auto
apply (rule stop-bisim [of mds mem; co mems Ty T)
by simp-all
have (cs ;; ¢n, mds, mems) ~ {(cn, mds’, mems)
apply (auto simp: intros)
by (metis cxt-to-stmt.simps(1) eval,,-simplep.seq-stop eval,, p.unannotated
eval,, p-evaly,-eq)
moreover
from intros(1) have mds-consistent mds T’
apply auto
apply (erule Ro-elim)
apply (simp add: mds-consistent-def)
by (metis context-le-def stop-cut)
moreover
from bisim have mem; :mdsl mems
by (auto simp: mm-equiv.simps strong-low-bisim-mm-def)
have V z € dom I'. T « = Some High
using intros(1)
by (metis Ro-elim”)
hence mem; =r memsy
using (mds-consistent mds I') (mem; :mdsl mems)
apply (auto simp: tyenv-eg-def low-mds-eq-def mds-consistent-def)
by (metis Sec.simps(1) Yz€dom I'. T z = Some High> «<mds’ = mds>
doml the.simps to-total-def )
ultimately have (cn, mds, memy) R'ps (cn, mds, mems)
by (metis (lifting) Rq.intro local.introa(2))

/ !/
, mds’, mem; ")
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thus ?thesis
using R.intro;
apply auto
by (metis (c2 ;; cn, mds, mema) ~> (cn, mds’, mems)) <ca = Stop) <mds’
= mds))
next
assume c; # Stop
then obtain ¢’ where ¢1' = ¢1"" ;; ¢n (c1, mds, memy) ~ (¢1
memy ')
by (metis (no-types) intros.prems seg-elim)
then obtain cy’”/ memsy’ where cy’'-props:
(c2, mds, mema) ~ (c2'", mds’, mema') A
{c1""', mds', mem1”) R2p (c2'"’, mds’, mems”)
using Rs-bisim-step intros
by blast
let 2co’ = ¢’ 55 cn
from c¢o'"-props have (ca ;; cn, mds, mems) ~» (?cy’, mds’, mems”)
by (metis (lifting) introy eval,,.seq)

111 !

, mds’,

moreover

have ((¢1"";; en, mds’, mem1’), (?ca’, mds’, mems’)) € R3 T

by (metis (lifting) Rs-aux.introy ca’'’-props local.intros(2) mem-Collect-eq
split)

ultimately show ¢thesis
using R.intros
by (metis (lifting) Rs-auz.intros (c1' = c¢1”"";; en) eq’’-props local.introo(2))
qed
next
case (introg I' ¢; mds memy co memgy ¢ T'')
thus ?case
apply (cases ¢ = Stop)
apply blast
proof —
assume c; # Stop
then obtain c¢;’’ where (ci, mds, mem1) ~ (c1”, mds’, memy’) ¢;' =

(1”5 ¢)

by (metis intros.prems seq-elim)

then obtain ¢y’ mems’ where (ca, mds, mems) ~ (c2”'; mds’, mems”)
(c1”, mds’, mem1’) R¥p (c2'’, mds’, mems”)

using local.intros(2) mem-Collect-eq split]
by metis
thus ?thesis
apply (rule-tac x = ¢’ ;; ¢ in exl)
apply (rule-tac z = memsy’ in exl)
apply (rule conjI)
apply (metis eval,,.seq)
apply (erule R-elim)
apply stmp-all
apply (metis R.intros R-to-Rs ((c1’
mema’)) <c1' = 1" ;; o local.intros(3))

/ / A 12 /
, mds’, memy”) RYp (c2”, mds’,
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/

apply (metis (lifting) R.introz R-to-Rg ((c1’
mds’, mema’)) (1’ = ¢1" ;5 © local.introz(3))
by (metis (lifting) R.intros Rs-auz.intros 1’ = c¢1"';; o local.intros(3))
qed
qed
}
thus ?thesis
unfolding weak-bisim-def
by auto
qged

/ 12
, mds’, memyy RYr (e,

lemma R-bisim: strong-low-bisim-mm (R T"')
unfolding strong-low-bisim-mm-def
proof (auto)
from R-sym show sym (R T) .
next
from R-closed-glob-consistent show closed-glob-consistent (R T'') .
next
fix ¢1 mds memy co mems
assume (ci, mds, memy) R'ps (ca, mds, memsz)
thus memq :mdsl memso
apply (rule R-elim)
by (auto simp: R1-mem-eq Ro-mem-eq Rz-mem-eq)
next
fix ¢; mds memy co mema c1’ mds’ memy’
assume eval: (¢, mds, memy) ~ {(c1', mds’, memy”)
assume R: (c1, mds, memy) Ry (c2, mds, mems)
from R show 3 co’ mems’. (co, mds, memsa) ~> (ca’, mds’, mems’) A
(c1’, mds', memy') R¥pr (co’, mds', mems”)
apply (rule R-elim)
apply (insert Rq-weak-bisim Ro-weak-bisim R3-weak-bisim eval weak-bisim-def)
apply (clarify, blast)+
by (metis mem-Collect-eq prod-casel)
qed

lemma Typed-in-R:
assumes typeable: =T { ¢ } T’
assumes mds-cons: mds-consistent mds T’
assumes mem-eq: ¥V x. to-total I' x = Low — memy © = memsy ¢
shows (c, mds, mem1) Ry (¢, mds, mems)
apply (rule R.intro; [of T))
apply clarify
apply (rule Ry.intro [of T])
by (auto simp: assms tyenv-eg-def)

theorem type-soundness:
assumes well-typed: =T { ¢ } T’
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assumes mds-cons: mds-consistent mds T’

assumes mem-eq: ¥V x. to-total I' x = Low — memy T = memsy ¢
shows (¢, mds, mem1) ~ (¢, mds, mems)

using R-bisim Typed-in-R

by (metis mds-cons mem-eq mm-equiv.simps well-typed)

definition I'y :: 'Var TyEnv
where I'y z = None

inductive type-global :: ('Var, "AExp, 'BExp) Stmt list = bool
(F - [120] 1000)
where
[ list-all (A e. =T { ¢} Ty) es;
YV mem. sound-mode-use (add-initial-modes cs, mem) | =
type-global cs

inductive-cases type-global-elim: + cs

lemma mds,-consistent: mds-consistent mdss 'y
by (auto simp: mdss-def mds-consistent-def Tg-def)

lemma typed-secure:

[FTo{c} o] = com-sifum-secure c

apply (auto simp: com-sifum-secure-def low-indistinguishable-def mds-consistent-def
type-soundness)

apply (auto simp: low-mds-eq-def)

apply (rule type-soundness [of To ¢ Tg])

apply (auto simp: mdss-consistent to-total-def T'o-def)
by (metis empty-iff mdss-def)

lemma [ mds-consistent mds T'g ; dma x = Low | = = ¢ mds AsmNoRead
by (auto simp: mds-consistent-def Tg-def)

lemma list-all-set: V z € set xs. P x = list-all P zs
by (metis (lifting) list-all-iff)

theorem type-soundness-global:
assumes typeable: - cs
assumes no-assms-term: no-assumptions-on-termination cs
shows prog-sifum-secure cs
using typeable
apply (rule type-global-elim)
apply (subgoal-tac ¥V ¢ € set cs. com-sifum-secure c)
apply (metis list-all-set no-assms-term sifum-compositionality sound-mode-use.simps)
by (metis (lifting) list-all-iff typed-secure)

end
end
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6 Type System for Ensuring Locally Sound Use of
Modes

theory LocallySoundModeUse
imports Main Security Language
begin

6.1 Typing Rules

locale sifum-modes = sifum-lang evs4 evg +
sifum-security dma Stop eval,,
for evy = ("Var, 'Val) Mem = '"AExp = 'Val
and evp = ("Var, 'Val) Mem = 'BExp = bool

context sifum-modes
begin

abbreviation eval-abv-modes :: (-, 'Var, 'Val) LocalConf = (-, -, -) LocalConf
= bool

(infixl ~ 70)

where

x>y = (z,y) € evaly

fun update-annos :: 'Var Mds = 'Var ModeUpd list = 'Var Mds
(infix @ 140)

where

update-annos mds || = mds |

update-annos mds (a # as) = update-annos (update-modes a mds) as

fun annotate :: ("Var, '"AExp, 'BEzp) Stmt = 'Var ModeUpd list = ('Var, 'AEzp,
'BEzp) Stmt
(infix ® 140)

where

annotate ¢ [| = ¢ |

annotate ¢ (a # as) = (annotate ¢ as)Q[a]

inductive mode-type :: 'Var Mds =
("Var, '"AExp, 'BExp) Stmt =
"Var Mds = bool (F-{ -} -)
where
skip: £ mds { Skip ® annos } (mds @© annos) |
assign: [ © ¢ mds GuarNoWrite ; aexp-vars e N mds GuarNoRead = {} | =
F mds { (z + e) ® annos } (mds @& annos) |
if- [ F (mds ® annos) { ¢1 } mds”;
F (mds @ annos) { co } mds” ;
bexp-vars e N mds GuarNoRead = {} | =
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Fomds { If e ¢c1 ¢c2 ® annos } mds’’ |
while: [ mds’ = mds @ annos ; - mds’ { ¢ } mds’ ; bexp-vars e N mds
GuarNoRead = {} | =
F mds { While e ¢ ® annos } mds' |
seq: [F mds { ¢1 } mds’; - mds’ { ca } mds” ]| =+ mds { ¢1 ;; ca } mds” |
sub: [ F mdsz { ¢ } mdsa’; mdsy < mdsa ; mdsy’ < mds;’ | =
F mdsy { ¢ } mdsy’

/

6.2 Soundness of the Type System

lemma cxt-eval:
[ {cat-to-stmt [| ¢, mds, mem) ~~ (cat-to-stmt [] ¢
(e, mds, mem) ~~ (c’, mds’, mem”)
by auto

" mds’, mem’) | =

lemma update-preserves-le:
mds; < mdsy => (mds; @ annos) < (mdsy & annos)
proof (induct annos arbitrary: mds; mdss)
case Nil
thus ?case by simp
next
case (Cons a annos mdsy mdssz)
hence update-modes a mds; < update-modes a mdss
by (case-tac a, auto simp: le-fun-def)
with Cons show ?case
by auto
qed

lemma doesnt-read-annos:
doesnt-read ¢ x = doesnt-read (¢ ® annos)
unfolding doesnt-read-def
apply clarify
apply (induct annos)
apply simp
apply (metis (lifting))
apply auto
apply (rule cxt-eval)
apply (rule eval,,.decl)
by (metis cat-eval evaly,.decl upd-elim)

lemma doesnt-modify-annos:
doesnt-modify ¢ x = doesnt-modify (¢ ® annos) x
unfolding doesnt-modify-def
apply auto
apply (induct annos)
apply simp
apply auto
by (metis (lifting) upd-elim)
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lemma stop-loc-reach:
[ (¢, mds', mem'y € loc-reach (Stop, mds, mem) | =
¢’ = Stop N mds’' = mds
apply (induct rule: loc-reach.induct)
by (auto simp: stop-no-eval)

lemma stop-doesnt-access:
doesnt-modify Stop x A doesnt-read Stop x
unfolding doesnt-modify-def and doesnt-read-def
using stop-no-eval
by auto

lemma skip-eval-step:
(Skip ® annos, mds, mem) ~» (Stop, mds ® annos, mem)
apply (induct annos arbitrary: mds)
apply simp
apply (metis cat-to-stmt.simps(1) eval,.unannotated evaly,-simple.skip)
apply simp
apply (insert eval,,.decl)
apply (rule cxt-eval)
apply (rule eval,,.decl)
by auto

lemma skip-eval-elim:

[ (Skip @ annos, mds, mem) ~ (¢, mds’, mem’) | = ¢’ = Stop A mds’ = mds
@ annos A mem’' = mem

apply (rule ccontr)

apply (insert skip-eval-step deterministic)

apply clarify

apply auto

by metis+

lemma skip-doesnt-read:
doesnt-read (Skip ® annos) x
apply (rule doesnt-read-annos)
apply (auto simp: doesnt-read-def)
by (metis annotate.simps(1) skip-elim skip-eval-step)

lemma skip-doesnt-write:
doesnt-modify (Skip @ annos) x
apply (rule doesnt-modify-annos)
apply (auto simp: doesnt-modify-def)
by (metis skip-elim)

lemma skip-loc-reach:
[ (¢’, mds’, mem') € loc-reach (Skip ® annos, mds, mem) | =
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(¢ = Stop A mds’ = (mds @ annos)) V (¢’ = Skip @ annos A mds’ = mds)
apply (induct rule: loc-reach.induct)
apply (metis fst-conv snd-conv)
apply (metis skip-eval-elim stop-no-eval)
by metis

lemma skip-doesnt-access:
[ lc € loc-reach (Skip ® annos, mds, mem) ; lc = (¢, mds’, mem’) | =
doesnt-read ¢’ x N doesnt-modify ¢’
apply (subgoal-tac (¢’ = Stop A mds’ = (mds @ annos)) V (¢’ = Skip ® annos
A mds’ = mds))
apply (rule congl, erule disjE)
apply (simp add: doesnt-read-def stop-no-eval)
apply (metis (lifting) annotate.simps skip-doesnt-read)
apply (erule disjE)
apply (simp add: doesnt-modify-def stop-no-eval)
apply (metis (lifting) annotate.simps skip-doesnt-write)
by (metis skip-loc-reach)

lemma assign-doesnt-modify:
[z # y] = doesnt-modify ((z + €) ® annos) y
apply (rule doesnt-modify-annos)
apply (simp add: doesnt-modify-def)
by (metis assign-elim fun-upd-apply)

lemma assign-annos-eval:
((z < €) ® annos, mds, mem) ~» {Stop, mds @ annos, mem (zr := evs mem

)
apply (induct annos arbitrary: mds)
apply (simp only: annotate.simps update-annos.simps)
apply (rule cat-eval)
apply (rule eval,.unannotated)
apply (rule eval,,-simple.assign)
apply (rule cat-eval)
apply (simp del: cat-to-stmt.simps)
apply (rule eval,,.decl)
by auto

lemma assign-annos-eval-elim:
[ {(z < e) ® annos, mds, mem) ~ (c', mds’, mem”) | =
¢’ = Stop N mds’ = mds @ annos
apply (rule ccontr)
apply (insert deterministic assign-annos-eval)
apply auto
apply (metis (lifting))
by metis

lemma mem-upd-commute:
[z #y] = mem (z := vy, y := v2) = mem (y := va, T := v1)
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by (metis fun-upd-twist)

lemma assign-doesnt-read:
[y ¢ aexp-vars e | = doesnt-read ((z + €) ® annos) y
apply (rule doesnt-read-annos)
proof (cases x = y)
assume y ¢ aerp-vars e
and [simpl: z =y
show doesnt-read (z + e€) y
unfolding doesnt-read-def
apply (rule alll)+
apply (rename-tac mds mem ¢’ mds’ mem”)
apply (rule impl)
apply (subgoal-tac ¢’ = Stop A mds’ = mds N mem’ = mem (z := evs mem

apply simp
apply (rule disjI2)
apply clarify
apply (rule czt-eval)
apply (rule eval,.unannotated)
apply simp
apply (metis (hide-lams, no-types) «x = y» (y & aexp-vars e) eval,-simple.assign
eval-vars-det o fun-upd-apply fun-upd-upd)
by (metis assign-elim)
next
assume asms: y ¢ aexp-vars e x # y
show doesnt-read (z < ¢) y
unfolding doesnt-read-def
apply (rule alll)+
apply (rename-tac mds mem ¢’ mds’ mem”)
apply (rule impl)
apply (subgoal-tac ¢’ = Stop A mds’ = mds N mem’ = mem (x := eva mem
)
apply simp
apply (rule disjl1)
apply (insert asms)
apply clarify
apply (subgoal-tac mem (z := eva mem e, y := v) = mem (y := v, T := eva
mem e))
apply simp
apply (rule cat-eval)
apply (rule eval,,.unannotated)
apply (metis eval,,-simple.assign eval-vars-det o fun-upd-apply)
apply (metis mem-upd-commute)
by (metis assign-elim)
qed

lemma assign-loc-reach:
[ (¢’, mds', mem') € loc-reach {(z + €) ® annos, mds, mem) | =
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(¢/ = Stop A mds’ = (mds @ annos)) V (¢’ = (z < e) ® annos A mds’ = mds)
apply (induct rule: loc-reach.induct)

apply simp-all
by (metis assign-annos-eval-elim stop-no-eval)

lemma if-doesnt-modify:
doesnt-modify (If e ¢1 ca ® annos) x
apply (rule doesnt-modify-annos)
by (auto simp: doesnt-modify-def)

lemma vars-evalg:
z ¢ bexp-vars e => evp mem e = evp (mem (z := v)) e
by (metis (lifting) eval-vars-detp fun-upd-other)

lemma if-doesnt-read:

z ¢ bexp-vars e = doesnt-read (If e c1 ca ® annos)

apply (rule doesnt-read-annos)

apply (auto simp: doesnt-read-def)

apply (rename-tac mds mem ¢’ mds’ mem’ v va)

apply (case-tac evg mem e)

apply (subgoal-tac ¢’ = ¢1 A mds’ = mds A mem' = mem)
apply auto

apply (rule cat-eval)

apply (rule eval,,.unannotated)

apply (rule eval,-simple.if-true)

apply (metis (lifting) vars-evalp)

apply (subgoal-tac ¢’ = co A mds’ = mds A mem’ = mem)
apply auto

apply (rule cxt-eval)

apply (rule eval,,.unannotated)

apply (rule eval,,-simple.if-false)

by (metis (lifting) vars-evalg)

lemma if-eval-true:
[ evg meme] =
(If e ¢1 ¢ca ® annos, mds, mem) ~ {(c1, mds & annos, mem)
apply (induct annos arbitrary: mds)
apply simp
apply (metis cat-eval eval,,.unannotated eval,,-simple.if-true)
by (metis annotate.simps(2) cat-eval evaly,.decl update-annos.simps(2))

lemma if-eval-false:
[~ evpg meme ] =
(If e ¢1 ¢co ® annos, mds, mem) ~ (co, mds @ annos, mem)
apply (induct annos arbitrary: mds)
apply simp
apply (metis cazt-eval eval,,.unannotated eval,,-simple.if-false)
by (metis annotate.simps(2) cat-eval evaly,.decl update-annos.simps(2))
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lemma if-eval-elim:

[ {If e c1 co @ annos, mds, mem) ~ (c¢', mds’, mem’) | =

((¢/"=c1 N evg meme)V (¢ = cag A — evg mem e)) A mds’ = mds & annos
A mem’ = mem

apply (rule ccontr)

apply (cases evp mem e)

apply (insert if-eval-true deterministic)

apply (metis Pair-eq)

by (metis Pair-eq if-eval-false deterministic)

lemma if-eval-elim’:

[ {If e c1 c2, mds, mem) ~ (c¢', mds’, mem’) | =

((¢"=c¢1 N evg meme)V (¢' = ca A - evg mem e)) A mds’ = mds N mem’
= mem

using if-eval-elim [where annos = []]

by auto

lemma loc-reach-refl’”:
(¢, mds, mem) € loc-reach (c, mds, mem)
apply (subgoal-tac 3 lc. lc € loc-reach lc A lc = (¢, mds, mem))
apply blast
by (metis loc-reach.refl fst-conv snd-conv)

lemma if-loc-reach:
[ (¢’, mds', mem'y € loc-reach (If e ¢c1 c2 ® annos, mds, mem) | =
(¢’ =1Ifeci ca ® annos A mds’' = mds) V
(3 mem?”. (¢', mds’, mem’) € loc-reach {c1, mds @ annos, mem'’)) Vv
(3 mem”. (c¢', mds’, mem’) € loc-reach {ca, mds @ annos, mem'’))
apply (induct rule: loc-reach.induct)
apply (metis fst-conv snd-conv)
apply (erule disjE)
apply (erule conjE)
apply simp
apply (drule if-eval-elim)
apply (erule conjE)+
apply (erule disjE)
apply (erule conjE)
apply simp
apply (metis loc-reach-refl’)
apply (metis loc-reach-refl’)
apply (metis loc-reach.step)
by (metis loc-reach.mem-diff)

lemma if-loc-reach’:
[ (¢', mds', mem'y € loc-reach {If e ¢1 ca, mds, mem) | =
(¢'=1Ifecy ca A mds’ = mds) V
(3 mem”. (¢, mds', mem') € loc-reach {(c1, mds, mem'’)) V
(3 mem?”. (¢, mds', mem') € loc-reach {cz, mds, mem'’))
using if-loc-reach [where annos = [|]
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by simp

lemma seq-loc-reach:
[ (¢, mds', mem'y € loc-reach (c1 ;; c2, mds, mem) | =
(3 " " =c"y; ea A", mds’, mem”) € loc-reach (c1, mds, mem)) V
(3 ¢"" mds” mem'". (Stop, mds"', mem’’) € loc-reach {c1, mds, mem) A
(¢, mds’, mem’)y € loc-reach (ca, mds'’, mem"?)
apply (induct rule: loc-reach.induct)
apply simp
apply (metis loc-reach-refl’)
apply simp
apply (metis (no-types) loc-reach.step loc-reach-refl’ seq-elim seq-stop-elim)
by (metis (lifting) loc-reach.mem-diff )

3¢
de¢

lemma seq-doesnt-read:

[ doesnt-read ¢ x | = doesnt-read (c ;; ¢’) x

apply (auto simp: doesnt-read-def)

apply (rename-tac mds mem c’a mds’ mem’ v va)

apply (case-tac ¢ = Stop)

apply auto

apply (subgoal-tac ¢'a = ¢’ A mds’ = mds N\ mem’ = mem)
apply simp
apply (metis cxt-eval eval,,.unannotated eval,,-simple.seq-stop)
apply (metis (lifting) seq-stop-elim)

by (metis (lifting, no-types) eval,,.seq seq-elim)

lemma seq-doesnt-modify:
[ doesnt-modify ¢ x | = doesnt-modify (c ;; ¢’) =
apply (auto simp: doesnt-modify-def)
apply (case-tac ¢ = Stop)
apply auto
apply (metis (lifting) seq-stop-elim)
by (metis (no-types) seq-elim)

/ i
, mds’, mem”)

inductive-cases seq-stop-elim”. (Stop ;; ¢, mds, mem) ~ (c
lemma seg-stop-elim: (Stop ;; ¢, mds, mem) ~ (c', mds’, mem') =
¢’ =c A mds’' = mds AN mem’' = mem
apply (erule seq-stop-elim”)
apply (metis eval,,.unannotated seq-stop-elim)
apply (metis eval,,.seq seq-stop-elim)
by (metis (lifting) Stmt.simps(28) Stmt.simps(34) cxt-seq-elim)

lemma seq-split:
[ {Stop, mds’, mem”) € loc-reach {cy ;; co, mds, mem) | =
3 mds" mem". (Stop, mds'’, mem') € loc-reach {(c1, mds, mem) A
(Stop, mds’, mem”)y € loc-reach (ca, mds”, mem'")
apply (drule seq-loc-reach)
by (metis Stmt.simps(41))
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lemma while-eval:

(While e ¢ ® annos, mds, mem) ~ ((If e (¢ ;; While e ¢) Stop), mds @ annos,
mem)

apply (induct annos arbitrary: mds)

apply simp

apply (rule cat-eval)

apply (rule eval,,.unannotated)

apply (metis (lifting) evaly,-simple.while)

apply simp

by (metis cxt-eval evaly,.decl)

lemma while-eval”:
(While e ¢, mds, mem) ~~ (If e (¢ ;; While e ¢) Stop, mds, mem)
using while-eval [where annos = []]
by auto

lemma while-eval-elim:
[ (While e ¢ ® annos, mds, mem) ~> (c’, mds’, mem’) | =
(¢'=1If e (c;; While e ¢) Stop A mds’ = mds @ annos A mem’ = mem)
apply (rule ccontr)
apply (insert while-eval deterministic)
by blast

lemma while-eval-elim”:
[ (While e ¢, mds, mem) ~ (c', mds', mem') | =
(¢’ =If e (c;; While e ¢) Stop A mds’ = mds N mem’' = mem)
using while-eval-elim [where annos = [|]
by auto

lemma while-doesnt-read:
[ = ¢ bexp-vars e | = doesnt-read (While e ¢ ® annos)
unfolding doesnt-read-def
using while-eval while-eval-elim
by metis

lemma while-doesnt-modify:
doesnt-modify (While e ¢ ® annos) x
unfolding doesnt-modify-def
using while-eval-elim
by metis

lemma disjES3:
[AVBVC;A=P;B=—P;C=P]=P
by auto

lemma disjE5:
[AvVBYVCVDVE;A—P;B=—P;C = P;D= P;E= P]
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= P
by auto

lemma if-doesnt-read’:
z ¢ bexp-vars e = doesnt-read (If e ¢1 ¢2)
using if-doesnt-read [where annos = |||
by auto

theorem mode-type-sound:
assumes typeable: b mdsy { ¢ } mdsy’
assumes mode-le: mdss < mds;
shows V mem. ((Stop, mdss’, mem’) € loc-reach (c, mdsa, mem) — mdsy’ <
mdsy’) A
locally-sound-mode-use {c, mdsa, mem)
using typeable mode-le
proof (induct arbitrary: mdss mdss’ mem’ mem rule: mode-type.induct)
case (skip mds annos)
thus ?case
apply auto
apply (metis (lifting) skip-eval-step skip-loc-reach stop-no-eval update-preserves-le)
apply (simp add: locally-sound-mode-use-def)
by (metis annotate.simps skip-doesnt-access)
next
case (assign  mds e annos)
hence V mem. locally-sound-mode-use {(z < e) ® annos, mdsa, mem)
unfolding locally-sound-mode-use-def
proof (clarify)
fix mem ¢’ mds’ mem’ y
assume asm: (¢, mds’, mem') € loc-reach ((x < e) ® annos, mdsa, mem)
hence ¢’ = (z < ¢) ® annos A mds’ = mdss V ¢’ = Stop A mds’ = mdsa ®
annos
using assign-loc-reach by blast
thus (y € mds’ GuarNoRead — doesnt-read ¢’ y) A
(y € mds’ GuarNoWrite — doesnt-modify ¢’ y)
proof
assume ¢’ = (z < ¢) ® annos A mds’ = mdsa
thus ?thesis
proof (auto)
assume y € mdsy GuarNoRead
hence y ¢ aexp-vars e
by (metis IntD2 Intl assign.hyps(2) assign.prems empty-iff inf-apply
le-iff-inf)
with assign-doesnt-read show doesnt-read ((z < e) ® annos) y
by blast
next
assume y € mdsy GuarNoWrite
hence z # y
by (metis assign.hyps(1) assign.prems in-mono le-fun-def)
with assign-doesnt-modify show doesnt-modify ((z + e) ® annos) y

94



by blast
qed
next
assume ¢’ = Stop A mds’' = mdsy ® annos
with stop-doesnt-access show ?thesis by blast
qed
qed
thus ?case
apply auto
by (metis assign.prems assign-annos-eval assign-loc-reach stop-no-eval update-preserves-le)
next
case (if- mds annos ¢ mds' co e)
let ?c = (If e ¢1 ¢2) ® annos
from if- have modes-le”: mdsy @ annos < mds @ annos
by (metis (lifting) update-preserves-le)
from if- show Zcase
apply (simp add: locally-sound-mode-use-def)
apply clarify
apply (rule conyI)
apply clarify
prefer 2
apply clarify
proof —
fix mem
assume (Stop, mdss’, mem') € loc-reach (If e ¢1 co ® annos, mdsa, mem)
with modes-le’ and if- show mdsy’ < mds”’
by (metis if-eval-false if-eval-true if-loc-reach stop-no-eval)
next
fix mem ¢’ mds’ mem’ z
assume (¢’, mds’, mem') € loc-reach (If e c1 co @ annos, mdsa, mem)
hence (¢’ = If e ¢1 c2 ® annos A mds’ = mdss) V
(3 mem?”. (¢’, mds’, mem”) € loc-reach (c1, mdsy ® annos, mem’’)) v
(3 mem?”. (¢’, mds’, mem”) € loc-reach (c2, mdsa ® annos, mem'’))
using if-loc-reach by blast
thus (z € mds’ GuarNoRead — doesnt-read ¢’ x) A
(x € mds’ GuarNoWrite — doesnt-modify ¢’ x)
proof
assume ¢’ = If e ¢1 co ® annos A mds' = mdss
thus ?thesis
proof (auto)
assume z € mdss GuarNoRead
with (bexp-vars e N mds GuarNoRead = {}) and (mdsy < mds) have z ¢
bexp-vars e
by (metis IntD2 disjoint-iff-not-equal inf-fun-def le-iff-inf)
thus doesnt-read (If e ¢1 co ® annos)
using if-doesnt-read by blast
next
assume € mdsy GuarNoWrite
thus doesnt-modify (If e ¢1 ca ® annos) x
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using if-doesnt-modify by blast

qed
next
assume (Imem’. (c¢’, mds’, mem?) € loc-reach (c1, mdss @ annos, mem'’))
\%
(Fmem'. (c', mds', mem') € loc-reach (ca, mdss @ annos, mem'’))
with if- show ?thesis
by (metis locally-sound-mode-use-def modes-le’)
qed
qged
next

case (while mdsa mds annos ¢ e)
hence mdss © annos < mds ® annos
by (metis (lifting) update-preserves-le)
have while-loc-reach: )\ ¢’ mds’ mem' mem.
(¢, mds’, mem')y € loc-reach (While e ¢ @ annos, mdsa, mem) —>
¢ = While e ¢ ® annos A\ mds’ = mdsy V
= While e ¢ AN mds’ < mdsa V
Stmt.If e (¢ ;; While e ¢) Stop A mds’ < mdsa V
= Stop A mds’ < mdsa V
(3¢ mem” mdss.
c'=c";; While e ¢ A
mdss < mdsa A (¢, mds’, mem’) € loc-reach (c, mdss, mem'’))
proof —
fix mem ¢’ mds’ mem’
assume (c¢’, mds’, mem') € loc-reach (While e ¢ ® annos, mdsa, mem,)
thus ?thesis ¢’ mds’ mem’ mem
apply (induct rule: loc-reach.induct)
apply simp-all
apply (erule disjE)
apply simp
apply (metis <mdss @ annos < mds @ annos) while.hyps(1) while-eval-elim)
apply (erule disjE)
apply (metis while-eval-elim”)
apply (erule disjE)
apply simp
apply (metis if-eval-elim’ loc-reach-refl’)
apply (erule disjE)
apply (metis stop-no-eval)
apply (erule exE)
apply (rename-tac ¢’ mds’ mem’ ¢’ mds” mem'' c¢”a)
apply (case-tac ¢’’a = Stop)
apply (insert while.hyps(3))
apply (metis seq-stop-elim while.hyps(3))
apply (metis loc-reach.step seg-elim)
by (metis (full-types) loc-reach.mem-diff)
qed
from while show ?case
proof (auto)

C/
c/
C/
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fix mem
assume (Stop, mdss’, mem’) € loc-reach {While e ¢ ® annos, mdss, mem)
thus mdsy’ < mds @ annos
by (metis Stmt.distinct(35) stop-no-eval while.hyps(1) while-eval while-loc-reach)
next
fix mem
from while have bexp-vars e N (mdsy & annos) GuarNoRead = {}
by (metis (lifting, no-types) Int-empty-right Int-left-commute (mdss @ annos
< mds ® annos) inf-fun-def le-iff-inf)
show locally-sound-mode-use (While e ¢ ® annos, mdsa, mem)
unfolding locally-sound-mode-use-def
apply (rule alll)+
apply (rule impl)
proof —
fix ¢’ mds’ mem’
def ic = (While e ¢ ® annos, mdss, mem)
assume (c’, mds’, mem’) € loc-reach lc
thus V z. (z € mds’ GuarNoRead — doesnt-read ¢’ z) A
(z € mds’ GuarNoWrite — doesnt-modify ¢’ x)
apply (simp add: lc-def)
apply (drule while-loc-reach)
apply (erule disjE5)
proof (auto del: conjI)
fix z
show (z € mdss GuarNoRead — doesnt-read (While e ¢ ® annos) x) A
(z € mdsy GuarNoWrite — doesnt-modify (While e ¢ ® annos) )
unfolding doesnt-read-def and doesnt-modify-def
using while-eval and while-eval-elim
by blast
next
fix z
assume mds’ < mdsa
let ¢’ = If e (¢ ;; While e ¢) Stop
have z € mds’ GuarNoRead — doesnt-read ?¢’ z
apply clarify
apply (rule if-doesnt-read’)
by (metis Intl «mds’ < mdsa) empty-iff le-fun-def set-rev-mp while.hyps(1)
while.hyps(4))
moreover
have z € mds’ GuarNoWrite — doesnt-modify ?¢’ x
by (metis annotate.simps(1) if-doesnt-modify)
ultimately show (z € mds’ GuarNoRead — doesnt-read ?c’ x) A
(z € mds’ GuarNoWrite — doesnt-modify ¢’ x) ..
next
fix z
assume mds’ < mdsa
show (z € mds’ GuarNoRead — doesnt-read Stop z) A
(z € mds’ GuarNoWrite — doesnt-modify Stop x)
by (metis stop-doesnt-access)
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next
fix ¢' z mem' mdss
assume mdss < mdsa
assume (c¢’/, mds’, mem’) € loc-reach (c, mdss, mem'’)
thus (z € mds’ GuarNoRead — doesnt-read (c'';; While e ¢) ) A
(z € mds’ GuarNoWrite — doesnt-modify (¢’ ;; While e ¢) x)
apply auto
apply (rule seq-doesnt-read)
apply (insert while(3))
apply (metis (mdss < mdsa) locally-sound-mode-use-def while.hyps(1))
apply (rule seq-doesnt-modify)
by (metis (mdss < mdsa) locally-sound-mode-use-def while.hyps(1))
next
fix z
assume mds’ < mdsa
show (z € mds’ GuarNoRead — doesnt-read (While e ¢) z) A
(z € mds’ GuarNoWrite — doesnt-modify (While e c) x)
unfolding doesnt-read-def and doesnt-modify-def
using while-eval’ and while-eval-elim’
by blast
qed
qed
qed
next
case (seq mds ¢q mds’ co mds"’)
thus “case
proof (auto)
fix mem
assume (Stop, mdss’, mem’) € loc-reach {cy ;; ca, mdss, mem)
then obtain mdsy” mem’’ where (Stop, mdss'’, mem'’) € loc-reach (c1, mdsa,
mem) and
(Stop, mdsy’, mem'y € loc-reach {co, mdss’’;, mem’)
using seq-split by blast
thus mdsy’ < mds”’
using seq by blast
next
fix mem
from seq show locally-sound-mode-use {c; ;; co, mdsa, mem)
apply (simp add: locally-sound-mode-use-def)
apply clarify
apply (drule seg-loc-reach)
apply (erule disjE)
apply (metis seq-doesnt-modify seq-doesnt-read)
by metis
qed
next
case (sub mdsa"' ¢ mdss’ mdsy mdsy’ ¢q)
thus ?case
apply auto
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by (metis (hide-lams, no-types) inf-absorb2 le-infI1)
qed

end

end
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