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Abstract Cassandra, a Security-Certifying App Store for Android, is a
tool that allows its user to specify information-flow requirements and
to analyze apps against these requirements before they are installed
on the user’s mobile device. The information-flow analysis is performed
statically by means of a security-type system for Dalvik bytecode, the
language in which Android apps are typically distributed. One of Cas-
sandra’s distinguishing features is the soundness result for its analysis,
which ensures that only apps adhering to the given security require-
ments pass the analysis. This report presents the formal foundations of
the type-based information-flow analysis of Cassandra and the corre-
sponding soundness result. To the best of our knowledge, this is the first
sound information-flow analysis for Dalvik bytecode.
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1 Introduction

Modern Android smartphones operate on all kinds of their user’s private infor-
mation including, e.g., contacts, calendars, GPS location, and browsing history.
Whereas the Android operating system provides some protection mechanisms for
private data [Prob], these mechanisms do not provide control and transparency
on how apps use the private data. In fact, studies [TK10, [EOMCI11] show that
many apps actually abuse private data by sending it silently over the Internet,
e.g., to advertising companies.

These leaks of private data are possible because the built-in protection mech-
anisms of the Android operating system, such as the permission system, allow to
restrict access to private data, but cannot control the propagation of such data
after access has been granted. One possible solution to deal with this shortcom-
ing is to augment the available protection mechanisms with information-flow
control [DD77|, which allows to control where private data is propagated.

Following this idea, we developed Cassandra, a Security-Certifying App Store
for Android. Cassandra is a tool that allows its user to check apps against his
personal information-flow requirements before installing them on the mobile de-
vice. Cassandra consists of a server, providing apps and the security analysis
service, and a client-app, supporting the selection of apps and control of the
security analysis. The functionality of Cassandra resembles that of existing app
stores, e.g., F-Droid [Lim], augmented by means to specify security requirements
and to analyze apps against these requirements.

The analysis of apps with Cassandra is performed statically by means of
a novel security-type system in the style of [VIS96]. Cassandra’s security-type
system operates on Dalvik bytecode, the format in which Android apps are
typically distributed. It detects data leaks as well as implicit information leaks
that occur through control-flow dependencies on secrets.

The trust in Cassandra’s information-flow analysis is substantiated by a proof
that all typable programs satisfy a noninterference-like security property [GM82]
with respect to formal semantics of Dalvik bytecode. This result ensures that the
security-type system underlying the analysis of Cassandra detects all information
leaks in an app with respect to a given information-flow requirement.

The purpose of this report is to give details on Cassandra’s security-type
system and its formal foundations. More specifically, we present

— the syntax and operational semantics for an abstract version of the Dalvik

bytecode language (Section ,

— the formalization of a timing- and termination-insensitive noninterference-

like security property for programs in this abstract language (Section 7

— the definition of the security-type system that enforces the security property

(Section [4)), and

— the soundness proof for this security type system, ensuring that all typable

apps satisfy the given information-flow security requirements (Section .
To the best of our knowledge, the presented security-type system is the first
information-flow analysis for Dalvik bytecode that has been proven sound.




1.1 Notational Conventions

We use the notation f : X — Y for partial functions, i.e., functions where some
x € X are mapped to values in Y and for some z € X the value of f is undefined.
We denote that the value for x is undefined by f(z) = L. The domain of the
partial function f is denoted dom(f). For the range of a function f, we write
rng(f).

We denote the composition of two functions g : Y — Z and f : X — Y by
go f where (go f)(z) = g(f(x)) for all z € X.

For all functions f : X — Y, elements zy,...,2, € X and y1,...,y, € Y,
we denote by f[z1 — wy1,...,Zn — yn] the updated function that maps each
x; € {z1,...,2n} to the corresponding y; and each z € X\ {z1,...,2,} to f(z).

We denote the inverse of an injective function f : X — Y by f~1, i.e., for all
r€ X andally €Y, f~}(y) = z if and only if f(z) = y.

We denote the type for a list of elements of type T by T*. Given a list L € T™,
we write length(L) for the length of L, and L[i] for the i-th element of the list
L starting from ¢ = 0. The empty list is denoted by [| and the list L € T* with
the entries t1,...,t, € T is written [t1,...,t,].

We use Ny to denote the set of natural numbers including 0. For any set X,
P(X) denotes the powerset of X, i.e., the set of all possible subsets of X. For
any two sets X, Y, we denote by X Cg, Y that X is a finite subset of Y.

2 The ADL Programming Language

This section introduces ADL (Abstract Dalvik Language), an abstract version of
the Dalvik bytecode language [Proc]. ADL was designed with the idea in mind to
focus on the information-flow aspects of the original Dalvik bytecode language
and to abstract from less relevant operational details. The instruction set of ADL
is based on [Manl11].

2.1 Syntax of ADL
The syntactical domains of ADL include the following underspecified sets:

CID : set of class names
FID : set of field names
MID : set of method names
S : set of string symbols
N : set of numerical symbols (e.g., integers and floating point numbers)
L. : set of constant memory locations
F : set of fields

The sets CID, FID, and MID are assumed to be mutually disjoint. Memory
locations from the set L. are used to refer to global constants. Elements from
the set F allow to uniquely identify fields, since different field names could refer
to the same fields due to inheritance.



Register names of the form v; for some number 7 are used to refer to registers
in the syntax of ADL.

Definition 1 (Register names). The set of register names X is defined by
X ={v; | i € Ng}.

The sets of ADL operators are divided into sets UN OP of unary operators,
BINOP of binary operators, and RELOP of relational operators.

Definition 2 (Operator symbols). Let CONV be a set of symbols of type
casting operators, then the sets of operator symbols are defined by

UNOP = {—, -} UCONV,
BINOP = {+,—,%,/,%,N\,V,®, <<, >> >>>}, and
RELOP = {=,#4,<,>,<,>}.

The underspecified set CON'V contains symbols for type casting operations
that convert between 32 bit and 64 bit values (e.g., integer to long), and from
one representation to another representation with the same length (e.g., integer
to float). UNOP is the set of symbols for unary operations, e.g., the negation
of a value. The set BZNOP contains symbols for binary operations, such as
addition and subtraction. The set RELOP is the set of symbols of operations
that compare values, e.g., for equality.

Definition 3 (ADL instructions). The set ZNSTR of ADL instructions
contains the following instructions:

Arithmetic Instructions
move Vg, Vp

move-wide vg, Uy

const vg,n

const-wide vq,n

Cmp Vg, Vb, Ue

cmp-wide vg, Up, Ve

unop g, Vp, UOP
unop-wide v, Up, UOP
unop-wideS v,, Up, UOP
unop-wideT v,, vp, uOp
binop g, Up, Ve, bop
binop-wide v, vp, V¢, bop
binop-2addr v, vy, bop
binop-2addr-wide v, vy, bop
binop-1it vg, vy, n, bop

Control Flow Instructions
nop
goto n

if-test vy, vy, , TOP
if-testz vy, n,r0p

Object-Related Instructions
instance-of v,, vy, cl
new-instance v, cl
const-string v,, s
const-class vg,cl
iget vg, vy, fid
iget-wide v,, vy, fid
iput vg, vy, fid
iput-wide vg, vy, fid
sget v, fid
sget-wide v, fid
sput v, fid
sput-wide v, fid

Array-Related Instructions
array-length v,, vy
new-array g, Up



filled-new-array vg,..., Ve, N invoke-interface v,,..., Ve, n, mid

filled-new-array-range v, n invoke-static vg,..., Ve, N, mid

fill-array-data v,, ug, ... Up invoke-virtual-range v,,n, mid

aget Vg, Up, V¢ invoke-super-range v,, n, mid

aget-wide vq, Vp, Ve invoke-direct-range v,, n, mid

aput v,, Up, Uc invoke-interface-range vy, n, mid

aput-wide v,, vy, Uc invoke-static-range v,,n, mid
move-result v,

Method-Related Instructions move-result-wide v,

invoke-virtual v,,...,V.,n,mid return-void

invoke-super vg, ..., U, N, mid return v,

invoke-direct v, ..., Ve, n, mid return-wide v,

where n € N denotes a constant numerical value, s € S denotes a constant
string, mid € MZID denotes a method name, fid € FID denotes a field name,
cl € CID denotes a class name, vg, vy, Ve, Vg, Ve € X denote registers, u; € (N U
L.) for all i € Ny denote constant values, rop € RELOP denotes a relational
operator, uop € UNOP denotes a unary operator, and bop € BIN OP denotes
a binary operator.

The intuitive meaning of the ADL instructions will be introduced in Sec-
tion The set of instructions abstracts from actual Dalvik bytecode instruc-
tions in aspects that have no impact on the the information flow analysis (e.g.,
the the actual number of method parameters, or the type of arrays in array spe-
cific instructions). Details on which concrete Dalvik bytecode instructions are
covered by the instructions of Definition [3] can be found in Appendix [B]

Each instruction represents one atomic computation step. To represent com-
plex computations, methods are defined as non-empty lists of instructions.

Definition 4 (ADL methods). The set M of all ADL methods is defined by
M=INSTR"\].

We assume a total function params : MZD — Ny that specifies the number
of parameters of a method with a given name.

In Dalvik bytecode programs, methods and fields are declared by classes.
All classes are organized in a class hierarchy, which defines the accessibility of
methods and fields. This means that classes can extend other classes (i.e., super
classes) to inherit and overwrite methods and inherit fields from their super
class. In ADL programs, the declaration of fields and methods as well as the
class hierarchy that supports the inheritance of fields and methods is modeled
implicitly by five partial functions:

— lookup-field : FZD — F returns the field corresponding to the given field
name.

— lookup-direct : MZD x CID — M returns the method with the given name
declared by the class with the given name. If the class does not declare a
method with the given name, lookup-direct is undefined.



— lookup-super : MZD x CID — M returns the method with the given name
declared or inherited by the super class of the class with the given name. If
there is no such method declared or inherited by the super class, lookup-super
is undefined.

— lookup-virtual : MZD x CID — M returns the method with the given name
declared or inherited by the class with the given name. If there is no such
method declared or inherited by the class with the given name, lookup-virtual
is undefined.

— lookup-static : MZD — M returns the static method with the given name.
If there is no such method lookup-static is undefined.

Definition 5 (ADL programs). An ADL program P is a tuple

P = (CIDP7 ]:IDPa MIDP7 MP7 ]:P7
lookup-fieldp, lookup-staticp, lookup-directp,

lookup-superp, lookup-virtualp), where
CIDp Chin CID, FIDp Chin FID, MIDp Chin MID, Mp Chin M, Fp Chin F,

lookup-fieldp : FIDp — Fp,
lookup-staticp : MIDp — Mp,
lookup-directp : MIDp x CIDp — Mp,
lookup-superp : MIDp x CIDp — Mp, and
lookup-virtualp : MZIDp x CIDp — Mp.

An ADL program consists of finite sets of class names, field names, method
names, methods, fields, and functions for looking up fields and methods. The
sets of names correspond to the classes, fields, and methods that the program
declares. The set of methods contains the method definitions required by the
program. The five partial functions define the declaration and inheritance of
fields and methods with respect to the classes of the program.

Remark 1. In the remainder of this report, we assume an arbitrary but fixed
program P with corresponding sets and functions as of Definition

2.2 Semantics of ADL

We define the operational semantics of ADL in the spirit of Barthe, Pichardie,
and Rezk [BPROT7, BPROS|, who developed a formal semantics for the bytecode
language of the Java Virtual Machine. Our proposed semantics for Dalvik byte-
code is based on the official documentation of the Android Open Source Project
[Proc].

The operational semantics of ADL programs is defined in terms of a tran-
sition relation on execution states. Each state specifies the position of the next
instruction to be executed in the program and the current state of the memory,
where the memory consists of the state of the registers and a heap. Execution
states and their underlying domains are defined as follows.



Definition 6 (Semantical domains). The semantical domains of ADL pro-
grams are defined by

L=L. UL, locations
VYV =NU LU/ {void} values
O=CIDx (F—=YV) objects
A=Ny x (Ng = V) arrays
Xres = {resultiower, resultypper } reserved registers
R=(XUXs) =V register states
H=L—~(OUA heaps
C=HxNygxR intermediate states
Chinal =V X H final states

where L, with £, N L. =0 is the set of variable locations, void is a special value
such that void ¢ (N'U L), and resultiower, resultypper are special registers such
that resultiower, resultypper ¢ X.

The set £ of locations consists of the locations £, of constants and class
objects that can be statically referred to from the bytecode and of the variable
locations £, at which dynamically created objects and arrays are stored. The
set V contains wvalues that can be stored in registers, fields, and arrays. These
are, most importantly, numerical values and locations. The special value void
only occurs as the result of methods with the return type void, i.e., methods
that do not return a value, and in uninitialized registers. An object from the set
O consists of a class name that specifies its type and a mapping of its fields to
values. An array from the set A has a length and entries which are represented
by a partial function that maps each index of the array to a value. A natural
number is an index of a given array if it is smaller than the length of the array.
This definition of arrays requires that A/ contains at least the natural numbers
Ny as self-evaluating numerical symbols.

The states of the registers are represented as a mapping of register names to
values. Any function r € R returns, for any register name v, a € Ny, the value
r(v,) that is stored in the given register. The special registers result;oyer and
resultypper are reserved to store the return values of method calls. The result of
methods with 32 bit return values is obtained through register result;pye-. The
return values of 64 bits are divided into both registers: the lower 32 bits of the
result value are stored in result;ower and the upper 32 bits in resultypper-

A heap stores objects, arrays, as well as special class objects in which values
of static fields are stored. For a given location | € £, a heap h € H returns the
instance h(l) stored at that location. If nothing is stored at the given location,
h(l) is undefined.

Intermediate states (h,pp,r) € C consist of the program point pp € Ny of the
next instruction to be executed and the current memory state, represented as a
heap h € ‘H and a register state r € R. The program point corresponds to the
index of the instruction in the executed method. When a method terminates, it



yields a final state (u, h) € Csnal- A final state is a tuple of the returned value of
the method v € V, and the heap h € H at the point in time when the method
terminated.

To increase the readability of frequently used operations on objects and ar-
rays, we introduce corresponding selector functions and abbreviations.

Definition 7 (Selectors for objects). For all objects o € O, mappings of
fields to values F : F =V, and class names ¢ € CID such that o = (¢, F), the
function -.class : O — CID is defined by o.class = ¢ and the function -.fields :
O — (F =) is defined by o.fields = F.

The functions -.class and -.fields are selectors for the class of objects and
the state of their fields respectively. To access the value of the field f of the
object o, we write o.f as a shorthand for o.fields(f). Moreover, we write o[ f1 —
Ul,y..., fn > uy] to denote the object (o.class,o.fields[f1 — u1,..., fn — uyl),
i.e., the object that is equal to o except that the fields fi,..., f, map to the
values uy, ..., Uy,.

Definition 8 (Selectors for arrays). For all arrays a € A, lengths n € Ny,
and maps of indices to values m : Ng = V such that a = (n,m), the function
-length : A — Ny is defined by a.length = n and the function -.entries : A —
(Ng — V) is defined by a.entries = m.

The functions -.length and -.entries are selectors for the length of arrays and
their entries, respectively. To access the entry at index ¢ of some array a, we write

a[i] as shorthand for a.entries(i). Moreover, we write afiy — u1, ..., %, — u,] for
referring to the array (a.length, a.entries[iy — wuq,... i, — u,]), i.e., the array
in which the values at the positions i1, ...,4, are set to uy,...,uy.

Semantics of methods. The effect of the execution of a method m € M
of some program P is defined based on the relation i}ﬁ;)mg C x (Ng X Cfinal) on
execution states. The relation is parametric in the method m and in the program
P that defines the method.

The formal definition of l}gm and the definition of the execution relation for

instructions w(j%mg C X (No X (CUCfinal)) are mutually recursive. For the definition

of the relation llg;?m we briefly provide the intuition of the relation w(g’m which

is formalized later. Intuitively, the judgment (h, pp, r) w(?a?m (W', pp’,r") denotes
that the instruction at program point pp of the method m defined by program P
executed in the initial memory given by A and r yields the possibly changed heap
I, register state r’, and determines the instruction at program point pp’ as the

next instruction to be executed. The judgment (h,pp,r) msgm (u, ') denotes
that the instruction at program point pp of the method m defined by program P
executed in the initial memory given by h and r terminates the execution of the
method and returns the value u and the possibly changed heap h’. In addition to

the resulting states, l}g;?m and w(ja),m both relate a natural number to the input



state. It represents the number of method calls executed during the computation
of the resulting state. This number is only relevant for the proof of soundness of
the type system given in Chapter [5] It does not affect the computation of the
resulting state for any instruction or method.

Definition 9 (Transition relation for methods). Let m € Mp be any

method defined by program P. The execution relation u;)mg C x (Ng X Cfinal)
for method m of program P is defined by the following rules:

(h,pp,r) W(??m (u, h')
(h,pp,r) V50, (u, by

(hypp, )~ (W ppls7") (W, pp 1) u&fni {u, h'")
(hypp.r) U™ (u, )

where h,h',h" € H, pp,pp’ € Ng, r,7" € R, u €V, and n,n’ € Ny.

The judgment (h,pp,r) l}g;)n (u, h') represents the terminating execution of
a method. If some initial state (h,pp,r) € C and some final state (u,h’) € Cfinal
are related by l}gzn, the method m of program P executed in the initial register
state r and heap h recursively calls n methods and terminates in the possibly

changed heap h’ while returning the result u.

Definition 10 (Semantics of methods). Let m € Mp be a method defined
by program P. The method m executed in any initial heap h € H and register
state r € R terminates yielding the return value v € V and the final heap h' € H

after n € Ng method calls occurred, if and only if (h,0,r) gzn (u, h').

The constant number 0 in the initial configuration indicates that the execu-
tion of methods always starts from the first instruction.

Semantics of programs. Android applications usually have more than one en-
try point method with which they start their execution [Proal, e.g., Activity.-
onCreate() or Activity.onResume (). We denote the set of method names of
entry points of the program P by the subset EPp of MZDp. Hence, the possible
semantics of an ADL program P under any suitable initial state (h,0,7) € C
corresponds to the semantics of any such method m € Mp.

A “suitable” initial heap h € H contains at least the objects of string
constants and classes that are used in the program, as well as a special class
object for each class that holds the values of its static fields. The function
nameToReference : (CZD U S U FID) — L. maps the syntactical representa-
tion of these objects (class names, strings, and names of static fields) to the
locations of the respective objects on the heap. Since these locations can be re-
ferred to from the bytecode, they are constant over all program executions. We



moreover assume that the initial register state r € R maps the registers for the
parameters of the method to suitable initial values, e.g., to valid locations of
objects of the proper type on the heap, and that all other registers map to void.
These assumptions are adequate as, in practice, the Dalvik virtual machine takes
care of the proper initialization of class objects, static fields, and type safety.

Semantics of instructions. Values in Dalvik bytecode can be 32 or 64 bit wide
whereas all registers are 32 bit wide. Values that are 64 bit wide are therefore
stored in two consecutive registers [Proc]. This is also reflected in a set of ADL
instructions specifically for the handling of 64 bit values, i.e., instructions with
the suffix ~wide. The definition of the semantics of these ADL instructions often
depends on the conversion of 64 bit values to 32 bit values and vice versa. To
this end, we assume the following functions:

— lower : V — V takes a value and returns the value of the first 32 bits.

— upper : V — V takes a value and returns the value of the last 32 bits.

— -e-: )Y xV =V takes two 32 bit values and returns a 64 bit value which is
the concatenation of the inputs.

Note that for 32 bit values, lower and upper yield the same result. We more-
over assume the following auxiliary functions and relations:

assignmentCompatible C CZD x CID
nextFreeLocation : H — L,
defaultObject : CID — O
defaultArray : Ng — A
defaultRegisters : V* — R

Two class names c1,co € CID are related by assignmentCompatible, written
assignmentCompatible(cy, ¢2), if and only if ¢; is a subclass of or equal to cs.
Intuitively, this means that it is safe to assign an object of class ¢y to a register or
field of the type co. The partial function nextFreelLocation returns a free variable
location on the heap, unless the heap is full. It is used in the semantics of
instructions that create objects or arrays to determine where to put them on
the heap. The creation of new objects and arrays is modeled by the functions
defaultObject and defaultArray. The function defaultObject returns an object of
the class with the given name, and the function defaultArray returns an array
with the given length. Both, the object’s and the array’s fields are initialized
with a zero-value corresponding to the type of the field, e.g., 0 for fields of the
type integer, 0.0 for fields containing floating point numbers, the special location
null for fields storing references to objects and arrays, and so on. The function
defaultRegisters allocates a list of registers to store parameter values for method
invocation.

Definition 11 (Register allocation). Let r € R, and = € V*. The function
defaultRegisters : V* — R for register allocation is defined such that

10



defaultRegisters(x) = r if and only if for all i € Nq it holds that

(o) = {x[i] if i < length(x)

void otherwise.

The effect that the execution of instructions has on a state is defined by the

execution relation w(ja),mg C x (Ng X C U Cfipnal). The relation is parametric in a
program P and the current method m defined by P. The execution relation is
defined by rules of the form

premise; ... premise, premise; ... premise,
rName rName

(hy pDy 7Y ~~ o (B p0 1) (b pp, ) P (1, 1)

for each instruction. To keep the rules clutter-free, we assume the method defi-
nitions to be well-formed with respect to the Dalvik bytecode verifier [Prod|. In
particular, we assume type-correct programs, and that all numerical values that
are given as parameters, such as n in goto n, lie within the range that is sensible
for the parameter.

In the following, we present the semantics of selected instructions that are
representative for groups of similar instructions. The semantics of the remaining
instructions from Definition [3] are given in Appendix [C]

Arithmetic instructions. Arithmetic instructions compute values from given pa-
rameters, e.g., constants or values stored in registers. All have in common that
they do neither access the heap nor invoke any methods. The instruction to
be executed after an arithmetic instruction is always the next instruction in the
method, i.e., the instruction at the current program point plus one. In the follow-
ing, the function wop denotes the semantics of the operation uop on the domain
N. The functions bop, and rop denote the semantics of the operation bop on the
domain N, respectively rop on the domain V, and are used in infix notation.
The instruction move copies the value from register v, to register v, as it is
reflected in the judgment derivable with the rule (rMove). The instruction const
stores a constant numerical value in a register. The instruction unop stores the
result of applying the unary operation uop to the parameter v, in the given
destination register v,. The instruction binop applies the binary operation bop
to the values from v, and v, and stores the result to v,. o

Control flow instructions. Control flow instructions define the control flow in
the executed method. They allow to continue execution at any instruction in the
method. They have no effect on the heap or registers and they do not invoke
any methods.

The instruction nop executes without changing the program state besides
selecting the next instruction in the method for execution. The instruction goto
sets the next instruction to be executed to the instruction with the offset n from
the current program point. The semantics of if-test is defined by two rules.
The rule (rIfTestTrue) covers the case where the comparison of the values in

11



m[pp] = move vq,vp

rMove ©
(hypp, 1) ~ P (hypp + 1,7 [va = 7(vs)])
= t
Const m[pp] = const va,n

(h,pp7 T> V\SOP)’m <h'7pp+ 17T[Ua = n]>

m[pp] = unop va, vy, uop  u = uop(r(vs))

rUnop ©
(hypp,T) ~pm (h,pp + 1,7[ve = ul)

m[pp] = binop va,vs,vc,bop = = r(vy) bop T(vc)
rBinop —

(h, pp,7) P (h,pp + 1,7[va — z])

Figure 1. Semantics of arithmetic instructions

m[pp] = nop
rNop ©
(h,pp,r) ~> P (hypp +1,7)
m[pp] = goto n
rGoto [pp](o) &
(h,pp, 1) ~>Pom (hypp +m,7)
mpp] = if-test wa,vp,n,70p  7(va) rop r(vs)

rIfTestTrue

0
(hy D7)~ P (hy pp +1,7)

m[pp] = if-test wva,vp,n,rop  —(r(ve) rop r(vp))
rIfTestFalse —

0
(hyppy7) ~ P (hypp +1,7)

Figure 2. Semantics of control flow instructions

12



v, and v, by the operator rop yields true. In this case, the instruction to be
executed is set to the instruction with the offset n from the current program
point. The rule (rIfTestFalse) covers the case where the comparison of v, and vy,
yields false. It selects the next instruction of the method for execution.

Object-related instructions. Object-related instructions read from or write to
objects on the heap. All instructions select their immediate successor in the
method to be executed next. None of the instructions invokes any methods.

The semantics of the instruction instance-of cousists of two rules, (rIn-
stanceOfTrue) and (rInstanceOfFalse). If the class of the object referenced by vy
is a subtype of cl, the value 1 is stored in v,. Otherwise, 0 is stored in v,. Hence,
the result is 1 if and only if the object referenced by register v, is an instance
of the class cl. The instruction new-instance creates a new object of the given
class and stores a reference to it in v,. The location to create the object at is de-
termined by the function nextFreelLocation whereas the new object is determined
using defaultObject. The instruction const-string stores the reference to the
constant string object with the given text s in v,. The initial heap we assume
already contains all constant string objects of a program and the reference to the
specific string’s location is determined through the function nameToReference.
The instruction const-class works like const-string but taking a class name
as its second parameter. The instruction iget copies the value from the field
with the name fid of the object referenced by v, to v,, provided that the ob-
ject exists at the specified location and has the respective field. The function
lookup-field » is used to obtain the field for the given field name. On the same
lines as iget, the instruction iput stores the value of v, in the field fid of the
object referenced by v,. The instruction sget stores the value from the static
field denoted by fid in v,, given that the respective special object declares the
field. The location of the special objects that hold the values of static fields are
obtained using nameToReference. The instruction sput stores the value from v,
in the static field fid.

Array-related instructions. Array-related instructions create, access, and manip-
ulate arrays on the heap. As for the object-specific instructions, all array-specific
instructions select their immediate successor in the method to be executed next
and none of the instructions invokes any methods.

The instruction array-length stores the length of the array referenced by
a location in v, to v,. The instruction new-array creates a new array of the
length stored in vy, stores the array at a new location on the heap, and stores the
location of the new array in v,. The new location is determined using the function
nextFreeLocation and the new array is determined using defaultArray. The length
of the array is required to be greater than or equal to zero. The instruction
filled-new-array-range creates a new array in the same way as new-array. In
addition, filled-new-array-range stores the values of n consecutive registers
starting from the parameter register vy in the array. The location of the new
array on the heap is stored in the result register result;oyer-- The instruction aget
stores the value at the index given in v. of the array referenced by the location
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m[pp] = instance-of v4,vp,cl  T(vs) € dom(h)
assignmentCompatible(h(r(vp)).class, cl)

rInstanceOfTrue 5
(hypp ) P (hypp + 1, 7fve = 1))
m[pp] = instance-of v4,vp,cl  T(vs) € dom(h)
—(assignmentCompatible(h(r(vp)).class, cl))
rInstanceOfFalse

(hy D, ) ~~ P (B pp + 1,7 > 0])

m[pp] = new-instance vq,cl  h € dom(nextFreeLocation)
l = nextFreeLocation(h)

rNewlInstance 5
(h,pp,T) w<p3m (h[l — defaultObject(cl)], pp + 1, r[va = 1])

m[pp] = const-string v.,s s € dom(nameToReference)

rConstString 5
(h,pp,T) '\M(P?m (h,pp + 1, r[va — nameToReference(s)])

m[pp] = const-class vq,cl ¢l € dom(nameToReference)

rConstClass 5
(h,pp,7) W(P),m (h,pp + 1,7[va — nameToReference(cl)])
mlpp] = iget va,vs, fid  fid € dom(lookup-fieldp)
r(vs) € dom(h) o= h(r(vs))
f = lookup-field , ( fid) f € dom(o.fields)
rlget ©
(h,pp, ) ~Pm (h,pp + 1,7[ve = 0.f])
mlpp] = iput va,vs, fid  fid € dom(lookup-field )
r(vs) € dom(h) o= h(r(v))
f = lookup-field  ( fid) f € dom(o.fields)
rIput

(hypp7) ~ i (B[F(vs) = o[f = 7(va)]], pp + 1,7)

m[pp] = sget v, fid fid € dom(nameToReference)
I = nameToReference( fid) fid € dom(lookup-field )
f = lookup-field, (fid)  f € dom(h(l).fields) w=h(l).f

0
(h, pp,T) W(P?m (h,pp + 1,7[va = ul)

rSget

m[pp] = sput vg, fid  fid € dom(nameToReference)
I = nameToReference(fid)  fid € dom(lookup-field)
f = lookup-fieldp(fid) o= h(l) f € dom(o.fields)

(hy D, )~ P (B[l = o[f > r(va)]],pp + 1,7)

rSput

Figure 3. Semantics of object-related instructions
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rArrayLength m[pp] = array-length ve, vy  7(vs) € dom(h)

(hy 2P, )~ o (Bypp + 1, 7[va — h(r(vy)).length])

m[pp] = new-array v.,vy h € dom(nextFreelLocation)
| =

nextFreeLocation(h) 0 < r(vs)
rNewArray

(h,pp,T) ->(103>,m (h[l — defaultArray(r(vs))], pp + 1, r[va = 1])

m[pp] = filled-new-array-range vj,n
h € dom(nextFreeLocation)
| = nextFreeLocation(h)  x = defaultArray(n)

=z[0 — oo, — 1+ ne
rFilledNewArrayR ar = a| (V) r r(k+n-1)]

(h, pp,T) Jg?m (h[l — ar],pp + 1, r[resultiower — 1)

m[pp] = aget va,vs,vc T(vs) € dom(h)  ar = h(r(v))

u = ar[r(ve)] 0 < r(ve) < ar.length
rAget ©
(h,pp,7) ~>P.m (h,pp + 1, r[va — u])
m[pp] = aput va,vp,ve  7r(vp) € dom(h) ar = h(r(vs))
x = ar[r(ve) = r(va)] 0 < r(v.) < ar.length
rAput

(hypp,7) ~ o (B[r(v) = @], pp+ 1,7)

Figure 4. Semantics of array-related instructions
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in vy to register v,, given that the value of v, points to an array on the heap and
the index given in v, is within the domain of this array. Correspondingly, the
instruction aput stores the value from v, at the index given in v, of the array
referenced by the location in vy.

Method-related instructions. Method-related instructions comprise instructions
for method invocation, return instructions, and instructions that copy return
values of method calls to registers.

m[pp] = invoke-virtual-range vg,n,mid r(vy) € dom(h)
(mid, h(r(vk)).class) € dom(lookup-virtual )
m’ = lookup-virtual p (mid, h(r(vy)).class)
(h, 0, defaultRegisters([r(vk), . . . 7(Vktn—1)])) ligj,,)ﬂ {(u, ')

rIVR
(h,pp,T) iﬁﬁfﬁ (W ,pp + 1, r[resultipwer — lower(u), resultupper + upper(u)])
m[pp] = invoke-static-range vi,n, mid
mid € dom(lookup-static,)  m' = lookup-staticp(mid)
(h, 0, defaultRegisters([r(vy), . .. 7(vk4n—1)])) U5), (u, b')
rIStR .

(h,pp, ) Sg;:rz (W, pp + 1, r[resultiower + lower(u), resultypper — upper(u)])

m = move-result v,
rMoveR [pp]

(hypp, ) ~ o (B pp + 1, 7[00 > T (resultipwer)])

= t -void
rReturnVoid mipp] rjo)urn vor
<h7pp7 T) P Pm <V0id7 h’>
m = return v,
rReturn el

0
(hy ) B (r(va), h)

Figure 5. Semantics of method-related instructions

The instruction invoke-virtual-range determines the method with the
name mad, declared or inherited by the class of the object referenced by the
location in vy, and executes it. The method definition is determined using
lookup-virtual p. The method is executed from its first statement, i.e., program
point 0, with the current heap and a list of fresh registers that are initialized
with the n parameters of the method, from parameter vy to vgi,—1. The re-
sult value of the method invocation is stored to the special registers resultoyer
and resultypper. Afterwards, the execution continues with the next instruction
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in the current method and with the possibly changed memory resulting from
the method invocation. The number n’ of method calls in the called method m/’
is added to the one call that occurs when m’ is called. Hence, the transition is
annotated with n’ + 1. The semantics of the instruction invoke-static-range
is almost the same as that of invoke-virtual-range but it uses lookup-staticp
instead of lookup-virtualp to obtain the method to execute, identified by the
given method name only. The instruction move-result copies the value from
register resultjower t0 v,. This instruction and move-result-wide (see Defini-
tion [15]in the appendix) are the only instructions that can read the special result
registers and make their values available for other computations. The instruction
return-void terminates the execution of the current method with a transition
to a final state. In case of return-void, the return value is always the constant
void. The semantics of the instruction return only differs from the semantics of
return-void in the value of the final state, which is read from the register that
is given as a parameter.

Instructions for 64 bit values. Many of the instructions discussed in this section
are also available with arguments of 64 bits width. They are mostly similar
to the 32 bit variants but they split 64 bit arguments to store them in two
successive 32 bit registers and combine 32 bit values from two successive registers
to 64 bit values before using them. For their formal semantics, see Appendix [C]
Special instructions without corresponding 32 bit variants are unop-wideS and
unop-wideT.

m(pp|] = unop-wideS va,vp,uop  u = uop(r(vs) @ r(ves1))

rUnopWideS 5
(ho D) P (hypp + 1, 7[va — u])
m([pp] = unop-wideT vq,vp,uop  u = uop(r(vy))
rUnopWideT —

(hypp, ) ~ P (B, pp + 1, 7[va > lower(w), vat1 — upper(w)])

Figure 6. Semantics of conversion instructions for 64 bit values

The instruction unop-wideS applies unary operators that convert a 64 bit
value read from register v, and vp41 to a 32 bit value and stores the result to
register v,. unop-wideT applies unary operators that convert a 32 bit value read
from register v, to a 64-bit value, which is then stored to the registers v, and
Vg+1. Both instructions do not access the heap and execution continues with
their immediate successor in the method.
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3 Security Property

In this section, we introduce the capabilities of our attacker and define a non-
interference-like security property that specifies which programs can be executed
without leaking information to the attacker observing the execution.

We assume an attacker who knows the code of the program that is executed.
He can observe the content of a subset of all storage locations (e.g., registers,
fields, the content of arrays) of the program. For the content of these storage
locations, the attacker can observe the type of the content, e.g., whether it
is a number or location, the class of an object, and the length of an array.
The attacker cannot observe non-termination and timing behavior of a program
execution.

To specify which storage locations in the program are observable to the at-
tacker, we classify them with respect to two security domains, low and high.
Storage locations classified as low are public and may be accessed by anybody.
The domain high is used to classify private storage locations which are not di-
rectly observable by the attacker. To prevent that the attacker learns anything
about private information from observing storage locations classified as low, no
information must flow from storage locations classified as low to storage loca-
tions classified as high. This requirement is formalized by the following flow
policy.

Definition 12 (Flow policy). The flow policy is defined as the lattice (SL,C),
where SL = {low, high} and C = {(low, high), (low, low), (high, high)}.

The flow relation T specifies which flows of information are permitted. For
any two security domains s1,s2 € SL, information may flow from a storage
location classified as s to a storage location with the security domain s, if and
only if s; C so. We write s; U s3 to denote the least upper bound of the two
domains.

How the storage locations of a particular program are classified into the two
security domains is specified with domain assignments.

Definition 13 (Domain assignments).

— The security domains of the parameters and return values of methods are
defined by a set

mda Cq, {(mid, [po, - .., Pn-1],7et) € MIDpxSL*XSL | n = params(mid)}.

— The security domains of fields are defined by a function fda : FIDp — SL.
— The security domain of the content of all arrays in the program is defined as
a constant ada € SL.

We refer to elements of the set mda as method signatures. A method signature
(mid, [po, - . .,Pn-1], ret) denotes that a call of the method mid with n parameters
that are classified as pg to p,—1 yields a return value classified as ret. If fda( fid) =
s, the content stored in a field with the name fid is classified as s. All contents
of all arrays in the program are classified as ada.
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Definition 14 (Security policy). A security policy for a program P consists of
the flow policy (SL,C) and domain assignments for methods mda Cg, MZIDp X
SL* x 8L, fields fda : FIDp — SL, and arrays ada € SL.

Remark 2. For the remainder of this report, we assume an arbitrary but fixed
security policy for program P with domain assignments mda, fda, and ada.

The domain assignments for registers are not directly specified by the secu-
rity policy but are inferred from the method signatures. Registers are assigned
security domains based on their names, independent of a concrete program.

Definition 15 (Domain assignments for registers). The security domains
of registers are defined by functions from the set RDA, where RDA = (X U
Xres = SL). For any two rdaj,rday € RDA, rda; C rday holds if and only if
rda;(x) C rdaz(z) holds for allx € XUX,s. For allrday, rdag € RDA, rda;Lrdas
is defined by (rda; U rdas)(z) = rday(x) U rdag(x) for all x € X U X,es.

Note that the relation C and the function U on domain assignments for
registers are pointwise extensions of C and LI on security domains.

The notion of information flow in a program from a private security stor-
age location to a public storage location is formalized with the security condi-
tion TIN-ADL ( Termination-Insensitive Noninterference for the Abstract Dalvik
Language). Intuitively, it requires that if any entry point of the program is ex-
ecuted in any two initial states that are indistinguishable to the attacker, then
the two final states of the execution are also indistinguishable to the attacker.
Hence, if a program satisfies TIN-ADL, the observable part of the output of any
entry point execution does not depend on the private input of the entry point.
Indistinguishability and the security condition TIN-ADL are formalized in the
following.

3.1 Indistinguishability

Different program executions may yield a different allocation of objects and
arrays on the final heaps. However, any two such heaps may still be indistin-
guishable to the attacker, as long as any observable array or object on one heap
has a corresponding indistinguishable array or object on the other heap. Fol-
lowing Banerjee and Naumann [BNO05], the locations of any two corresponding
observable arrays and objects are related by a partial injective function on loca-
tions 8 : £L — L. This allows to define indistinguishability modulo the placement
of objects and arrays on the heap by making the relations parametric in 5. In
addition, we require 8 to map constant locations to themselves: As the attacker
is assumed to know the program, he also knows the content of the heap at the
constant locations in L., i.e., special class objects that store the values of static
fields, classes, string constants, and so on.

Definition 16 (Partial injective functions on locations). The set B of
partial injective functions on locations is defined by

B=A{8:L— L| B is injective ANVl € L.. B(l) =1}.

19



Two values are indistinguishable for the attacker if they are both void, if they
are the same numerical value, or if they are both locations and the first location
corresponds to the second one with respect to (.

Definition 17 (Indistinguishability of values). Let vi,vs € V be arbitrary
values, and B € B be a partial injective function on locations. The values vy and
vy are indistinguishable, written vi ~g v, if and only if

— v1 = vy = void, or
— there exists a number n € N such that vy = vo = n, or
— v1,02 € L, v1 € dom(p), and B(v1) = va.

The notion of indistinguishability for concatenated values is a straightforward
extension of value indistinguishability.

Definition 18 (Indistinguishability of concatenated values). Let 21,1y,
ZTo,y2 € V be arbitrary values and let f € B be a partial injective function
on locations. The concatenated values x1 ® y1 and zo ® yo are indistinguishable,
written x1 ey ~g T2y if and only if x1 ~g T2 and y1 ~g y2. Two concatenated
values are equal, i.e., x1 ® y1 = T2 ® Yo if and only if x1 = 2 and y1 = yo.

Two register states are indistinguishable if all registers classified as low hold
indistinguishable values.

Definition 19 (Indistinguishability of register states). Let r,’ € R be
two register states, rda € RDA be a register domain assignment, and 5 € B be a
partial injective function on locations. The register states v and r' are indistin-
guishable with respect to rda, written r ~g 4a 7', if and only if for allz € XUX,.cs
with rda(z) = low it holds that r(x) ~g r'(z).

Two objects are indistinguishable for the attacker if they are instances of
the same class, and all fields that could be referenced by a field name of a low
security domain hold indistinguishable values in both objects.

Definition 20 (Indistinguishability of objects). Let 01,02 € O be two ob-
jects, and let B € B be a partial injective function on locations. The objects o1
and oy are indistinguishable, written 01 ~g o2, if and only if

1. oj.class = oy.class and
2. for all fields f € dom(o;.fields) and field names fid € FIDp such that
f = lookup-fieldp( fid), it holds that if fda(fid) = low, then o1.f ~g 0s.f.

Two arrays are indistinguishable for the attacker if they have the same length
and, in case ada = low, all entries are indistinguishable.

Definition 21 (Indistinguishability of arrays). Let a;, as € A be two arrays
and let B € B be a partial injective function on locations. The arrays a; and as
are indistinguishable, written a; ~g as if and only if a;.length = ay.length and
if ada = low, then for all indices i € Ny such that 0 < i < ay.length it holds that
a[i] ~p azli].
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Two heaps are indistinguishable if for all locations on the first heap that are
potentially observable by the attacker, there exists a corresponding location on
the second heap such that the object or array at both locations are indistin-
guishable.

Since the attacker can distinguish between objects and arrays, the partial
function S must not map locations of objects to locations of arrays or vice
versa. To distinguish between locations of arrays and objects, we introduce the
notations dome (h) for the locations that the function h maps to an object and
dom 4(h) for the locations that the function h maps to an array.

Definition 22 (Indistinguishability of heaps). Let hy and hy be two heaps,
and let B € B be a partial injective function on locations. The heaps hy and ho
are indistinguishable, written hy ~g ha, if and only if

1. dom(p) C dom(hy),

2. rng(B) C dom(hs), and

3. for all locations 1 € dom(B), either
(a) 1 € domo(hi), B(l) € domo(hs), and hi(l) ~g ha(B(1)), or
(b) 1 € doma(hy), B(l) € doma(h2) and hq(l) ~z ha(B(1)).

3.2 Security

The indistinguishability relations capture the capabilities of the attacker to ob-
serve differences of any two register states, heaps, and values. Based on these
relations, the security property TIN-ADL formalizes that the attacker cannot
learn more information about the private input of a program that satisfies TIN-
ADL by executing the program and observing the results of the execution.

Definition 23 (TIN-ADL for methods). Let m € Mp be a method of pro-
gram P, mid € MZIDp be a method name, and pg,...pn,ret € SL for some
n € Ng be security domains such that (mid, [po, ..., pn], ret) € mda.

The method m satisfies TIN-ADL with respect to (mid, [pg, . - ., pa], ret) if and
only if there exists a register domain assignment rda € RDA with p; C rda(v;)
for all i € Ny, i < n and for all partial injective functions B € B, register
states 11,19 € R, heaps hy, ho, b, hYy € H, return values uy,ug € V, and natural
numbers ni,ns € Ny such that

T1 ~B,rda T2,
hi ~g ha,
(h,0,71) U5) (ur, 1), and

(ha, 0,m2) 452) (ua, ),

there exists a partial injective function on locations 8’ € B, such that 8 C §',
hi ~g: Ry and, if ret = low, uy ~pr ug.
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A method m satisfies TIN-ADL with respect to a method signature if and
only if for any two terminating executions of m from initial configurations with
indistinguishable registers and indistinguishable heaps, the final configurations
have indistinguishable heaps and, if the method has a public return value, the
return values are indistinguishable. Intuitively, the property ensures that the
attacker who cannot tell apart the initial states also cannot distinguish the final
states after the execution of the method. Hence, the public outputs of a method
that satisfies TIN-ADL do not depend on its private inputs. Note that the do-
main assignment for the registers, rda, classifies the parameter registers of the
method at least as private as declared in the method signature. The classification
of all non-parameter registers does not matter, as these registers are initialized
with void and, thus, intuitively contain public information.

This notion of security is extended to ADL programs by ensuring that each
method that could be called to execute the program, i.e., each entry point,
satisfies TIN-ADL for all signatures of the method. Moreover, to assess the
security of a program the security classification of the entry points must be
complete, i.e., each entry point must have at least one method signature.

Definition 24 (TIN-ADL for programs). Program P satisfies TIN-ADL if
and only if

1. for all method names of entry points mid € EPp there exists pg, . ..pn,ret €
SL for some n € Ny such that (mid, [po, .. .pn],ret) € mda, and
2. for all method names of entry points mid € EPp, methods m € Mp,
classes ¢ € CIDp, and security domains pg,...pn,ret € SL such that
(mid, [po, - .. pnl,Tet) € mda, if
— m = lookup-static(mid),
— m = lookup-direct(mid, c),
— m = lookup-super(mid, ¢), or
— m = lookup-virtual(mid, c)
holds, then m must satisfy TIN-ADL with respect to (mid, [po, . .. pn), ret).

Intuitively, P satisfies TIN-ADL if and only if any method that may be called
on any object to execute the program does not reveal private information to the
attacker.

4 Security Type System

In this section, we present a security-type system that facilitates the certification
of TIN-ADL for ADL programs.

The type system not only captures direct data flows through instructions with
assignments but also indirect information flows through control flow instructions
with branching conditions that depend on private information. To this end,
we utilize the concept of control dependence regions to determine control-flow
dependencies between the instructions of a method, following the approach of
Barthe, Pichardie, and Rezk [BPRO7] who applied it to Java bytecode.
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Definition 25 (Successor relation). Let m € M be an arbitrary method. The
successor relation —,, C Nog xNg of method m is defined such that for all program
points 1, j € Ny, it holds that ¢ —,, 7 if and only if program point j of method m
18 possibly executed directly after the execution of program point i with respect to
the semantics of the instruction at program point i.

Intuitively, the relation —,, specifies the control flow graph of method m.
Based on the control flow graph, the control flow dependency between instruc-
tions of a method can be approximated.

Definition 26 (Control dependence region). Let m € M be an arbitrary
method. The functions region,, : Ng — P(Ny) and jun,, : Ng = Ny are a safe
over approximation of the method’s control dependence regions if they satisfy the
three safe over approximation properties (SOAPs):

SOAP1 For all program points i,j,k € Ng such that i —,, j, i —mn k, and
J#k, k €regiong,(i) or k= junm,(i).

SOAP2 For all program points i,j,k € Ng, if j € region, (i) and j =, k, then
either k € region, (i) or k = jun,(3).

SOAP3 For all program points i,j € Ny, if j € region,,, (i) and there exists no
k € Ng such that j = k, then jun,, (i) is undefined.

The control dependence region of a program point pp with a branching in-
struction, region,, (pp), contains at least those program points that are executed
depending on what the branching condition evaluates to. The junction point cor-
responding to pp, jun.,(pp), specifies an instruction that is again executed in-
dependently of the evaluation of the branching condition. If the method returns
in a control dependence region, this region does not have any junction points.

Remark 3. In the remainder of this report, we assume for all methods m € M
functions region,, : Ny — P(Np) and jun,, : Ng — Ny such that region,, and
jun,, are a safe over approximation of m’s control dependence regions.

To prevent information leaks due to control flow dependencies, the security
type system ensures that no assignments to public storage locations are made
at any program point in the control dependence region of a program point with
a branching instruction that has a condition depending on private information.
For this purpose, the security environment se records for each program point the
upper bound of the security domains of all information that determines whether
the respective program point is executed or not.

Definition 27 (Security environment.). A security environment is a func-
tion se : Ng — SL.

4.1 Security Typing Rules

The judgment m, region,,, mda, fda, ada, ret, se - pp : rda — rda’ is parametric
in the method m, the control dependence region region,,, the set of method sig-
natures mda, the field domain assignment fda, the security domain of all array
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contents ada, the domain ret € SL of the return value of m, and a security en-
vironment se. The judgment denotes that after the execution of program point
pp in the context of m,region,,, mda,fda, ada, ret, se, the security domain as-
signment of the registers must be rda’ if it was rda before. We abbreviate long
judgments by m, - -- F pp : rda — rda’. The typing rules of the form

premise; ... premise,

tName - /
m,region,,, mda, fda, ada, ret, se - pp : rda — rda

are introduced in the following.

Security typing rules for arithmetic instructions. The security typing rules for
arithmetic instructions set the security domain of the target register to at least
the highest security domain of any argument register of the computation, and
at least to the security domain of the environment in which the instruction is
executed. The former ensures that no direct information flows from the argument
registers to the target register occur. The latter rules out indirect information
flows through control-flow dependencies on private information: If a register is
written in the control dependence region of a branching instruction that depends
on private information (i.e., se(pp) = high), then treating the register as private
ensures that the attacker cannot learn from its content which path in the control
flow graph of the method was executed and, thus, what the value of the private
branching condition was. Constant values, as in (tConst), have a low security
domain, as the attacker is assumed to know the program.

Move m[pp] =move vq, vy

m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — rda(vy) L se(pp)]

m[pp] =const v4,n

tConst -
m, regionm, mda, fda, ada, ret, se - pp : rda — rdafv, — se(pp)]

m =uno UVa, Vb, UO
Unop [pp] P Va, Vb, UOP

m, regionm, mda, fda, ada, ret, se - pp : rda — rdafv, — rda(vy) U se(pp)]

m[pp] =binop v, vs,ve,bop  t = rda(vy) U rda(v.) U se(pp)

tBino
P m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafvg > ]

Figure 7. Security typing rules for arithmetic instructions

Security typing rules for control flow instructions. The instructions nop and
goto cannot leak information since they are statically known to the attacker
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and their execution does not depend on additional information from the memory.
The only control flow instructions that may leak information are branchings on
private information. To ensure that they do not cause indirect leaks through
which branch they execute, the security environment of all program points in
the control dependence region of a branching instruction must have at least the
highest security domain of all source registers. If a program point is in a high
security environment, then its instruction is forbidden to make assignments (e.g.,
to fields, arrays, method parameters) that may eventually become visible to the
attacker.

m[pp] = nop

tNo
P m, regionm,, mda, fda, ada, ret, se - pp : rda — rda

m|pp] = goto n

tGoto
m, region,, mda, fda, ada, ret, se - pp : rda — rda
mlpp] = if-test va,vs,n,rop
Vi € regionm, (pp).rda(ve) U rda(vy) E se(5)
tIfTest

m, region,, mda, fda, ada, ret, se - pp : rda — rda

Figure 8. Security typing rules for control flow instructions

Security typing rules for object-related instructions. The rules (tNewlnstance),
(tConstString), and (tConstClass) resemble the rule for loading constant num-
bers. Similarly, the value to be stored in the target register is statically known
and, thus, only information about the control flow could be leaked, which is
prevented by raising the domain of the target register to the domain of the secu-
rity environment. The typing rule (tIget) sets the domain of the target register
to the least upper bound of the security environment, the source field, and the
register holding the reference to the source object. The domain of the register
that holds the object reference is incorporated into the security domain of the
target register, because reading the value from a field also reveals the instance
behind the reference, which may have been set depending on private information.
Incorporating the security domain of the field and the security domain of the
security environment prevents the usual direct and indirect information flows,
respectively. The security typing rule (tIput) ensures that the security domain
of the target field is at least as high as the highest domain of the register holding
the object reference, the source register, and the security environment. As for
(tIget), incorporating the domain of the register with the object reference pre-
vents indirect leaks into the field through aliasing. Incorporating the domains
of the source register and the security environment prevent direct and indirect
information flows, respectively. The rules (tSget) and (tSput) are analogous to
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the rules for instances but without the security domain of the register holding
the object reference.

m[pp] = instance-of wv,,wp,cl
tInstOf -
m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — rda(vy) U se(pp)]
m[pp] = new-instance wvg,cl
tNewlInstance -
m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — se(pp)]
. m[pp] = const-string va,s
tConstString -
m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — se(pp)]
tConstClass ‘ m[pp] = const-class v,,cl
m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — se(pp)]
oot m[pp] = iget va,ws, fid fda(fid) = st t=rda(vs) U st U se(pp)
e
8 m,regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — ]
m[pp] = iput va,ws, fid  fda(fid) = st
rda(ve) U rda(vs) U se(pp) C st
tIput -
m, regionm,, mda, fda, ada, ret, se - pp : rda — rda
tSeet m[pp] = sget vq, fid fda(fid) = st
e
& m, regionm, mda, fda, ada, ret, se - pp : rda — rdafv, — st U se(pp)]
m[pp] = sput vg, fid fda(fid) = st  rda(ve) U se(pp) C st
tSput

m, regionm,, mda, fda, ada, ret, se - pp : rda — rda

Figure 9. Security typing rules for object-related instructions

Security typing rules for array-related instructions. The security typing rules
(tAget) and (tAput) are very similar to the rules (tIget) and (tIput) for fields of
objects. However, array operations do not have a constant field name as param-
eter but address the fields of arrays by dynamic index values stored in registers.
Hence, (tAget) and (tAput) in addition ensure the privacy of the index in register
v.. Rule (tNewA) sets the security domain of a register storing a newly created
array to the least upper bound of the domain of the security environment and
the length of the array. This is because the initial length, stored in register vy,
may be private. For (tFNAR), the initial length of the array is statically known,
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but since the array’s content is initialized with values from registers, the rule
ensures that the domain of the content ada is at least as high as the least upper
bound of the security domains of the argument registers.

tALength m[pp] = array-length ve,vy t = rda(vs) U se(pp)

m, region,, mda, fda, ada, ret, se - pp : rda — rdafv, — ]

m = new-array g,
tNewA el v b

m, regionm, mda, fda, ada, ret, se - pp : rda — rdafv, — rda(vs) U se(pp)]

. k+n—1
m — filled-new-array-range vr,N o rda(v;) C ada
{FNAR [pp] y-range v, L=y (vi) C

m,- - F pp:rda — rdafresultiower — se(pp), resultupper — se(pp)]

mlpp] = aget va,vp,vc t = se(pp) U ada U rda(vy) U rda(ve)
tAget

m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — ]

m[pp] = aput va,vs,v. rda(ve) U se(pp) Urda(vy) U rda(v.) E ada

tAput
N m, regionm,, mda, fda, ada, ret, se - pp : rda — rda

Figure 10. Security typing rules for array-related instructions

Security typing rules for method-related instructions. Rules for method invo-
cation ensure that the called method supports a signature with the respective
security domains of the parameter registers. If there exists such a signature, the
security domain of the result registers is set to the declared return type of the
signature. To prevent indirect leaks due to observable effects of the method calls
on the heap, methods may only be called in a low security environment and, in
case of instance methods, on objects that are stored in a public register. The
rule (tReturn) ensures that the declared security domain of the return value of
the current method is at least the least upper bound of the security domain of
the environment and the domain of the register that contains the return value.

Security typing rules for conversion instructions for 64 bit values. In case a 64
bit value is reduced to a 32 bit value (tUnopWS), the security domain of the
target register is set to the least upper bound of the domains of the two registers
containing the 64 bit value and the domain of the security environment. In case
of converting a 32 bit value to a 64 bit value, the two target registers are set to
the same domain, the least upper bound of the domains of the source register
and the security environment.

The typing rules for 64 bit instructions and the remaining instructions from
Definition [3] are listed in Appendix
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m[pp] = invoke-virtual-range v, n,mid

(mid, [rda(vk), ..., rda(vitn—1)], st) € mda
R se(pp) = low rda(vi) = low
m, -+ pp:rda — rda[resultiower — st, resultupper — St]
m[pp] = invoke-static-range vj,n,mid
{IRS (mid, [rda(vk), ..., rda(Vk4n—1)],st) € mda  se(pp) = low
m,--- b pp: rda — rda[resultiower — St, resultupper — St
m[pp] = move-result v, t = se(pp) U rda(resultiower)
tMoveRes -
m, regionm, mda, fda, ada, ret, se - pp : rda — rdajv, — t]
m = return-void
tReturnVoid - 1)
m, regionm,, mda, fda, ada, ret, se - pp : rda — rda
m[pp] = return v,  se(pp) Urda(ve) C ret
tReturn

m, regionm,, mda, fda, ada, ret, se - pp : rda — rda

Figure 11. Security typing rules for method-related instructions

m[pp] = unop-wideS vq,vp,uop ¢t = rda(vy) Urda(vet1) L se(pp)

tUnopWS
P m, region,, mda, fda, ada, ret, se - pp : rda — rdafv, — t]

m = unop-wideT v, vy, UO! t = rda(vp) U se
UnopWT [pp] P , Up, UOP () U se(pp)

m, region,, mda, fda, ada, ret, se - pp : rda — rdafvg — t, Va1 > t]

Figure 12. Security typing rules for conversion instructions for 64 bit values
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4.2 Typable Methods and Programs

A method is typable if there exists a suitable declaration of the security envi-
ronment and a register domain assignment for each program point, such that
for each potential step in program execution a judgment can be derived in the
security type system for the respective program point.

Definition 28 (Typable method). Let m € Mp be an arbitrary method of
program P with length(m) = k+1 for some k € Ny. Moreover, let mid € MIDp,
and po, . . . pp,ret € SL for somen € Ny such that (mid, [po, - .., pn)], ret) € mda.

The method m is typable with respect to the signature (mid, [po, - .., pn], Tet)
if and only if there exist a security environment se : Ng — SL and register
domain assignments rdag, . .., rda € RDA such that

1. for alli € Ny with i < n it holds that p; C rdag(v;),
2. for all i,j € Ny, if i —,, J then there exists a register domain assignment
rda;- € RDA such that rda; C rda; and the judgment

. . !
m, regionm, mda, fda, ada, ret, se - i : rda; — rda;

18 derivable, and
3. for all i € Ny, if there exists no j € Ny such that i —,, j, then the judgment

m, region,,, mda, fda, ada, ret, se i : rda; — rda;
is derivable.

The first condition ensures that the method treats the parameters given in
the initial register state at least as confidential as they have been declared in the
method signature. The second condition requires that a typing rule is applicable
for each possible transition between program points ¢ and j in the method such
that the register domain assignment resulting from the derivable judgment rda;
is not more restrictive than the fixed register domain assignment rda;. The third
condition requires that a typing rule can be applied for each return instruction
in the method.

To allow for the use of methods that are not part of the analyzed program
itself, e.g., methods of the Android framework, framework C M specifies a set
of trusted methods. The set framework contains only those methods that can be
safely assumed to satisfy TIN-ADL with respect to all applicable signatures in
mda, e.g., after careful manual inspection.

An ADL program is typable with respect to a security policy if each of its
methods is typable with respect to all method signatures that could possibly
apply to the respective method. Each entry point of the program must have at
least one corresponding method signature (see Definition to make sure that
all input and output of the program is classified into one of the security domains,
regardless which entry point is called to start the program.
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Definition 29 (Typable program). The program P is typable if and only if

1. for all method names of entry points mid € EPp there exists pg, . ..pn,ret €
SL for some n € Ny such that (mid, [po, . . .pn], ret) € mda,
2. for all field names fidy, fido € FIDp, it holds that if lookup-fieldp( fidy) =
lookup-fieldp ( fids), then fda(fidy) = fda(fid2), and
8. for all method names mid € MZIDp, methods m € Mp, class names ¢ €
CIDp, and security domains py, . . . pn, ret € SL with (mid, [po, ... pnl,ret) €
mda, if
— m = lookup-static(mid),
— m = lookup-direct(mid, c),
— m = lookup-super(mid, c), or
— m = lookup-virtual(mid, c),
then m € framework or m is typable with respect to (mid, [po, .. .pn], ret).

The first condition requires that each entry point of the program has at
least one declared method signature. The second condition ensures that all field
identifiers that could refer to the same field must have the same security domain.
The third condition requires that all methods which the name of a signature
could refer to must be typable with respect to that signature or be a framework
method.

5 Soundness

In this section, we establish the formal guarantee that if a program is typable
in the security type system from Section [4] then it also satisfies the security
condition TIN-ADL from Section Bl

Theorem 1 (Soundness of the type system). If program P is typable, then
P satisfies TIN-ADL.

The proof of this theorem is inspired by [BPRO§|. It depends on lemmas with
the following intuition about the execution of typable programs:

Locally respect (Lemmas If the same program point is executed in
a low security environment with indistinguishable heaps and register states,
then the resulting heap and register states are also indistinguishable. These
lemmas ensure that no private data is copied to public storage locations.

Step consistent (Lemma Heap and register state before and after the
execution of a program point in a high security environment are indistin-
guishable. This implies that, in a high security environment, there are no
observable information flows to the heap, to the register state, or to return
values. These lemmas ensure, together with high branching, that no infor-
mation is leaked implicitly through control flow dependencies on branching
conditions with secrets.
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High branching (Lemma |§[) All program points in control-flow dependence
of a branching based on private information are in a high security environ-
ment. This lemma ensures that all control flow dependencies on branching
conditions with secrets are taken into account.

Indistinguishable after high branch (Lemma Executing sequences of
program points that are all in a high security environment starting with
indistinguishable heaps and register states do not affect the indistinguisha-
bility of the heaps and register states at any point in execution. This lemma
ensures that executions in a high security environment, i.e., depending on
secrets, have no observable effect.

Security of typable sequences (Lemma For arbitrary two execution se-
quences from the same program point with indistinguishable initial register
states and heaps, each state with a program point in a low security en-
vironment of one execution sequence has a matching state in the second
execution sequence with indistinguishable heaps and register states. This
lemma ensures that the same potentially observable steps are executed in
two independent runs of a method starting from indistinguishable inputs.

Security of typable methods (Lemma E[) If a method of a typable program
is typable with respect to a given method signature, then it satisfies TIN-
ADL with respect to the same signature.

Moreover, we utilize in some proofs that all indistinguishability relations are
equivalence relations, which is shown in Appendix [A]

soundness of the
type system

R

security of
typable methods

v v v v Y

security of typable indistinguishable
sequences after high branch

—

‘ locally respect M high branching |

for methods for return for return

‘ locally respect “ locally respect | step consistent

step consistent

Figure 13. Proof Structure

Figure [13| shows an overview of the dependencies between the lemmas in the
proof of soundness. The arrowhead denotes on which lemma the lemma from
which the arrow originates depends. We show the basic lemmas, i.e., those with-
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out dependencies, with respect to instructions that are representatives for groups
of similar instructions. All remaining instructions can be shown analogously.

Lemma 1 (Locally respect). For all methods m € Mp of a typable program
P, register states r1,r9,71,75 € R, heaps hy,ha, b}, hY, € H, program points
pp1, P2, PPy € N, partial injective functions on locations 8 € B, register domain
assignments rda, rda’ € RDA, security environments se : Ng — SL, and security
domains ret € SL, if

se(pp1) = low,

hy ~g bY,

T1 ~B,rda Tll;

m, region,,, mda, fda, ada, ret, se - pp; : rda — rda’,

Gros o do =

(0)
(h1,pp1,71) ~>Pm (h2,pp2,72), and
(0)
0. <h/1,pp1,7’/1> 7 Pom < /27pp/27T/2>)
then there exists some ' € B with 3 C " such that hy ~pg h and 1o ~pg rgar 5.

Proof. Let m € Mp be a method of a typable program P, ri,79,7],75 € R
be register states, hi, ho, hi, hl, € H be heaps, pp1,pp2, ppy € Ny be program
points, 8 € B be partial injective functions on locations, rda,rda’ € RDA be
register domain assignments, se : Ng — SL be security environments, and
ret € SL be security domains such that se(pp1) = low, h1 ~g hi, ™1 ~3.rda

0
i, m,region,,, mda,fda,ada, ret,se + pp; : rda — rda’, (hy,pp1,71) ->(p),m

(ha,ppa, r2), and (hy, pp1,vh) =P (Hh, pph, 7).

To show that there exists some 3’ € B with 8 C 8’ such that hy ~g h)
and ry ~g/ 42 75, we distinguish cases over the different instructions. For conve-
nience, we repeat the respective semantic rules and typing rules at the beginning
of each case.

Case 1 (binop vg, vy, Ve, bop).

m[pp] = binop v, vy, ve,bop T = 1(vp) bOl 7(ve)

rBinop ©
(h,pp, ) ~pm (hypp + 1,7[ve = z])

m[pp] =binop g, Vs, Ve, bop  t = rda(wvy) Urda(v.) U se(pp)

tBinop -
m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, — t]
As the heap does not change, 3’ =  and hy ~g h) implies hy ~g hi.

We need to show that 7y ~g 42 75. The only register that is updated in
the register state and the register domain assignment is v,. Hence, given that
71 ~g.rda T4, We only need to show if rda’(v,) = low that r2(v,) ~g 75(vs) to
have 79 ~3 s’ T5.

Assume rda’(v,) = low, then rda(v,) = low and rda(v.) = low because
otherwise ¢ in (tBinop) would be high. Since the operators represented by the
symbols in BZN OP all operate on numbers, v, and v, must store numbers. With
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T1 ~g,rda 71, we have 1 (vy) ~g 71 (vp) and r1(ve) ~g 71 (ve). Thus, 1 (vs) = 7} (vp)
and 71 (v.) = 7{(ve) by the definition of indistinguishability of values. Since
bop is a function, we have ri(vp) bop r1(ve) = ri(vp) bop i (v.) and therefore
72(va) ~g rh(vs) holds. o o

Case 2 (if-test v,,vp,n,T0p).

mlpp] = if-test vg,vp,n,rop  r(vy) rop r(ve)
rIfTestTrue —

0
(h,pp,r) “’"’(P),m (h,pp+mn,r)

mpp] = if-test wvg,vy,n,rop  —(r(vy) rop r(vs))

rIfTestFalse ©
<happ7 T> M Pm <h7pp + 17 T>
m[pp] = if-test wv,,vp,n, 0P
Vj € region, (pp).rda(v,) U rda(vs) C se(4)
tIfTest

m,region,,, mda, fda, ada, ret, se - pp : rda — rda

Both potentially applicable rules (rIfTestTrue) and (rIfTestFalse) do not modify
the heap or register set. Hence 5’ = 8, hy = ho, b = hl, r1 = rg, and ] = r).
Since the register security domains are also not modified in the applicable typing
rule (tIfTest), i.e., rda = rda’, we know from h; ~g h} that hy ~p h) and from
1 ~B,rda 7] that 7o ~pg gar 5.

Case 3 (new-instance vg,cl).

m[pp] = new-instance v,,cl  h € dom(nextFreeLocation)
I = nextFreelocation(h)

rNewlInstance )
(hy pp, 7~ (h[l > defaultObject(cl)], pp + 1, 7[va = I])

m[pp] = new-instance v, cl

tNewlInstance -

m, region,,, mda, fda, ada, ret, se - pp : rda — rdalv, — se(pp)]
Let I = nextFreeLocation(hy), I’ = nextFreeLocation(h}), and 5’ = B[l — I']. Since
nextFreeLocation allocates fresh locations on the heap provided as argument, we
know that I ¢ dom(hy) and I’ ¢ dom(h)). Hence, knowing that 3 was a partial
injective function, 3’ is still a partial injective function, and 8 C /3’. Moreover, as
nextFreelLocation only returns variable locations, VI € L.. 5'(l) = [ holds. Thus,
g € B.

We first show he ~g hh. From hy ~g hi, we know that dom(8) C dom(hy)
and rng(8) C dom(h}), and by (rNewlnstance), dom(hs) = dom(hy) U {l} and
dom(hb) = dom(h}) U {I'}. Moreover, from the definition of 3’, we know that
dom(B") = dom(B)U{l} and rng(8’) = rng(8)U{l’}. Ultimately, we can conclude
dom(pB’") C dom(hs) and rng(B’) C dom(h}).

From ho(l) = hb(I') = defaultObject(cl) follows ho(l) ~g h4H(1’), and since
ha(1), h5(1") store objects at the new locations 1,1, we have | € domo(hs) and !’ €
domo(hb). Hence, with hy ~ h} we can conclude that for all | € dom(f’), either
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1 € doma(hse), B'(1) € doma(hy), and ha(l) ~g ho(5'(1)), or I € domo(hs),
B'(l) € domo(hY), and ho(l) ~g h(5'(1)). Hence, we have hg ~g hj.

We still need to show that 79 ~g/ g2 75. According to the rules (rNewln-
stance) and (tNewlInstance), the only register that is updated in the regis-
ter state and the register domain assignment is vg, i.e., 12 = ri[vg — ] and
Ty = 71 [vg —> U']. Given that ri ~g 4, 7] and 5’ equals 3 except for the addi-
tional point (I,1"), we only need to show that ro(ve) ~g r5(v,). Since, 8'(1) =1
we have [ ~g 1" and, thus, ra(v,) ~g 75(vs).

Case 4 (const-string v, s).

m[pp] = const-string v,,s s € dom(nameToReference)

rConstString 5
(h,pp,T) ‘V‘->(p)m (h,pp + 1,7[ve — nameToReference(s)])

m = const-string v,,s
tConstString pr) g Ya,

m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, — se(pp)]

As the heap does not change due to the semantics of const-string, 5/ = 8 and
hi ~p h} implies hy ~g hi.

We still need to show that ro ~g 4ar 75 Where rda’ = rdafv, — se(pp1)] by
(tConstString), i.e., rda’ = rda[v, + low]. The only register that is updated in
the register state is v,. Given that 71 ~g 4, 71 and 5 = (3, we only need to
show that ro(v,) ~p 75(ve). Since ra(v,) = nameToReference(s) = r5(vy) by
rule (rConstString), this reduces to showing [ ~g [. From 8’ = § and 8(I) =1
for all [ € L., we have [ ~g/ [.

Case 5 (iget vg,vp, fid).
mlpp] = iget va,w, fid  fid € dom(lookup-fieldp)

r(vy) € dom(h) 0= h(r(w))
f = lookup-field p ( fid) f € dom(o.fields)

rlget ©
<h7ppa 7‘> M Pm <h7pp + 17 T[Ua — 0f]>
mlpp] = iget vg,w, fid fda(fid) = st ¢ = rda(vy) L st U se(pp)
m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, > ]

tlget

As the heaps are not changed by the semantics of iget, we have 8/ = 8 and
hi1 ~p h} implies hy ~g h.

It remains to show that ry ~g 42 5. The only register that is updated in
the register state and the register domain assignment is v,. Hence, given that
71 ~g.rda T4, We only need to show if rda’(v,) = low that r2(v,) ~g 75(vs) to
have 79 ~g s’ T5.

Assume rda’(v,) = low, then rda(vy) = low and fda(fid) = st = low by
the premise of the typing rule (tIget). Then we have ri(vy) ~g 71(vs) be-
cause T ~gyda - As r1(vp), 7 (vp) € L, this implies that 8(r1(vs)) = 7} (vp).
As hy ~g h}, we know by the definition of indistinguishability of heaps that
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ha(r1(v)) ~g hi(B(ri(vp))). With objects 0,0’ € O such that o = hi(r1(v))
and o' = hi(ri(vw)), we have that o ~5 o’. By the definition of object indis-
tinguishability, o ~g o, fda(fid) = low, and f = lookup-field( fid) follows that
o.f ~p 0.f. Hence, ra(vy) ~pg r5(vq).

Case 6 (iput vy, v, fid).

mlpp] = iput wg, vy, fid  fid € dom(lookup-field )

r(vp) € dom(h) o= h(r(vw))
ot f = lookup-field p ( fid) f € dom(o.fields)
rIpu
(9, 7) ~ P (Rl () 1 0l = r(wa)]], pp + 1,7)
m[pp] = iput v, s, fid fda(fid) = st
dout rda(v,) U rda(vy) U se(pp) C st
pu

m, region,,, mda, fda, ada, ret, se - pp : rda — rda

As no new objects or arrays are created, ' = 3. The register states and register
domain assignments are not changed, so we have rda = rda’ and r; ~Brda T]
implies ry ~gs rqa’ T5-

It remains to show that hy ~g hy. In the following, let o1 = hi(ri(vs)),
o} = hi(ri(v)), o2 = o1[f + r1(vs)], and oh = o} [f — 71 (ve)]. Since the field
name fid is a constant in the bytecode and lookup-fieldp is a function, f =
lookup-field p (fid) is the same for all executions of the program point. According
to rule (rIput), the only change to the respective heaps hq, k] is that the object
01 at location I = r1(vp), respectively the object o} at location I’ = 7} (uvp), is
updated in the field f to oz, respectively of,. Moreover, by the definition of heap
indistinguishability, two heaps can only be distinguished by the instances that
are at locations related by 5. Hence, to show that he ~g hi given hy ~g hf, it
remains to show that ha(l) ~5 h5(B(1)) if | € dom(B), and ha(B71(I")) ~g R4 (1)
if I’ € rng(B). We distinguish two cases:

fda(fid) = high. Since hy ~3 h} and objects can only be distinguished by public
fields, changes to the private field fid leave the resulting objects indistin-
guishable. Moreover, from the typability of the program also follows that
there are no other field names fid" € FZD such that lookup-field(fid') = f
and fda(fid’) = low. That means ho(l) ~g h5(B(1)) if | € dom(B) and
ha(B71(1")) ~p B4(I') if I € rng(B) trivially follow from fda(fid) = high,
hi(l) ~5 RY(B(1), ha(B~1(")) ~5 Ky (I"), and the definition of indistinguisha-
bility of objects.

fda(fid) = low. Then rda(v,) = low and rda(v,) = low by the premise of (tIput).
With 71 ~gda 7, it follows that r1(vy) ~g ri(vp) and, thus, g(I) = U,
respectively 371(I') = . Hence, we have to show that ha(l) ~5 hh(l') given
that hq(l) ~g hi(I'). This is equivalent to showing o2 ~g 0 given that
01 ~g 0. Since 02 = o1[f — r1(vy)] and 05 = o{[f +— 71(v,)], we have
to show that r(ve) ~g 71 (ve), which is fulfilled because 11 ~g s 77 and
rda(v,) = low by assumption.
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Case 7 (sget vg, fid).

m[pp] = sget v, fid fid € dom(nameToReference)
I = nameToReference( fid) fid € dom(lookup-field p)
f = lookup-fieldp(fid)  f € dom(h(l).fields) w=h(l).f

rSget o
(hspp,7) ~> P (hypp + 1,70 — u)
m[pp] = sget v,, fid  fda(fid) = st
tSget

m, region,,, mda, fda, ada, ret, se - pp : rda — rdalv, — st U se(pp)]

As the heaps are not changed by the semantics of sget, we have 3/ = 8 and
hi ~g h} implies ho ~g h.

It remains to show that ry ~g 42 75. The only register that is updated in
the register state and the register domain assignment is v,. Hence, given that
71 ~grda 71, We only need to show if rda’(v,) = low that ra(v,) ~g rh(v,) to
have T2 ™~ rda’ 1"/2.

Assume rda’ (v, ) = low, then fda( fid) = st = low by the premise of the typing
rule (tSget). Moreover, let | = nameToReference( fid) and f = lookup-field p ( fid).
As hy ~g R}, we know by the definition of indistinguishability of heaps and
the assumption that A(I) = [ for all | € L., that hi(l) ~g h{(l). By the
definition of object indistinguishability, hi(l) ~g hi(l), fda(fid) = low, and
[ = lookup-field( fid) follows that hq(l).f ~g hi(1).f. Hence, ra(vq) ~pg r5(vs).

Case 8 (sput v, fid).

mlpp] = sput v,, fid  fid € dom(nameToReference)
I = nameToReference(fid)  fid € dom(lookup-fieldp)
f = lookup-fieldp(fid) o=h(l) f € dom(o.fields)

(hpp,7) ~ o (Bl 0[f 5 7(va)]], pp+ 1,7)

m[pp] = sput v, fid fda(fid) = st  rda(v,) U se(pp) C st
m, region,,, mda, fda, ada, ret, se F pp : rda — rda

rSput

tSput

As no new objects or arrays are created, 5’ = 3. The register states and register
domain assignments are not changed, so we have rda = rda’ and r; ~gBrda T]
implies T2 ~ g’ rda’ ’/‘/2.

It remains to show that he ~g hb. In the following, let f = lookup-field 5 ( fid),
I = nameToReference(fid), o1 = hi(l), o) = hi(l), 02 = o1[f — r1(v,)], and
oh = oi[f — r{(vy)]- According to rule (rSput), the only change to the respec-
tive heaps hy, h] is that the object o1 at location I, respectively the object o} at
location I, is updated in the field f to oq, respectively of. Moreover, by assump-
tion, 5(I) = I. Hence, to show that hy ~3 hi given hy ~g hf, it remains to show
that ho(l) ~pg h5(l). We distinguish two cases:

fda(fid) = high. Since hy ~3 h} and objects can only be distinguished by public
fields, changes to the private field fid leave the resulting objects indistin-
guishable. Moreover, from the typability of the program also follows that
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there are no other field names fid' € FZD such that lookup-field(fid') = f
and fda(fid') = low. That means ho(l) ~g h5(l) trivially follows from
fda(fid) = high, hi1(l) ~g h{(l), and the definition of indistinguishability
of objects.

fda(fid) = low. Then rda(v,) = low by the premise of (tSput). Showing that
ha(l) ~g h5(1) given that hi(l) ~g hi(l) is equivalent to showing oy ~pg 0f
given that o1 ~g 0]. Since 02 = 01[f — r1(ve)] and 05 = o} [f — 71 (va)], we
have to show that r1(v,) ~g 71 (v,), which is fulfilled because 71 ~g rda 71
and rda(v,) = low by assumption.

Case 9 (new-array vq,vp).

m[pp] = new-array v,,v, h € dom(nextFreeLocation)
I = nextFreelocation(h) 0 < r(vp)

rNewArray 5
(h,pp,r) W(p)m (h[l — defaultArray(r(vp))], pp + 1, r[vg = 1])

m[pp] = new-array v, vy

tNewA
v m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, — rda(vy) U se(pp)]

We distinguish cases over rda(vp).

rda(vy) = high. Let | = nextFreeLocation(h), I’ = nextFreeLocation(h}), and
B'=p.

We first show he ~g hf, which is equivalent to hy ~g hfy because 8/ = (.
From h; ~g hj, we know that dom(B8) C dom(h1) and rng(8) C dom(h}).
Moreover, by rule (rNewArray), we know that dom(hs) = dom(hy) U {l} and
dom(hb) = dom(h}) U {I'}. Ultimately, we can conclude dom(8) C dom(hs)
and rng(8) C dom(hj). It remains to show for all locations I € dom(3) either
I € doma(h2), B(l) € doma(hy), and ha(l) ~g hh(B(1)) or I € dome(ha),
B(1) € domep(hY), and ha(l) ~g h5(8(1)).

As of rule (rNewArray) he and b} differ from h; and R} only in location [
and I’, respectively. As nextFreeLocation allocates fresh locations on the heap
provided as argument, we know that [ ¢ dom(hy) and I’ ¢ dom(h}). Hence, for
all locations [ € dom(hq) it holds that hj(l) = ha(l) and for all locations I’ €
dom(h}) it holds that b} (") = h5(l"). With hy ~g k), we have for all locations
1 € dom(p) either I € doma(hs), B(l) € doma(hb), and ha(l) ~5 hh(B(1)) or
l € domo(hs), B(1) € domep(hY), and ha(l) ~g hoH(B(1)).

We still need to show that 75 ~g 4ar 75, Which is equivalent to 79 ~pg (g 75
because 8 = B. According to the rules (rNewArray) and (tNewA), the only
register that is updated in the register state and the register domain assignment
is v,. Hence, given that rq ~g da 7}, we only need to show if rda’(va) = low that
72(va) ~pg 75(va) to have ry ~g 42 5. From rule (tNewA) follows that rda’(v,) =
rda(vy) LU se(pp1). Since rda(vy) = high by assumption, we have rda’(v,) = high.
Thus, we have 7o ~g s’ 7.
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rda(vp) = low. Let | = nextFreeLocation(hq), I’ = nextFreeLocation(h}), and §' =
B[l — U']. Since nextFreeLocation allocates fresh locations on the heap provided as
argument, we know that [ ¢ dom(hy) and I’ ¢ dom(h}). Hence, knowing that
was a partial injective function, 3’ is still a partial injective function, and 8 C /.
Moreover, as nextFreeLocation only returns variable locations, VI € L.. 8'(I) =1
holds. Thus, 8’ € B.

We first show he ~g hb. From hy ~g h}, we know that dom(8) C dom(hy)
and rng(8) C dom(h}), and by (rNewArray), dom(hz) = dom(hy) U {I} and
dom(hh) = dom(h}) U {I'}. Moreover, from the definition of 3’, we know that
dom(B") = dom(B)U{l} and rng(8’) = rng(8)U{l'}. Ultimately, we can conclude
dom(B") C dom(hz2) and rng(B8’) C dom(h}). It remains to show that for all
l € dom(B'), either | € dom a(hz), B'(l) € dom.a(hh), and ha(l) ~5 h5(8'(1)), or
l € domo(hs), B'(1) € domo(hh), and ho(l) ~g h5(5'(1)).

The heaps hy and b} are the same as hy and b} except for the locations | and
', respectively. Moreover, hy and hf store arrays at the new locations [ and ',
ie., l € doma(he) and I € dom a(h%). With hy ~3 h) we can conclude that for
all I € dom(f'), either I € doma(hs), B'(1) € dom a(h%), and ha(l) ~a h5(6'(1)),
or | € domo(hs), B'(I) € domo(hs), and he(l) ~p hoH(8'(1)) if we show that
ha(l) ~g hiy(l") for the new locations [,{’. From the assumption rda(v,) = low
and 1 ~grda 7, we know that there exists an n € Ny such that ri(vy) =
n = rj(vp). From hs(l) = defaultArray(ri(vp)) = defaultArray(n) and h4(l') =
defaultArray(r (vy)) = defaultArray(n) follows ha(l) ~g h5(l"). Hence, we have
hg ~g: hb,.

We still need to show that 79 ~g/ rga 7. According to the rules (rNewArray)
and (tNewA), the only register that is updated in the register state and the
register domain assignment is v, i.e., ro = rifv, — ] and rh = rilv, — U].
Given that 71 ~g 4a 71 and 3’ equals 3 except for the additional point (,1'), we
only need to show that ro(v,) ~g 75(vg). Since, /(1) =1’ we have | ~g I’ and,
thus, ro(ve) ~p 75(vs).

Case 10 (filled-new-array-range v, n).

m[pp| = filled-new-array-range vg,n
h € dom(nextFreelocation)
[ = nextFreelLocation(h)  x = defaultArray(n)
ar =z[0— r(vg),...,n — 1 r(vgin_1)]

(h, pp,T) W(?D),m (bl = ar],pp + 1, r[resultipwer — 1)

rFilledNewArrayR

FNAR m[pp] = filled-new-array-range vi,n Uf:]zl_l rda(v;) C ada
m,--- F pp: rda — rda[result;pyer > se(pp), resultypper — se(pp)]

Let I = nextFreeLocation(hq), " = nextFreelLocation(h}), and 5’ = B[l — !]. Since
nextFreeLocation allocates fresh locations on the heap provided as argument, we
know that I ¢ dom(hy) and I’ ¢ dom(h}). Hence, knowing that 3 was a partial
injective function, 3’ is still a partial injective function, and 8 C 3’. Moreover, as
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nextFreelLocation only returns variable locations, VI € L.. 5'(l) = [ holds. Thus,
g € B.

From hy ~g h}, we know that dom(5) C dom(hy) and rng(8) C dom(h}),
and by (rFilledNewArrayR), dom(hz) = dom(h1)U{l} and dom(h}) = dom(h})U
{U'}. Moreover, from the definition of ', we know that dom(8’) = dom(8) U {l}
and rng(B’) = rng(B8) U {I'}. Ultimately, we can conclude dom(5’") C dom(hs)
and rng(B8’) C dom(hi).

Since ho(1), R4 (l') store arrays at the new locations [, I, we have I € dom 4(hs)
and " € doma(hb). Hence, with hy ~g h] we can conclude that for all | €
dom(B'), either I € doma(hz), B'(l) € doma(hh), and ha(l) ~g h5(8'(1)), or
1 € domp(ha), B'(1) € dome(hy), and hao(l) ~g hh(6'(1)) (i-e., he ~a hy) if we
show ha(l) ~g ho(l').

Let = defaultArray(n). From (rFilledNewArrayR), we know that ho(l) =
z[0 = r1(vk),...,n — 1= 71 (Vkgn-1)], and h5(") = z[0 — 71 (vg),...,n — 1 —
7} (Vg4n—1)]- Hence, in any case, hy(l).length = h5(I').length = n. It remains
to show that if ada = low, then ha(I)[i] ~g h5(1)[d] for all indices i € Ng. If
ada = low, then rda(vg) = ... = rda(vgtn—1) = low. With 71 ~g 4s 7}, we have
that 71 (v;) ~g ri(v;) for all indices ¢ € Ny such that 0 < ¢ < ho(l).length. Hence,
we can conclude that ho(l) ~g h5(1").

We still need to show that ro ~pg g2 75 Where rda’ (resultipwer) = low by
(tFNAR). The only register that is updated in the register state and the register
domain assignment is resultjoyer. Given that r1 ~g 4a r; and 8’ equals 8 except
for the point (,1"), we only need to show that ro(resultoper) ~pr T5(resultipwer)-
Since, /(1) =’ we have | ~p I and, thus, ra(resultiower) ~p rh(resultiower)-

Case 11 (aget vq,vp,ve).

mlpp] = aget vq,vp,v. r(vp) € dom(h)  ar = h(r(vp))

u = ar[r(ve)] 0 <r(v.) < ar.length
rAget

(h,pp,T) "”')(?3),777, (h,pp + 1,7[va — ul)

m[pp] = aget v4,vp,v. t = se(pp)adallrda(vy) Urda(v.)

tAget -
m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, — t]

As the heaps are not changed by the semantics of aget, we have 8/ = 8 and
h1 ~3 hll implies hg ~p! h/2

It remains to show that ry ~g 42 75. The only register that is updated in
the register state and the register domain assignment is v,. Hence, given that
71 ~g.rda T4, We only need to show if rda’(v,) = low that r2(v,) ~g 75(vs) to
have 7o ~g s’ T5.

Assume rda’(v,) = low, then rda(vy) = rda(v.) = low and ada = low by the
premise of the typing rule (tAget). Then we have 7 (vy) ~g ] (vp) and ri(ve) ~g
71 (ve) because of 11 ~g 4a 1. As r1(vp), 71 (vp) € L, this implies that 8(r1(vp)) =
ri(vp). With hy ~pg h}, we know by the definition of indistinguishability of
heaps that hi(r1(vs)) ~g hi(B(r1(vp))). Hence, for the arrays ar,ar’ € A such
that ar = hy(r1(vp)) and ar’ = hi(ri(vp)), we have that ar ~g ar’. Moreover,
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by m1(ve) ~s ri(ve), we know that r(v.) = 7(ve) since v, must contain a
number. By the definition of array indistinguishability, ar ~g ar’, ada = low, and
r1(ve) = ri(ve) follows that ar(ri(v.)] ~g ar’[r} (ve)]. Hence, ra(vq) ~g rh(vq).

Case 12 (aput vg,vp, Ve ).

m[pp] = aput vg,vy,vc  r(vy) € dom(h)  ar = h(r(vy))
z = ar[r(ve) = 7(vy)] 0 < r(ve) < ar.length

rAput ©
(h,pp,r) ~pm (h[r(vy) — z],pp+1,7)

m[pp] = aput v, vp,v. rda(v,) U se(pp) U rda(vy) Urda(v.) C ada
tAput

m, region,,, mda, fda, ada, ret, se - pp : rda — rda

As no new objects or arrays are created, ' = 3. The register states and register
domain assignments are not changed, so we have rda = rda’ and r; ~Brda T
implies ry ~gs rqa’ T5-

It remains to show that he ~g h5. In the following, let ary = hi(r1(v)),
ary = b (ri(w)), arg = ar1[r1(ve) = r1(ve)], and arhy, = ari[r}(ve) — 71 (vae)]-
According to rule (rAput), the only change to the heap hq is that the array ary at
location [ = r(vp) is updated at the index 71 (v.) to ary. Respectively, the heap
h} is changed such that that the array ar] at location I’ = r{(vp) is updated at
the index 71 (v.) to arh. Moreover, by the definition of heap indistinguishability,
two heaps can only be distinguished by the instances that are at locations related
by 8. Hence, to show that hy ~g hb given hy ~g hf, it remains to show that
ha(l) ~g h4(B(1)) if I € dom(B), and ho(B~ (")) ~5 hh(l') if I € rng(B). We
distinguish two cases:

ada = high. Since hy ~g h} and the content of arrays in general is not observable
due to the assumption ada = high, changes to the array content leave the
resulting arrays indistinguishable, i.e., hao(l) ~5 h5(8(1)) if I € dom(B) and
ha(B71(1)) ~p Ry(l") if ! € rng(B) trivially follow from ada = high, hq(l) ~g
Ry (B()), ha(B7(")) ~p R1(I'), and the definition of indistinguishability of
arrays.

ada = low. Then rda(v,) = rda(vp) = rda(v.) = low by the premise of (tAput).
With 71 ~gda 7}, it follows that r1(vy) ~g ri(vp) and, thus, g(I) = U,
respectively 371(I') = . Hence, we have to show that hs(l) ~g hi(l") given
that hi(l) ~g hi(!). This is equivalent to showing ary ~g arj given that
ary ~g ary. From rda(v.) = low and ri ~g 42 r] we have that r(v.) ~p
r1(v.) and, since v, must store an index number, ri(v.) = 7} (v.). Hence
there exists an ¢ € Ny such that r1(v.) = 7] (ve) = 4, ary = arq[i = r1(va)],
and ary = arifi — ri(vy)]. To show ars ~g arh, it remains to show that
r1(ve) ~p 71 (v,e), which is fulfilled because 1 ~g s 7 and rda(v,) = low
by assumption.

Case 138 (unop-wideS v, vy, uop).
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m|pp| = unop-wideS v4,vp,uop  u = uop(r(vy) @ r(vVp11
rUnopWideS pp) e uop(r(vp) ® r(vp11))

0
<h7ppa 7‘> '\M(P),m <h7pp + 1) T[Ua — U]>

m[pp] = unop-wideS v4,vp,uop ¢ = rda(vy) U rda(vyi1) U se(pp)

tUnopWs m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, — ]
As the heap does not change, 5/ = 8 and hy ~g h] implies hy ~g h,. We need
to show that ry ~g 42’ 5. The only register that is updated in the register state
and the register domain assignment is v,. Hence, given that 71 ~g q4a 71, we only
need to show if rda’(v,) = low that ra(v,) ~g r5(v,) to have ro ~g gar T5.
Assume rda’(v,) = low, then rda(vy) = rda(vys1) = low because otherwise t
in (tUnopWS) would be high. Since the operators represented by the symbols in
CONYV all operate on numbers (locations and void are always 32-bit values), vj
and vp41 must store numbers. With r ~g 4a 7}, we have 71 (vy) ~g 71 (vp) and
1 (Vo41) ~g 71 (Vp41). Thus, 71 (vs) = 7 (vs) and r1(vp41) = i (vp4+1) by the defi-
nition of indistinguishability of values. With the definition of indistinguishability
of composed values, we get

ri(vp) @ r1(ves1) =11 (ve) @ 71 (Vp41)-
Since uop is a function, we have
uop(ry(vs) @ 71 (ve41)) = uop(ry(vy) @ r1(vp41))
and therefore ro(v,) ~g 75(v,) holds.

Case 1} (unop-wideT vg, Uy, u0p).

m[pp] = unop-wideT vg, vy, uop  u = uop(r(vy))

rUnopWideT ©
(h,pp,7) ~pm (h,pp + 1,7[vg — lower(u), vg+1 — upper(u)])
(UnopWT m[pp] = unop-wideT v, vp,uop t = rda(vy) L se(pp)

m, region,,, mda, fda, ada, ret, se - pp : rda — rdafvg — t, V411 > t]

As the heap does not change, 3’ = 8 and hy ~g b} implies ha ~g hb. We need to
show that ry ~g 42 5. The registers that are updated in the register state and
the register domain assignment are v, and v,41. Both are set to the same security
domain. Hence, given that rq ~g s 7], we only need to show if rda’(v,) = low
that 72(va) ~g 75(va) and ra(vey1) ~g r5(Vasr1) to have ry ~g rgar 5.

Assume rda’(v,) = low, then rda(vy) = low because otherwise ¢ in the premise
of (tUnopWT) would be high. Since the operators represented by the symbols
in CONV all operate on numbers (locations and void are always 32-bit values),
vp must store numbers. With r1 ~g 4, rj, we have ri(vy) ~g ri(vp). Thus,
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ri(vy) = 7(vp) by the definition of indistinguishability of values. Since uop,
upper, and lower are functions,

r2(ve) = lower(uop(ri(vy))) = Iower(@(r'1 (vp))) = r5(va),

ra(vat1) = upper(uop(ri (1)) = upper(uop(r} (v4))) = rh(vas1),

and therefore ro(v,) ~g 74(ve) and ro(ves1) ~g r5(ve+1) holds.

Lemma 2 (Locally respect for return). For all methods m € Mp of pro-
gram P, register states r1,r2 € R, heaps hi, ha,hy, bl € H, program points
pp1 € Ny, values us, uhy € V, partial injective functions on locations B € B, regis-
ter domain assignments rda € RDA, security environments se : Ng — SL, and
security domains ret € SL, if

Se(ppl) = lO’LU,

hi ~g hY,

T1 ~B,rda 7“/1,

m, region,,, mda, fda, ada, ret, se - pp; : rda — rda,

SAN NI R

0
(h1,pp1,71) W(P),m (ug, ha), and
6. (W, ppr, 1) ~~ P (, B),

then there exists some ' € B with 3 C ' such that he ~g h% and, if ret = low,
/
U2 ~pr Ug.

Proof. Let m € Mp be a method of program P, r1,ry € R be register states,
hi,ho, by, hl, € H be heaps, ppy € Ny be a program point, us,uy € V be
values, 8 € B be a partial injective function on locations, rda € RDA be a
register domain assignment, se : Ny — SL be a security environment, and
ret € SL be a security domain such that se(pp1) = low, hy ~g hi, ™1 ~grda 71,

m, region,,, mda, fda, ada, ret, se - ppy : rda — rda, (h1,pp1,71) W(Qm (ug, ha),

(0)
and (hy, pp1,71) ~> P (ug; hs).
Since return-void can be seen as a special case of return, we show the
proof for m[pp1] = return v,.

m[pp] = return v,

rReturn

(0)
<h7ppa T> M Pm <7“(’Ua), h>

m[pp] = return v, se(pp)Urda(v,) C ret
tReturn

m, region.,, mda, fda, ada, ret, se - pp : rda — rda

As the heap does not change, 8/ = 8 and hy ~g h} implies hy ~g h5. We need
to show that if ret = low, then u; ~3 us.

Assume ret = low, then rda(v,) = low holds due to the premise rda(v,) C ret
of the typing rule (tReturn). With r; ~g r}, this implies r1(v,) ~g 7] (vg). Since
u1 =711(ve) and us = r2(v,) by the semantics of return, we have uy ~3 us.
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The proof of locally respect for invoke requires that the called method already
satisfies TIN-ADL in order to show that indistinguishability of register states
and heaps is preserved. This is achieved by an additional precondition (i.e.,
Definition that guarantees the security of all method invocations with a
number of method calls greater than or equal to the number of method calls of
the execution step given in the lemma. When using this lemma in the proof of
the security of methods that is shown by induction over the number of occurring
method calls, the required guarantee is provided by the induction hypothesis.

Definition 30 (Security of methods up to n calls). Let n be a natural
number. The methods of a typable program P are secure up to n calls if and only if
for all methods m € Mp, security environments se : Ng — SL, register domain
assignments rdag, ...,rday € RDA where k = length(m) — 1, partial injective
functions B € B, program points pp1, pp2 € Ny, register states r1,r2 € R, heaps
hi,ho, by, hY € H, return values uy,us € V, and natural numbers ny,ny € Ny
such that

ny <n,ng<n

pp1 = pPp2,

T1 ~B,rdapp, 2,

hi ~g ha,

<h1,pp1,7“1> ilﬁlfiﬁ <U17h'1>,

(ha,pp2,72) il(;fii (ug, hy),

for alli,j € Ny, if i =, j there exists a register domain assignment rda;- €
RDA such that the judgment m,region,,, mda,fda,ada,ret,se b i : rda; —
rda;- s derivable and rda; C rdaj, and

8. for all i € Ny, if there exists no j € Ng such that i —, j, then the judgment
m, region,,, mda, fda, ada, ret, se i : rda; — rda; is derivable.

NS G o=

there exists a partial injective function on locations B8’ € B, such that 8 C §',
hi ~g hy and, if ret = low, ui ~pr us.

Lemma 3 (Locally respect for invoke). For all methods m € Mp of a ty-
pable program P, register states ri,r2,7},r5 € R, heaps hy, ha, b}, bl € H, pro-
gram points pp1, pp2, pps € No, natural numbers ng, ny,ny € Ng, partial injective
functions on locations B € B, register domain assignments rda,rda’ € RDA,
security environments se : Ng — SL, and security domains ret € SL, if

the methods of P are secure up to ng calls,

n1 < ng, Nz < no,

Se(ppl) = low,

hy ~p hi,

T1 ~B,rda T/lf

m, region,,, mda, fda, ada, ret, se - pp; : rda — rda’,
(n1+1)

<h17pp17T1> WlP,'m <h2,pp277“2>, and
(na+1)

<h/1app1a7‘i> WzP,’m < 127pp/27r/2>;

P XD G oo~
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then there exists some 3’ € B with 3 C " such that hy ~g: h and o ~pg rgar 5.

Proof. Let m € Mp be a method of a typable program P, ri,79,71,75 € R
be register states, hi, ho, hi, hl, € H be heaps, pp1, pp2, ppy € Ny be program
points, ng, n1,ne € Ny be natural numbers, 5 € B be a partial injective function
on locations, rda,rda’ € RDA be register domain assignments, se : Ny — SL
be a security environment, and ret € SL be a security domain such that
the methods of P are secure up to ng, n1 < ng, na < ng, se(pp1) = low,
hy ~g h), T1 ~gyda T1, M, Tegion,,, mda,fda,ada,ret,se - pp; : rda — rda’,

(n1+1) (na+1)
(h1,pp1,71) P (ha, pp2,72), and (WY, pp1, 1) ~>pm (hh, pph,1h).

We show the case for m[pp1] = invoke-virtual-range vy, n, mid. The cases
for other invoke instructions are analogous.

m[pp] = invoke-virtual-range vg,n,mid  7(vi) € dom(h)
(mid, h(r(vk)).class) € dom(lookup-virtualp)
m’ = lookup-virtual p(mid, h(r(vy)).class)

(h, 0, defaultRegisters([r(vi), . .. r(Vkrn—1)])) 3;1;,{, (u, ')
VR ’

(h, pp,T) E/ﬁ;;)l (W, pp + 1, rlresultiower — lower(w), resultypper — upper(w)])

m[pp] = invoke-virtual-range vj,n,mid
(mid, [rda(vg), ..., rda(vg4n—1)], st) € mda
se(pp) = low rda(vg) = low

tIR

m, - pp:rda = rdafresultioper — St, TesUltypper —> st]

From the premise of the typing rule (tIR), we know rda(vg) = low and, thus,
r1(vk) ~g r1(vk) by 1 ~g,rda 7] and the definition of register indistinguishability.
By definition of object indistinguishability, this implies that hi(ri(vg)).class =
R} (r1(vg)).class. Since mid is hard-coded in the instruction and lookup-virtual p
is a function, this implies that

m’ = lookup-virtual p(mid, hy (71 (vy)).class)

1
= lookup-virtual p(mid, by (1} (vg)).class).

From the semantics rule (rTVR), we know that there exist u,u’ € V such that

(h1,0, defaultRegisters([r1 (vk), - - -, 71 (Vktn—1)])) i}ﬁ!f;i, (u,ha), and (1)

(h!, 0, defaultRegisters([r} (vi), . . ., 7} (Vkn—1)])) gfiz, (u', hy).

From the premises of the typing rule (tIR), we know that there exists the method
signature (mid, [rda(vg), ..., rda(vg+n—1)], st) € mda. Let rdag € RDA be a reg-
ister domain assignment corresponding to that signature, i.e., for all i € Ny with
i < n it holds that rdag(v;) = rda(vg4;). Since 71 ~p da 71, for each register
v € {Vk, ..., Vktn—1} either rdag(v) = high or r1(v) ~g ri(v) holds by the defi-
nition of register indistinguishability. As the remaining registers in the method
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arguments are mapped to void by defaultRegisters, and void ~g void, we know
that

defaultRegisters([r1 (vg), - .

1 -5 T1(Vk4n—1)]) ~8,rdag (2)
defaultRegisters([r] (

Uk)y -5 T (Vkn—1)])-

Since the methods of P are secure up to ng calls, given the assumptions of
this lemma 2., 4., (1), (2), and the typability of program P, we know that there
exists some 3’ € B with 8 C ' such that hy ~g h and, if st = low, u ~g u'.

We still need to show that ry ~gs 4ar 75. The registers that are updated in the
register state and the register domain assignment are result;oyer and resulty,pper-
Both are set to the same security domain st. Hence, given that r ~gra 1,
we only need to show if st = low that ra(resultipwer) ~p r5(resultipper) and
ro(resultypper) ~p ro(resultypper) to have ry ~gr o 75.

Assume st = low, then we have shown that v ~g «’'. With the definition of
the indistinguishability of concatenated values follows that

lower(u) ~p lower(u'), and upper(u) ~g upper(u’).

Moreover, it holds that ro(resultjoyer) = lower(w), ro(resultypper) = upper(u),
T4 (resultypper) = upper(u’), and ry(resultipwer) = lower(u’) by the semantics of
invoke-virtual-range. Therefore, we have ro(resultjoyper) ~pg T5(resultiower)
and ro(resultypper) ~p T4 (resultypper).

Lemma 4 (Step consistent). For all methods m € Mp of a typable program
P, natural numbers n € Ny, register states r,r1,79 € R, heaps h,hi,ho € H,
program points pp1,pp2 € Ny, partial injective functions on locations 5 € B,
register domain assignments rda,rda’ € RDA, security environments se : Ng —
SL, and security domains ret € SL such that

se(pp1) = high,

h ~g hq,

T Nﬁ,rda 7"1,

m, region,,, mda, fda, ada, ret, se - pp; : rda — rda’, and

T oo =

5. (hi,pp1,71) W(Z?m (ha,pp2,72),

then h ~B ha, and r ~B,rda’ T2-

Proof. Let m € Mp be a method of a typable program P, r,ri,ro € R be
register states, h, hi, ho € H be heaps, pp1,pp2 € Ng be program points, 5 € B
be a partial injective function on locations, rda,rda’ € RDA be register do-
main assignments, se : Ng — SL be a security environment, ret € SL be a
security domain, and n € Ny be a natural number such that se(pp) = high,
h ~g hi, 7 ~gda T1, M,TEgION,, mda, fda, ada, ret, se - pp; : rda — rda’, and

(h1,pp1,71) J;?m (h2,pp2,r2). To show that h ~g hy and 7 ~g s T2, We
distinguish cases over the the different instructions.
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Case 1 (binop vy, vy, Ve, bop, const-string v,, s, iget v, vy, fid, sget v,, fid,
aget Vg, Up, Ve, unop-wideS Vg, Up, UOP ).

m[pp] = binop v,,vp,ve,bop T = 1(vp) bop 7(v.)

rBinop ©
<happ7 ’I"> ~Pom <h7pp + 1a7a[’Ua — .T]>
m[pp] =binop vg,vp, Ve, bop  t = rda(vy) U rda(ve) U se(pp)

tBino
P m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, — t]

The semantics of all these instructions has in common that

— it does not alter the heap, i.e., ho = hy, and
— it updates the register state only in the register v,, i.e., ro = r1[v, — u] for
some value u € V.

Moreover, the typing rules of these instructions all set rda’ = rda[v, — s] where
s =se(pp1)UsoU... for some s, - € SL.

From h ~g h; and hy = hy follows immediately that h ~g ho.

It remains to show that r ~g 4. 72. Given that r ~g 42 71, We only need
to show if rda’(v,) = low that r(v,) ~pg ra(v,) to have 7 ~g 42 2. Since
rda’(v,) = se(pp1) U so U ... for some sp,--- € SL and se(pp1) = high by
assumption, we have rda’(v,) = high. Thus, we can conclude ~3 rda’ T2-

Case 2 (if-test v,,vp,n,T0p).

mpp] = if-test wg,vy,n,mop  7(v4) rop r(vs)

rlfTestTrue ©
(h.pp,7) ~>pom (h,pp+n,7)

m[pp] = if-test vq,vp,n,m0p  (r(vy) TOp T(vVp))

rIfTestFalse ©
<happa T> ~Pm <h7pp + 17 ’f‘>
m[pp] = if-test vg,vp,n,70p
Vi € region,, (pp).rda(vy) U rda(vy) C se())
tIfTest

m, region,,, mda, fda, ada, ret, se F pp : rda — rda

From the rules (rIfTestTrue), (rIfTestFalse), and (tIfTest), we know that he = hy,
ry = r1, and rda’ = rda. Thus, h ~g hy and r ~3.rda’ T2 follows immediately from
h~ghy and 7 ~gda 71.

Case 3 (new-instance vg,cl).

m[pp] = new-instance vy, ¢l h € dom(nextFreeLocation)
l = nextFreeLocation(h)

rNewlnstance 5
(hy pp, ) ~~ D ([l defaultObject(cl)], pp + 1, r[va > )

m[pp] = new-instance v, cl

tNewlInstance -
m, region,,, mda, fda, ada, ret, se - pp : rda — rdalv, — se(pp)]
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We first show h ~g he. Let | = nextFreeLocation(hy). From h ~g hq, we know
that dom(8) C dom(h) and rng(8) C dom(hy). Moreover, by rule (rNewln-
stance), we know that hy = hy[l — defaultObject(cl)] and, thus, dom(hs) =
dom(h1) U {l}. Ultimately, we can conclude dom(8) C dom(h) and rng(8) C
dom(hs), which satisfies the first two requirements of the indistinguishability
of heaps (Definition [22). It remains to show that for all locations I € dom(5)
either I € doma(h), B(I) € doma(hs2), and h(l) ~g ha(B(1)) or I € domep(h),
B(1) € domp(hs), and h(l) ~z ha(B(1)).

Since hg = hy[l — defaultObject(cl)], we know that ho differs from h; only
in location [. As nextFreeLocation allocates fresh locations on the heap provided
as argument, we know that [ ¢ dom(h;). Hence, for all locations | € dom(hy)
it holds that hi(l) = ha(l). With h ~g hy, we have for all locations | € dom(3)
either I € doma(h), B(1) € doma(hs2), and h(l) ~g ha(B(1)) or I € dome(h),
B(1) € domep(hs), and h(l) ~g ha(B(1)).

We still need to show that r ~3 14a 72. According to the rules (rNewInstance)
and (tNewlInstance), the only register that is updated in the register state and
the register domain assignment is v,. Hence, given that r ~3 4, 71, we only need
to show if rda’(v,) = low that 7(ve) ~g 72(ve) to have r ~g 4o 2. From rule
(tNewlnstance) follows that rda’(v,) = se(pp1). Since se(pp1) = high, we have
rda’(vg) = high. Thus, we have r ~g 42 72.

Case 4 (iput vg,vp, fid, sput v, fid).

m[pp] = iput vg,ws, fid  fid € dom(lookup-field )

r(vp) € dom(h) 0= h(r(w))
out f = lookup-field , ( fid) f € dom(o.fields)
rIpu
(B ppo7) i (Blr(v0) > ol f = r(va)]], pp + 1,7)
m[pp] = iput vg,ws, fid fda(fid) = st
dout rda(v,) U rda(vp) U se(pp) C st
pu

m, region,,, mda, fda, ada, ret, se - pp : rda — rda

The semantics of both instructions has in common that

— it does not change the register state, i.e., 7o = r1, and

— it updates the heap at one location [ € £ by changing the value of the field
f = lookup-field p (fid) of the object o = hy(l), i.e., ha = hq[l — o[f — u]]
for some value u € V.

The typing rules of both instructions require that

— se(pp1) Uso U. .. C fda(fid) for some sg,--- € SL, and
— the register domain assignment does not change, i.e., rda’ = rda.

From 7 ~g da 71, 72 = 11, and rda’ = rda follows immediately that r ~B.rda’ T2-
It remains to show that h ~5 he. Let l € L, f € F,0€ O, and u € V

such that f = lookup-fieldp(fid), o = hq(l), and he = hi[l — o[f — u]]. Hence,

h1 = ho except for the object at location [. Moreover, by the definition of heap
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indistinguishability, two heaps can only be distinguished by the instances that
are at locations related by . Hence, to show that h ~g hy given h ~g hy, it
remains to show that h(871(1)) ~g ha(l) if I € rng(B).

Assume | € rng(f). Given that se(pp;)UsoU. .. C fda(fid) for some sq,--- €
SL, and se(pp1) = high by assumption, we have fda(fid) = high. Since the class
of the modified object is not changed and objects can only be distinguished by
public fields, changes to the private field fid leave the resulting object o[f — u]
at [ in ho indistinguishable from o at [ in h;. Moreover, from the typability
of the program also follows that there are no other field names fid € FID
such that lookup-field(fid') = f and fda(fid') = low. That means hi(l) ~g ha(l)
follows from fda(fid) = high and ho(l) = h1(I)[f — u]. Moreover, from h ~g
h1, we know that h(871(1)) ~g hi(l). Finally, h(871(1)) ~p ha(l) follows from
h(B7(1)) ~p hi(l), hi(l) ~pg ha(l), and the transitivity of indistinguishability of
objects.

Case 5 (new-array vy, vp).

m[pp] = new-array v,,v, h € dom(nextFreeLocation)
l = nextFreeLocation(h) 0 <r(vp)

rNewArray 5
(hy pp, 1) ~~ Do (B[l = defaultArray(r(vp))], pp + 1, 7[va = 1))

m = new—array g,V
tNewA [pp] Y Va,Ub

m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, — rda(vp) L se(pp)]

We first show h ~g he. Let | = nextFreeLocation(h;). From h ~g hq, we know
that dom(B) C dom(h) and rng(B) C dom(hy). Moreover, by rule (rNewArray),
we know that ho = hi[l — defaultArray(n)] and, thus, dom(hs) = dom(hi) U
{l}. Ultimately, we can conclude dom(3) C dom(h) and rng(8) C dom(hs),
which satisfies the first two requirements of the indistinguishability of heaps
(Definition [22)). It remains to show that for all locations | € dom(3) either
I € domy(h), B(l) € doma(ha), and h(l) ~z ha(B(1)) or I € domp(h), B(l) €
domo(hs), and h(l) ~g ha(5(1)).

Since hy = hq[l — defaultArray(n)], he differs from h; only in location I. As
nextFreeLocation allocates fresh locations on the heap provided as argument, we
know that [ ¢ dom(h;). Hence, for all locations | € dom(hy) it holds that hy(l) =
ha(l). With h ~g hy, we have for all locations [ € dom(g) either | € dom 4(h),
B(1) € dom 4(hg), and h(l) ~g ha(B(l)) or I € domo(h), B(l) € dome(hs), and
B1) ~p ha(3(0)).

We still need to show that r ~3 14 2. According to the rules (rNewArray)
and (tNewA), the only register that is updated in the register state and the
register domain assignment is v,. Hence, given that r ~g 2 71, we only need
to show if rda’(v,) = low that r(v,) ~p 12(vs) to have r ~g 42 2. From rule
(tNewA) follows that rda’(v,) = rda(vy) Use(pp1). Since se(pp1) = high, we have
rda’(vg) = high. Thus, we have r ~g 42 72.

Case 6 (filled-new-array-range vjg,n).
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m[pp] = filled-new-array-range vg,n
h € dom(nextFreelocation)
[ = nextFreelLocation(h)  x = defaultArray(n)
ar =z[0— r(vg),...,n — 1+ r(Vgin_1)]

rFilledNewArrayR ©
(h,pp,7) ~pm (R[l — ar],pp + 1, r[resultiower — 1])

FNAR m[pp] = filled-new-array-range vg,n Uf::fl rda(v;) C ada
t
m, - - pp: rda — rda[resultiower — se(pp), resultypper — se(pp)]

We first show h ~g he. Let | = nextFreeLocation(hy). From h ~g hq, we know
that dom(B8) C dom(h) and rng(8) C dom(hi). Moreover, by rule (rFilled-
NewArrayR), we know that dom(hs) = dom(hy) U {l}. Ultimately, we can con-
clude dom(B) C dom(h) and rng(8) C dom(hs), which satisfies the first two
requirements of the indistinguishability of heaps (Definition . It remains to
show that for all locations | € dom(B) either | € dom4(h), B(l) € dom.(hs),
and h(l) ~g ha(B(1)) or I € domo(h), B(1) € dome(h2), and h(l) ~g ha(B(1)).

As of rule (rFilledNewArrayR), he = hy[l — defaultArray(n)[...]], i.e., ho
differs from h, only in location . Since nextFreelLocation allocates fresh locations
on the heap provided as argument, we know that [ ¢ dom(hy). Hence, for all
locations [ € dom(hy) it holds that hq(I) = ho(l). With h ~g hq, we have for all
locations | € dom(3) either I € dom 4(h), B(1) € dom4(h2), and h(l) ~5 ha(5(1))
or | € domo(h), B(l) € domp(hg), and h(l) ~z ha(B(1)).

We still need to show that r ~g 42 2. According to the rules (rFilled-
NewArrayR) and (tFNAR), the only registers that are updated in the regis-
ter state and the register domain assignment are resultjoyer and resultypper.
Given that r ~g,da 71, We only need to show if rda’(resultiower) = low, that
r(resultiower) ~g T2(resultiower) holds and if rda/(resultuppw) = low, that
r(resultupper) ~p Ta(resultypper). Since rda’ (resultiower) = rda’(resultupper) =
se(pp1) according to rule (tFNAR) and se(pp;) = high by assumption, we have
rda’ (resultiower) = rda’(resultypper) = high. Thus, we can conclude r ~B rda’ T2

Case 7 (aput vg,vp, Ve ).

mlpp] = aput va,ve,ve  7(vp) € dom(h)  ar = h(r(v))

x = ar[r(ve) — r(vg)] 0 < r(v.) < ar.length
rAput

0
(o0, ) o (B[ (v) = 2], pp + 1,7

m[pp] = aput wv,,vs,v. rda(ve) U se(pp) Urda(vy) Urda(v.) C ada

tAput
pu m, region,,, mda, fda, ada, ret, se - pp : rda — rda

By the rules (rAput) and (tAput), we have 7o = 7y, and rda’ = rda. With
T ~g rda T1, it follows immediately that 7 ~g \4s’ 2.

It remains to show that h ~g he. Let I = r1(v,). By rule (rAput), we know
that ha = hy[l — h1(l)[ve — v,]]. Hence, hy = hy except for the array at location
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. Moreover, by the definition of heap indistinguishability, two heaps can only
be distinguished by the instances that are at locations related by 5. Hence, to
show that h ~g ha given h ~g hy, it remains to show that h(871(l)) ~g h2(l) if
1 €rng(B).

Assumel € rng(B). By rule (tAput), we know that rda(v, )Use(pp1 )Urda(vp)U
rda(v.) C ada. With the assumption se(pp1) = high, we get ada = high. Since
arrays can only be distinguished by their content if it is public, we get hq(l) ~3
ho(l) from ada = high, ha(l) = hi(l)[ve — v,], and hq(1).length = hy(1)[v. —
v,].length. Moreover, from h ~g hy, we know that h(371(l)) ~g hi(l). Finally,
h(B71(l)) ~p ha2(l) follows from h(B71(1)) ~p hi(l), hi(l) ~p ha(l), and the
transitivity of indistinguishability of arrays.

Case 8 (unop-wideT Vg, Up, UOP).

m[pp] = unop-wideT v,,vp,uop  u = uop(r(vy))
rUnopWideT —

(h,pp, ) w(?a),m (h,pp + 1,7[ve — lower(u), vo+1 +— upper(u)])

m[pp] = unop-wideT v, vp,uop ¢ = rda(vy) L se(pp)

tUnopWT -
m, region,,, mda, fda, ada, ret, se - pp : rda — rdafv, — t, v441 — ]
By the rule (rUnopWideT), we know that he = hq. With h ~g hyq, it follows
immediately that h ~g hs.

It remains to show that r ~g 42 72. Given that r ~ga 71, We only need
to show if rda’(v,) = low that r(v,) ~p r2(ve) and if rda’(ve41) = low that
7(Vat1) ~p T2(Vas1). Since rda’(v,) = rda’(va+1) = rda(vy) U se(pp1) according
to rule (tUnopWT) and se(ppy) = high by assumption, we have rda’(v,) =
rda’(va4+1) = high. Thus, we can conclude r ~g g’ T2.

Case 9 (invoke-virtual-range vi,n,mid).

m[pp] = invoke-virtual-range vy,n,mid  r(vy) € dom(h)
(mid, h(r(vi)).class) € dom(lookup-virtualp)
m’ = lookup-virtual p(mid, h(r(vg)).class)

(h,0,defaultRegisters([r(vi), . .. r(Vkrn_1)])) l}gfn)ﬂ (u, ')
rIVR :

(h,pp,T) EZ;}Q (W, pp + 1, riresultipwer — lower(w), resultypper — upper(u)])

m[pp] = invoke-virtual-range vy,n,mid
(mid, [rda(vg), ..., rda(vg4n—1)], st) € mda

aR se(pp) = low rda(vg) = low

m, - pp:rda = rdafresultiower — St, resultypper —> st]

Since we assume m, region,,, mda, fda, ada, ret, se - pp; : rda — rda’, rule (tIR)
requires that se(pp;) = low. However, as we also assume se(pp;) = high,
we have a contradiction and the instruction at program point pp cannot be
invoke-virtual-range.
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Lemma 5 (Step consistent for return). For all methods m € Mp of pro-
gram P, register states r,r1 € R, heaps h,hi,hos € H, values u € V, program
points pp1 € Ng, partial injective functions on locations 3 € B, register domain
assignments rda, rda’ € RDA, security environments se : Ng — SL, and security
domains ret € SL such that

1. se(pp1) = high,
2. h~ghy,

3. m,region,,, mda, fda, ada, ret, se I pp; : rda = rda’, and
0

4 (h1,pp1,71) W(P),m (u, ha),

it holds that h ~g ho and, if u # void, ret = high.

Proof. Let m € Mp be a method of program P, r,r; € R be register states,
h,hi,ho € H be heaps, pp1 € Ny be a program point, § € B be a partial
injective function on locations, rda,rda’ € RDA be register domain assign-
ments, se : Ng — SL be a security environment, ret € SL be a security do-
main, and v € V be a value such that se(ppi) = high, h ~g hi, 7 ~g rda 1,

m, region,,, mda, fda,ada, ret, se = pp; : rda — rda’, and (hy,pp1,71) w(’}i?m
<u7 h2>

Since return-void can be seen as a special case of return, we show that
h ~g hy and, if u # void, ret = high, by proving the case of m[pp;| = return v,.

m[pp] = return v,

rReturn

(0)
<h7ppu 7"> "’“’P,m <T’(’l}a), h>

m[pp] = return v, se(pp)Urda(v,) C ret

tRet
et m, region.,, mda, fda, ada, ret, se - pp : rda — rda

By (h1,pp1,71) W(Qm (u, ho) and rule (rReturn), we have hy = hq. Hence, with
h ~g hy follows h ~g ha. By m,region,,, mda, fda, ada, ret, se - pp; : rda — rda’
and se(pp1) = high, we can conclude that ret = high because of the premise
se(pp1) Urda(vg) E ret of rule (tReturn).

Lemma 6 (High branching). For all methods m € Mp of program P, register
states r1,79,71,75 € R, heaps hy, ha, b, hly € H, program points pp1, pps, pph €
Ny, partial injective functions on locations B € B, register domain assignments

rda,rda’ € RDA, security environments se : Ng — SL, and security domains
ret € SL, if

hi ~g hl,

/
T1 ~B,rda T1,
m, region,,, mda, fda, ada, ret, se - pp; : rda — rda’,

0
<h1appla T1> M_SP),m <h27pp27 T2>,

(0)
(R, pp1,71) ~> P (B, pph,T5), and
P2 F# PPY,

S S oo~

51



then se(pp’) = high for all pp’ € region,,(pp1)-

Proof. Let m € Mp be a method of program P, r1,r2,7],75 € R be register
states, hi, ho, ], hly € H be heaps, pp1, pp2, pps € No be program points, 3 € B
be a partial injective function on locations, rda, rda’ € RDA be register domain
assignments, se : Ny — SL be security environments, and ret € SL be a security
domain, such that hy ~g hi, r1 ~grda 1, M,TEGION,,, mda, fda, ada, ret, se F

Q) (0
pp1 i rda — rda’, (hy,ppr,m1) ~ P (ha,ppa,72), (W, pp1, 1Y) ~pm (R, PP, 13),
and ppz # ppj.
The only instruction that may yield different program points after execution
is if-test.

mlpp] = if-test vg,vp,n,T0p

IfTest Vj € region, (pp).rda(v,) U rda(vs) C se(4)

m, region,,, mda, fda, ada, ret, se - pp : rda — rda

m[pp] = if-test vg,vp,n,rop  1(vg) TOp T(VH)
rIfTestTrue —

0)
(h,pp,7) W(p,m (h,pp +mn,7)

mpp] = if-test vy, vp,n,mop  —(r(va) rop r(vp))
rIfTestFalse —

(h, pp,7) W(?v),m (h,pp+1,7)

Due to the premise of the typing rule (tIfTest), se(pp’) = low for some pp’ €
region,,(pp1) can only hold if rda(v,) = low and rda(v,) = low. Under this
assumption, we have 1 (v,) ~g 71 (ve) and r1(vy) ~g 71 (vp) because r1 ~g rda 7.

If the registers vg, vy store numbers from the set A, this directly implies
r1(va) = 7 (ve) and 71 (vy) = 74 (vs). Thus, ri(vy) rop r1(vp) if and only if
) (va) rop i (vp).

If vy, vy store locations, then B(ri(v,)) = ri(ve) and B(ri(vsy)) = 71 (vp).
The only operators applicable to locations are = and #. Since 3 is an injective
function, r1(v,) rop r1(vp) if and only if v} (v,) rop 7 (vs) for rop € {=, #}.

Because 71 (v,) rop 71(vp) if and only if 7 (vg) rop ) (vp), the same semantic
rule (rIfTestTrue) OT(rIfTestFalse) is applicable in both executions and, thus,
yields the same program point to be executed next. As this is a contradiction
to the assumption that pps # pp), we can conclude that rda(v,) = high or
rda(vp) = high. By rule (tIfTest), this implies that se(pp’) = high for all pp’ €
region,, (pp1).

Lemma 7 (Indistinguishable after high branch). For all methods m €
Mp of a typable program P, register domain assignments rdag, ..., rdagy € RDA

where k = length(m) — 1, security environments se : Ng — SL, security do-
mains ret € SL, partial injective functions B € B, natural numbers i € Ng,
program points pp,...,pp" € Ny, register states r,v°,...,r" € R, and heaps

h,h®, ... h* € H such that

1. se(pp™) = high for all n € Ny with n < i,
2. h~gh,
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0
3. T Nﬁ,rdappo r,

4' <h0,pp0,7"0> 'W)(?D),m <h17PP1,7“1> “"S?D),m e V"(?D),m <hiappi77ﬂi>7 and

5. for alli,j5 € Ng, if i =, J there exists a register domain assignment rda; €
RDA such that the judgment m,region,,, mda,fda,ada,ret,se i : rda; —
rda; 1s derivable and rda;- C rday,

then h ~g h', and r ~B.rda, rt.

Proof. Let m € Mp be a method of a typable program P, rdag,...,rda; €
RDA be register domain assignments where k = length(m) — 1, se € Ny —
SL be a security environment, ret € SL be a security domain, § € B be a
partial injective function, i € Ny be a natural number, pp°,...,pp' € Ny be
program points, r,7°,...,r" € R be register states, and h,h",...,h’* € H be
heaps such that se(pp™) = high for all n € No,n < i, h ~g h%, r ~B,rda, 0 79,

<h07pp07r0> 'V%(?D),m <h15pp17rl> M%(}OD)JTL e '\H(?D),’m <hi7ppi77,.i>7 and fOI' aH Za] S NO)

if ¢ —,, j there exists a register domain assignment rda;» € RDA such that
the judgment m, region,,, mda, fda, ada, ret, se - ¢ : rda; — rda;- is derivable and
rda;- C rda;.

We have to show that h ~g h* and r ~gr4a ; 7*. We conduct the proof by

induction over the length of the execution sequence 3.
Base case. Assume i = 0. Then h ~g h° and r ~B,rda, o rY hold by assumption.

Induction hypothesis. We assume that the property holds for execution sequences
that are strictly shorter than 4.

Induction step. Assume i > 0. We inspect the first execution step in the sequence

(0) . .
(W0, pp°,1°) ~pym (Rt ppt,rt). With b ~g hO, 7 ~gaa o 70, se(pp®) = high,
and the fact that each program point is typable, we can apply Lemma [4| (step
consistent) and Lemma [20| (monotonicity of the indistinguishability of register
states), to conclude h ~g Al and r ~B.rda, 1 rl.

0 0
Since the remainder of the execution sequence (h',pp!,rt) ~=>(p)m e w(p)’m

(h%,pp®, r*) has now i — 1 steps remaining, we can apply the induction hypothesis
with h ~g hl, T prda,, r! and the premises and to conclude h ~g h*

3
and 7 ~Brda i T

Lemma 8 (Security of typable sequences). For all methods m € Mp of
a typable program P, register domain assignments rdag,...,rday € RDA where
k = length(m) — 1, security environments se : Ng — SL, security domains ret €
SL, partial injective functions 3 € B, natural numbers i,j,n3, ... ,n3 € Ny, pro-
gram points pp(l), e ,ppll,ppg, - ,pp% € Ny, register states 7’(1), RN A 7"8, oo ,r% €

R, heaps by, ... hi, hY, ... bl hy € H, and values ug € V such that

1. pp = ppY,
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7‘(1) Nﬁ,rdappcl) 7“8;
hY ~p h3,
se(pp) = low,
( ) (0) (0) ) o
<h17pp1aT1> " Pom <h17pp1>7"%> MPm Y Pm < l]vpplhri%
(n9) (n3) (nd)
<h27pp27708> WPm <h27pp2,7’2> ~Pm <h27pp2,7'2> “’“’Ig,m (ug, ha),
for alli,j € Ny, if i =, j there exists a register domain assignment rda; €
RDA such that the judgment m,region,,, mda,fda,ada,ret,se b i : rda; —
rda’; is derivable and rda; C rdaj, and
8. for all i € Ny, if there exists no j € Ny such that i —,, j, then the judgment
m,region,,, mda, fda, ada, ret, se - i : rda; — rda; is derivable.

NS S e o

there exists a natural number d € Ny and a partial injective function on locations
B’ € B, such that

1. d<j,

2. ppi = pps.

8. pCp,

4. M1 ~g hg,

5. 11 ~8 rda oot rd, and

6. for all c € No,c < d it holds that n§ = 0.

Proof. Let m € Mp be a method of a typable program P, rdag,...,rday € RDA
be register domain assignments where k = length(m) —1, se € Ny — SL be a se-
curity environment, ret € SL be a security domain, 8 € B be a partial injective

function, 4, j,n9, ..., ns € Ng be natural numbers, ppl, ..., o, ppY, - - 7pp% €Ny

be program points, r{, ... 7l 79 ... , 73 € R be register states, h% .. i ,hY,

h, ho € H be heaps, and us € V be a value such that pp = pp3, 9 ~5. da 20 Y,
) (0) (0) (0)

h(1) ~pB h(2)7 Se(pp’i) = lO'lU <h?vpp(1)7 7’(1)> M Pm <h1»PP1, T1> M Pm v Y Pm

1 . J
(hi,pp’i,ri) <h2,pp2,’l"g> Mgpin <h2app23 T2> M(J;Dz,)m T <h%vpp%’ T%> 'W()T;g,)m <u27 h2>7
for all 4, 7 € Ny, if ¢ —,,, j there exists a register domain assignment rda;- € RDA
such that the judgment m,region,,, mda,fda,ada,ret,se - i : rda; — rda;- is
derivable and rda; C rdaj, and for all ¢ € Ny, if there exists no j € Ny such that
1 —m Jj, then the judgment m, region,,, mda, fda, ada, ret, se - i : rda; — rda; is
derivable.

We have to show that there exists a natural number d € Ny and a partial
injective function on locations 3’ € B, such that d < j, ppi = ppd, B C B,
rd, and for all ¢ € Ny, ¢ < d it holds that n§ = 0.

We prove this by induction over the number ¢ of execution steps in the first
sequence.

. o
hi ~pr hy, 11 ~prrda,

pi

Base case. Assume ¢ = 0. Then d = ¢ =0 and 8’ = 8 and all goals are fulfilled
by assumption.

Induction hypothesis. We assume that the property holds for execution sequences
that are strictly shorter than .
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Induction step. Assume i > 0. Since pp = ppY and the instruction at pp? is
not a return statement (it does not lead to a final state), we know that also
the second sequence must make at least one step that is not terminating. We
distinguish whether the security environment at the first program point is low
or high.

Case 1 (se(pp}) = low). We can apply locally respect (Lemma and Lemma
to obtaina 3" € Bsuch that r{ ~gv a , 3, hi ~g h3, and ng = 0. If pp} = pps,
we can apply the induction hypothesis alund conclude all goals.

Otherwise, pp} # pp} and the instruction at program point pp{ was a branch-
ing with a condition involving secrets. With Lemma |§| (high branching) and the
three SOAP properties of control dependence regions of branching instructions
(Definition , we know that all program points whose execution depends on
the given branching (all pp € region,,(pp?)) have a high security environment.
Since we also know that the security environment of pp} is low by assumption,
there has to be a natural number ¢ € Ny with ¢ < ¢ which is the smallest number
such that pp$ = jun,, (pp}). Hence, the program point of this state is the junc-
tion point of the different possible executions originating from the branching at
pp) and this program point is not in region,, (pp?). According to SOAP 3, this
junction point is only defined if no return statement occurs in the control depen-
dence region of pp?. Hence, the second execution must also pass this junction
point pp{ before terminating. Thus, we define d as the smallest number such
that pp§ = pp§ = junm, (pp?).

As all states before jun,,(pp}) have a high security environment and no
methods can be called in high security environments required by the typabilit
of the program, we have ni = ... = ng_l = 0. Hence, we can apply Lemma
(indistinguishable after high branch) to show for the execution sequences

(0)
<h’%app%77ﬁ%> P Pm < ivppi77nf> and

1
ny)

(
(h%,pp%, T%> ~Pm ot <hgvpp(21a ’I“g>

that h% ~gr h§, h% ~ g hg, and with h% ~3 h% and 8 C 8" we have h§ ~ g hg
with the transitivity and symmetry of the indistinguishability of heaps. More-
over, we get from Lemmamthat ri ~B rdagye T ri B rda e rd (since pp§ =
pp$). With the symmetry and transitivity of the indistinguishability of register
states, we have r{ B rda e Tg. Since the length of the remainder of the first
execution sequence is smaller than 4, we can now apply the induction hypothesis
and conclude all goals.

Case 2 (se(pp}) = high). If the security environment is high at pp, then there
exists some program point pp € Ny that is a branching on secrets with pp} €
region,,(pp) and that has a junction point jun,,(pp) which is not in a high
security environment. Otherwise, se(pp}) could not be low. The rest of this case
is shown analogously to the second case of se(pp)) = high.
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Lemma 9 (Security of typable methods). For all methods m € Mp of a ty-
pable program P, method names mid € MIDp, and security domains po, . . . Pn,
ret € SL for some n € Ny, if (mid,[po,...,pn],Tet) € mda and m is typable
with respect to (mid, [po, ..., pn],ret), then m satisfies TIN-ADL with respect to
the method signature (mid, [po, ..., pn],ret).

Proof. Let m € Mp be an arbitrary method of a typable program P, mid €
MIDp be a method name, and pg, .. .p,, ret € SL for some n € Ny be security
domains such that (mid, [po, ..., pn], ret) € mda and m is typable with respect
to (mid, [po, - .., pn],ret).

To show that m satisfies TIN-ADL with respect to (mid, [po, - .., pn], ret), we
have to show that there exists a register domain assignment rda € RD.A with
p; E rda(v;) for all ¢ € Ny, ¢ < n and for all partial injective functions 8 € B,
register states r1,79 € R, heaps hy, ha, b}, hY, € H, return values u;,us € V, and
natural numbers nq,ny € Ny such that

1 ~B,rda T2,

hl ~p h27
(h1,0,71) Sf;z (u1,h}), and
(h2,0,72) U52) (uz, ),

there exists a partial injective function on locations 8’ € B, such that 8 C &,
hi ~g hY and, if ret = low, us ~p us.

By the typability of m and Definition we obtain rdag € RDA such that
for all i € Ny, 4 < n it holds that p; C rdag(v;) and set rda = rdag.

For the remaining goals, we show a more general case where executions of
arbitrary methods start at arbitrary positions.

Let m € M p be an arbitrary method of a typable program P, se € Ny — SL
be a security environment, rdag, . . ., rday € RDA be register domain assignments
where k = length(m) — 1, 3 € B be a partial injective function, pp{,pp9 € Ny
be program points, r{,ry € R be register states, h, h, h1,ho € H be heaps,
u1, Uy € V be return values, and ni,ns € Ny be natural numbers such that

L. pp? = ppl,

2. 77 ~Birda, 0 T2

3. hi ~g R,

4. <h(1)7pp(1J7T(1J> gféz <u17h1>7

5. <h8,pp8,7‘8> E?f,i (uz, ha),

6. for all 7,5 € Ny, if ¢ —,,, j there exists a register domain assignment rda;- €

RDA such that the judgment m, region,,, mda, fda, ada, ret, se - i : rda; —
rda;- is derivable and rda;- C rdaj, and
7. for all i € Ny, if there exists no j € Ny such that i —,, 7, then the judgment

m,region,,, mda, fda, ada, ret, se F i : rda; — rda; is derivable.

We have to show that there exists a partial injective function on locations 5’ € B,
such that 8 C 8, hq ~pg hg and, if ret = low, uy ~p us.
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By unfolding the semantics of methods, we know that the executions of m
are of the form

( i i q ("i)
<h17pp17 T1> <h13pp1a 7‘1> <h1app1a 7‘1> WPl,m <U1, h1>

and _

h 0 ( (n3)

( 2,pp2,r2> P, (hg,pp2,7“2> <h2’pp2a7“2> ~>pm (U2, ha)
for natural numbers i,j,n?,ng,...,nﬁ,né € No, heaps hi, hi, ..., ﬁ,hé € H,
register states TL r%, N A r% € R, and program points pp},pp%, .. ,ppzl,ppé S

Np such that nd + ... +nf =ny and nd + ...+ nj = na.
We show the goal by induction over an upper bound for the number of method
calls ng € Ng where ny < ng and ns < ng.

Base case. Assume ng = 0. Then also ny = ny = 0. We distinguish cases over
the security environment of the program point of the return instruction ppj.

Case 1 (se[ppi] = low). Then, by the security of typable execution sequences
without invocation (Lemma [8), we know that that there exists a d € Ny such
that pp1 = ppd and that there ex1sts a g’ e B such that g C B", ht ~gn hi,
and r} B rda, rd. Since pp} = ppd and pp} is a return statement, also the
second sequence terminates with execution step d, i.e., d = j. With premise [7] of
this lemma and locally respect for return (Lemma [2)), we conclude for the last
execution step that there exists a partial injective function on locations 8’ € B,
such that 8" C (', hy ~p he and, if ret = low, u; ~g ug. The goal 8 C [’
follows from 8 C 8" and 8" C 5.

Case 2 (se[ppi] = high). Then there is a state (h$, pp§, r§{) for some ¢ € Ny such
that either there is a preceding state with se(pp$™*) = low or (h§,pp§,r§) =
(h9, pp?,7?), and for all n € Ny with ¢ < n < i it holds that se(pp}) = high, i.e.,
no more state in a low security environment occurs in the remainder of the first
execution before termination.

In the first case, by security of typable execution sequences without invo-
cation (Lemma , we know that there exists a state (hS~ ' ppd=! rd=1) for
some d € Ny in the second execution such that pp]~ 1 - = pp5 1 = pp for some
pp € Ny and that there exists a 8" € B such that 3 C 8", h$™ ~pgm hgfl, and
7 g dayy rd=1. The state (R4~1, ppd=", r4=1) must also be the last state in
a low security environment before termination of the second execution, as oth-
erwise Lemma 8] could be applied to derive another state with a program point
in a low security environment in the first execution, which is a contradiction
to our assumption. By locally respect (Lemma [1)), we know that the execution
of pp‘{_1 and ppg_1 in indistinguishable register states and heaps yields states
(h$,pp$,r$), and (hd, ppd, rd) such that there exists a 8 € B such that 5" C 8",
hf ~ g hg, ’I"‘l: Nﬁ”’rdamﬁ T’g, and ’I"‘l: Nﬁ”’rdam’g ’I"g.

In the second case, we have 8” = 3, pp = pp§ = pp} = pp) = ppg, r{ =
) ~pgirda,, ™9 =79, and h§ = k) ~g» hY = h§ by assumption. As before, this
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implies that also the second execution sequence does not contain a state with a
program point in a low security environment, as otherwise a contradiction would
be derivable.

In both cases, we can apply Lemma [7] (indistinguishable after high branch)
to the execution sequences

< iappiarﬁ 'W)(?D),m e < Zlappllv7n7i> and

(1, P, 78 ~ P -+ (s b, )
and obtain h§ ~gr hi and h$ ~g» hé With h§ ~g» h$ and symmetry and
transitivity of indistinguishability immediately follows h% ~g. hi.

We can apply step consistent for return (Lemma' to the final execution step
in both sequences and get hy ~g» b, ha ~gr hi, ret = high if uy 75 void, and
ret = high if us # void. From hy ~gr h, hy ~g» h2, and hi ~gr h2, we know
that hy ~gr ha given the symmetry and transitivity of the indistinguishability
relation for heaps.

Finally, if ret = low, we know from ret = high if u; # void, and ret = high
if ug # void, that u; = ug = void and, thus, u; ~g» us.

Induction hypothesis. We assume that the property made explicit by Defini-
tion [30| holds for terminating execution sequences in arbitrary methods m with
strictly less than ng method calls, given that they start in the same program
point and indistinguishable register states and heaps.

Induction step. Assume ng > 0. Let (h§,pp$,r{) for some ¢ € Ny be the first
state in the first execution sequence in which m[pp§] is a method call instruction.
As m is typable, we know that se(pp$) = low as required by the typing rules for
method invocation instructions.

By Lemma we know that a state (hd, ppd, r4) for some d € Ny in the second
execution exists, such that no method invoking instruction occurs in the second
execution before this state, pp§ = ppd = pp for some pp € Ny, and a function 3"
exists, such that B C 8, h§ ~g» hg, and r§ ~B" rday, T

As m[pp] is a method invoking instruction, the next execution steps from the
states (h{,pp,7$) and (hd, pp,r$) are of the form

(hS*',pp +1,757) and

d+1>

P 1+

( 1,ppar1>£"’Pn2
2+1)
Pm <hg+1

(=
(hd,pp,78) ~~ op+ 1,7

where 21, 29 € Ny. As the total amount of method calls is not greater than ng,
we know that z; < ng and 2o < ng. With the induction hypothesis, the lemma
locally respect for methods (Lemma |3), and monotonicity of the indistinguisha—
bility of register states (Lemma . we know that there exists a rda’ € RDA

and a B € B with 8” C 8" such that th ~ g hdJr1 and TCH ~ 811 rdal rgﬂ.
With premise @ of this lemma, we get 7“1 +1 ~BI rdappi 7"2 . Since the re-

maining executions can only contain n; — (21 + 1) and ny — (22 + 1) method

o8



invoking instructions, we can apply the induction hypothesis and conclude that
there exists a partial injective function on locations 3’ € B, such that 8 C ',
hi ~g hg and, if ret = low, uy ~p us.

With the last lemma, security of typable methods, Theorem [I| can be proven.

Proof (Soundness of the type system). We assume that program P is typable.
To show that P then also satisfies TIN-ADL, we have to show

1. for all method names of entry points mid € EPp there exists po, . .. p,,ret €
SL for some n € Ny such that (mid, [po, . .. pn],ret) € mda, and
2. for all method names of entry points mid € EPp, methods m € Mp,
classes ¢ € CIDp, and security domains pg,...p,,ret € SL such that
(mid, [po, - . . pn], ret) € mda, if
— m = lookup-static(mid),
— m = lookup-direct(mid, ¢),
— m = lookup-super(mid, ¢), or
— m = lookup-virtual(mid, c)
holds, then m must satisfy TIN-ADL with respect to (mid, [po, - .. pn], ret).

The satisfaction of condition 1 directly follows from the definition of typabil-
ity of programs. It remains to show the satisfaction of condition 2.

Let mid € EPp be a method name of an entry point, m € Mp be a method
of P, ¢ € CIDp be a class name, and pg,...p,,ret € SL be security do-
mains such that (mid, [po, ... pn], ret) € mda, and m = lookup-static(mid), m =
lookup-direct(mid, ¢), m = lookup-super(mid, ¢), or m = lookup-virtual(mid, c).
We have to show that m satisfies TIN-ADL with respect to (mid, [po, - . . pn], Tet).

Since EPp C MIDp, it follows from the typability of program P that m is
either a framework method or it is typable with respect to (mid, [po, - . . pn], ret).

If m € framework, then m satisfies TIN-ADL with respect to all applicable
method signatures by assumption.

If m ¢ framework, then it is typable with respect to (mid, [po,...px],ret).
Hence, m also satisfies TIN-ADL with respect to (mid, [po,...pn],ret) using
Lemma

Thus, if program P is typable, then P also satisfies TIN-ADL.

6 Related Work

The objective of our work was the development of an information-flow analysis
that soundly prevents information leakage through the bytecode of Android apps.
Thus, the related work for this report comprises research on language-based
information-flow security and on Android security. Language-based information-
flow security has a long tradition, and a comrehensive overview to the field was
given by Sabelfeld and Myers [SMO03|. As for the Android security research,
various methods have been proposed to prevent information leakage through
apps, and Enck [Encll1] provides a broad overview of different directions here.
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In this section, we first focus on relevant type-based information-flow security
analyses with proven soundness, then we take a closer look on static analyses
for the detection of information leaks in Android apps.

The first security-type analysis equipped with a formal proof of soundness was
proposed by Volpano, Irvine, and Smith [VIS96]. They developed a security-type
system for an imperative high-level programming language with formal semantics
and proved that if a program in the given language is typable, it satisfies a
noninterference-like security condition. Banerjee and Naumann [BN05] adopted
this concept to define a sound security-type analysis for programs written in a
fragment of JavaCard that supports objects and method invocation including
dynamic dispatch. Although such type systems for high-level languages could
be used to analyze the source code of Android apps, they are hard to apply if
the source code is not available. For some apps, the source code even cannot be
obtained using decompilers [EOMC11]. Our security type system was developed
specifically to analyze Dalvik bytecode, such that access to the source code of
an app or decompilation of Dalvik binaries are not necessary.

The first type-based information-flow analysis with proven soundness for a
low-level language was proposed by Kobayashi and Shirane [KS02|. They ana-
lyzed a subset of the Java virtual machine language, i.e., Java bytecode, without
objects and method calls and proved the soundness of the type system with
respect to a noninterference-like security property. Barthe, Pichardie, and Rezk
[BPROS] provided a type system and operational semantics for a larger subset of
Java bytecode that includes objects, method calls, arrays, and exceptions. They
defined a notion of noninterference for the execution semantics of Java bytecode
and proved that the proposed type system enforces this notion of noninterfer-
ence. Some aspects of our security-type system were adopted from [BPROS|, e.g.,
the handling of indirect information flows in an unstructured bytecode language
and some definitions of indistinguishability. Yet, there exist nontrivial differences
between Java bytecode and Dalvik bytecode that have to be considered when
defining a sound analysis method for Dalvik. For example, Dalvik programs
have multiple potential entry points at which execution of the program may
start while Java programs have a single main-method. Moreover, Dalvik byte-
code operates on registers whereas the Java virtual machine uses an operand
stack for computation results and parameters.

There exist different tools for the static detection of information leaks in
Android apps, e.g., [FCF09, GCEC12, KYYS12, [LLW ™12, MS12, [YY12, ZO12,
FAR™ 13, (OMJ"13]. However, only few come with a proof of soundness, i.e., for-
mal guarantees to what extent their analyses enforce information-flow security.
We are aware of two such tools.

The tool SCanDroid [FCF09] was developed based on a security-type anal-
ysis for a language in which the communication of apps with other apps can
be captured |[Cha09]. The goal of this analysis is to check that apps cannot
circumvent their access permissions by colluding with other apps. To this end,
the security-type analysis uses Android access permissions as security types and
tracks information-flows across different apps. The soundness of the analysis was
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proven with respect to an operational semantics for the language. In addition
to tracking information-flows across apps, which is not the focus of our work,
SCanDroid can also track data flows within apps. Here, our analysis has two ad-
vantages: it does not only detect direct data leaks but also indirect leaks through
control flow dependencies, and the security types in our analysis are independent
of the statically declared Android permissions such that the same program can
be analyzed with respect to different information-flow requirements.

ScanDal [KYYS12| is a static analysis tool to detect data leaks in Android
apps. The analysis of ScanDal is based on abstract interpretation of programs
represented in an own intermediate language, Dalvik Core, and it has been
proven sound with respect to the formal semantics of Dalvik Core. In addi-
tion to detecting data leaks in Android apps, our security-type analysis takes
indirect information leaks through control-flow dependencies into account.

7 Conclusion

In this report we presented the type-based information-flow analysis for Dalvik
bytecode — together with its soundness result — that is implemented in Cassan-
dra. This analysis not only supports the detection of direct information leaks but
also of indirect leaks through control-flow dependencies on secrets. Such indirect
leaks disclose private information at least partially and, if exploited repeatedly,
may even leak complex information.

We carefully modeled the operational semantics for ADL, an abstract version
of the Dalvik bytecode language, formalized the desired noninterference-like se-
curity property, defined the corresponding security-type system, and proved its
soundness with respect to the security property and the semantics. Interestingly,
conducting this soundness proof not only increased the confidence in the security
guarantees that Cassandra provides, but also helped to detect and correct mis-
takes in Cassandra’s implementation. For example, a leak of secret array indices
was not detected, values could be leaked through fields inherited from classes of
the Android framework, and objects on which methods were invoked could be
leaked.

At the moment of writing this report, Cassandra as well as the presented
underlying theory covered 211 out of 218 Dalvik bytecode instructions. Support
for missing instructions (check-cast, monitor-enter, monitor-exit, move-
exception, packet-switch, sparse-switch, and throw) is the subject of our
ongoing work. Using Cassandra, we observed that a frequent cause of imprecision
of the underlying type-based security analyses is the lack of object-sensitivity.
In the future, we plan to investigate how our type system could be adapted to
increase the precision in such cases without losing soundness.

Acknowledgements. We thank Alexander Lux and Jens Sauer for their sugges-
tions during the development of the presented security-type system. This work
was supported by the DFG under the project RSCP (MA3326/4-2) in the Pri-
ority Program RS3, and by the German Federal Ministry of Education and
Research (BMBF) within EC SPRIDE.

61



References

BNO5.

BPRO7.

BPROS.

Cha09.

DD77.

Encll.

EOMCI11.

FAR'13.

FCF09.

GCEC12.

GMS82.

KS02.

KYYS12.

Lim.

LLW™'12.

Manll.

MS12.

A. Banerjee and D. A. Naumann. Stack-based Access Control and Secure In-
formation Flow. Journal of Functional Programming, 15(2):131-177, 2005.
G. Barthe, D. Pichardie, and T. Rezk. A Certified Lightweight Non-
interference Java Bytecode Verifier. In European Symposium on Program-
ming, pages 125-140, 2007.

G. Barthe, D. Pichardie, and T. Rezk. A Certified Lightweight Non-
Interference Java Bytecode Verifier. Technical report, INRIA Sophia An-
tipolis, France, 2008.

A. Chaudhuri. Language-based Security on Android. In ACM SIGPLAN
Workshop on Programming Languages and Analysis for Security, pages 1-7,
2009.

D. E. Denning and P. J. Denning. Certification of Programs for Secure
Information Flow. Communications of the ACM, 20(7):504-513, 1977.

W. Enck. Defending Users Against Smartphone Apps: Techniques and Fu-
ture Directions. In International Conference on Information Systems Secu-
rity, pages 49-70, 2011.

W. Enck, D. Octeau, P. McDaniel, and S. Chaudhuri. A Study of An-
droid Application Security. In USENIX Security Symposium, pages 315—
330, 2011.

C. Fritz, S. Arzt, S. Rasthofer, E. Bodden, A. Bartel, J. Klein, Y. Le Traon,
D. Octeau, and P. McDaniel. Highly Precise Taint Analysis for Android
Applications. Technical report, TU Darmstadt, Germany, 2013.

A. P. Fuchs, A. Chaudhuri, and J. S. Foster. SCanDroid: Automated Secu-
rity Certification of Android Applications. Technical report, University of
Maryland, USA, 2009.

C. Gibler, J. Crussell, J. Erickson, and H. Chen. AndroidLeaks: Automati-
cally Detecting Potential Privacy Leaks in Android Applications on a Large
Scale. In International Conference on Trust and Trustworthy Computing,
pages 291-307, 2012.

J. A. Goguen and J. Meseguer. Security Policies and Security Models. In
IEEE Symposium on Security and Privacy, pages 11-20, 1982.

N. Kobayashi and K. Shirane. Type-Based Information Analysis for Low-
Level Languages. In Asian Workshop on Programming Languages and Sys-
tems, pages 302-316, 2002.

J. Kim, Y. Yoon, K. Yi, and J. Shin. ScanDal: Static Analyzer for Detecting
Privacy Leaks in Android Applications. In Mobile Security Technologies,
2012.

F-Droid Limited. F-Droid. https://f-droid.org/. Accessed in March
2014.

L. Lu, Z. Li, Z. Wu, W. Lee, and G. Jiang. CHEX: Statically Vetting An-
droid Apps for Component Hijacking Vulnerabilities. In ACM Conference
on Computer and Communications Security, pages 229240, 2012.

C. Mann. A Static Framework for Privacy Analysis of Android Applications,
2011. Bachelor’s Thesis, TU Darmstadt, Germany.

C. Mann and A. Starostin. A Framework for Static Detection of Privacy
Leaks in Android Applications. In Symposium on Applied Computing, pages
1457-1462, 2012.

62


https://f-droid.org/

OMJ*13. D. Octeau, P. McDaniel, S. Jha, A. Bartel, E. Bodden, J. Klein, and Y. Le

Proa.

Prob.

Proc.

Prod.

SMO03.

TK10.

VIS96.

YY12.

Z0O12.

Traon. Effective Inter-component Communication Mapping in Android with
Epicc: An Essential Step Towards Holistic Security Analysis. In USENIX
Conference on Security, pages 543-558, 2013.

Android Open Source Project. Activities. http://developer.android.
com/guide/components/activities.html. Accessed in March 2014.
Android Open Source Project. Android Security Overview. http://
source.android.com/devices/tech/security/. Accessed in March 2014.
Android Open Source Project. Bytecode for the Dalvik VM. http://
source.android.com/devices/tech/dalvik/dalvik-bytecode.html. Ac-
cessed in March 2014.

Android Open Source Project. Dalvik  Bytecode  Verifier
Notes. https://github.com/android/platform_dalvik/blob/
c1b54205471ea7824c87e53e0d9e6d4c30518007/docs/verifier.htmll
Accessed in March 2014.

A. Sabelfeld and A. C. Myers. Language-Based Information-Flow Security.
IEEE Journal on Selected Areas in Communications, 21(1):5-19, 2003.

S. Thurm and Y. Iwatani Kane. Your Apps Are Watching You. Home-
page of Wall Street Journal, http://online.wsj.com/news/articles/
SB10001424052748704368004576027751867039730, 2010. Accessed in
March 2014.

D. Volpano, C. Irvine, and G. Smith. A Sound Type System for Secure
Flow Analysis. Journal of Computer Security, 4(2/3):167-188, 1996.

Z. Yang and M. Yang. LeakMiner: Detect Information Leakage on An-
droid with Static Taint Analysis. In Third World Congress on Software
Engineering, pages 101-104, 2012.

Z. Zhao and F. C. Colén Osorio. ”TrustDroid”: Preventing the Use of
SmartPhones for Information Leaking in Corporate Networks through the
Used of Static Analysis Taint Tracking. In International Conference On
Malicious And Unwanted Software, pages 135-143, 2012.

63


http://developer.android.com/guide/components/activities.html
http://developer.android.com/guide/components/activities.html
http://source.android.com/devices/tech/security/
http://source.android.com/devices/tech/security/
http://source.android.com/devices/tech/dalvik/dalvik-bytecode.html
http://source.android.com/devices/tech/dalvik/dalvik-bytecode.html
https://github.com/android/platform_dalvik/blob/c1b54205471ea7824c87e53e0d9e6d4c30518007/docs/verifier.html
https://github.com/android/platform_dalvik/blob/c1b54205471ea7824c87e53e0d9e6d4c30518007/docs/verifier.html
http://online.wsj.com/news/articles/ SB10001424052748704368004576027751867039730
http://online.wsj.com/news/articles/ SB10001424052748704368004576027751867039730

Appendices

A Properties of Indistinguishability Relations

We prove twelve auxiliary lemmas in order to establish symmetry and transitivity
of the indistinguishability relations. We refrain from explicitly proving reflexivity
of the indistinguishability relations as it is apparent from their definition. In
addition, we prove monotonicity of the indistinguishability of register states with
respect to register security domains.

Lemma 10 (Symmetry of value indistinguishability). Let z,y € V and
B € B be a partial injective function on locations. Then x ~g y implies y ~g-1 .

Proof. If x =y = void or x,y € N with z = y, we have y ~3-1 x by definition.
If z,y € L, we have f(z) = y. As § is an injective function, this implies y €
dom(B~1) and 71 (y) = x. Therefore, we can conclude that y ~g-1 z.

Lemma 11 (Transitivity of value indistinguishability). Let z,y,z € V
and B,B8" € B be a partial injective function on locations. Then x ~g y and
Y ~g 2 imply x ~giog 2.

Proof. If =y = z = void or z,y,z € N with x = y = z, we have & ~grop 2
by definition. If z,y,2 € £, we have f(x) = y and §'(y) = z, which implies
B'(8(y)) = z. Therefore, we can conclude that z ~g/og 2.

Lemma 12 (Symmetry of register indistinguishability). For r,r' € R, a
given function rda € RDA and a partial injective function on locations 5 € B,
T ~grda T tmplies v’ ~g-1 g4, T

Proof. r ~g4a ' means that for all © € X U X,..s it holds that if rda(z) = low
then r(x) ~g '(x). We need to show that for all x € X' U X, it holds that if
rda(x) = low then r'(z) ~3-1 7(x). Let x € X UX,.s and rda(x) = low. We know
that r(x) ~g r’(x) and can apply Lemma (10| so that we have '(x) ~g-1 7(x).
Hence, we can conclude that 1’ ~g-1 4, 7.

Lemma 13 (Transitivity of register indistinguishability). For r,r',r" €
R, a given function rda € RDA and partial injective functions on locations
675/ €eB,r ~B,rda " and v’ ~B’ rda r’ imply T ~B/0f,rda .

Proof. r ~grda 7" and 1’ ~pgs 45 7" mean that for all z € X U &5 it holds that
if rda(z) = low then r(z) ~g r'(x) and r'(z) ~g r”(z). We need to show that
for all x € X U X5 it holds that if rda(x) = low then r(z) ~gop r”(z). Let
r € XUX,es and rda(z) = low. We know that r(x) ~ 7/(x) and 7' (x) ~g r"(z)
and can apply Lemmato have r(z) ~grop 7"’ (x). Hence, we can conclude that
T ~B’0f3,rda .

Lemma 14 (Symmetry of object indistinguishability). Let 01,02 € O be
two objects in a program P with the lookup function lookup-fieldp and 5 € B
a partial injective function on locations such that oy ~g o02. Then 03 ~g-1 01
holds.
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Proof. We know that o1.class = os.class and for all f € dom(oy.fields) it holds
that there exists fid € dom(lookup-field) such that if f = lookup-field(fid) and
fda(fid) = low then o1.f ~3 02.f. As 0y.class = o; .class is satisfied by symmetry
of equality, we still need to show for all f € dom(os.fields) that there exists
fid € dom(lookup-field) such that if f = lookup-field(fid) and fda(fid) = low
then op.f ~g-1 01.f. Let f € dom(os.fields) and fid € dom(lookup-field) such
that f = lookup-field(fid) and fda(fid) = low. As 01 and oy are objects of the
same class, dom(o.fields) = dom(o; .fields). Thus, we have o;1.f ~3 02.f and can
apply Lemmato get 0g.f ~pg-1 01.f. We can conclude that oy ~g-1 0;.

Lemma 15 (Transitivity of object indistinguishability). Let 01,092,03 €
O be three objects in a program P with the lookup function lookup-fieldp and
B,B" € B be two partial injective functions on locations, such that oy ~3 02 and
02 ~gr 03. Then o1 ~giop 03 holds.

Proof. We know that o;.class = os.class and for all f € dom(o.fields) it holds
that there exists fid € dom(lookup-field) such that if f = lookup-field( fid) and
fda(fid) = low then o;.f ~g 02.f. We also have o0y.class = og.class and for all
f € dom(oz.fields) it holds that there exists fid € dom(lookup-field) such that
if f = lookup-field(fid) and fda(fid) = low then os.f ~p 03.f. As oy.class =
o3.class is satisfied by transitivity of equality, we still need to show for all f €
dom(o; fields) it holds that there exists fid € dom(lookup-field) such that if f =
lookup-field( fid) and fda(fid) = low then o1.f ~g/op 03.f. Let f € dom(oy.fields)
and fid € dom(lookup-field) such that f = lookup-field(fid) and fda(fid) = low.
As 01,09, and o3 are objects of the same class, dom(o;.fields) = dom(os.fields),
ie., f € dom(og.fields). Thus, we have o1.f ~g 02.f and 0s.f ~g 0s.f and can
apply Lemma@ to get 01.f ~pop 03.f. We can conclude that o1 ~gog 03.

Lemma 16 (Symmetry of array indistinguishability). Let aj,as € A be
two arrays and B € B be a partial injective function on locations such that
ay ~g az. Then as ~g-1 a; holds.

Proof. We know that a;.length = as.length and ada = low implies for all indices
i € Ny such that i < aq.length that a;[i] ~g az[i]. As ag.length = a;.length is
satisfied by symmetry of equality, we still need to show that ada = low implies
asi] ~p-1 ayfi] for all i € Ny with i < as.length. Let ada = low and i € Ny
such that i < ag.length. As the lengths are equal, we have a;[i] ~g az[i]. By
Lemma (10} this implies az[i] ~3-1 a1[i]. Thus, we can conclude that as ~5-1 a;.

Lemma 17 (Transitivity of Array Indistinguishability). Let a1, aq,a3 €
A be three arrays and 3,5 € B be two partial injective functions on locations,
such that a1 ~g as and az ~gr as. Then a1 ~gog az holds.

Proof. We know that a;.length = as.length and ada = low implies for all indices
i € Ny with ¢ < ai.length that aq[i] ~g az[i]. We also know that as.length =
as.length and ada = low implies that for all indices i € Ny with i < as.length that
asli] ~p asfi]. As aj.length = as.length is satisfied by transitivity of equality,
we still need to show that ada = low implies for all i € Ny with i < a;.length
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that a1[i] ~gop asli]. Let ada = low and ¢ € Ny such that ¢ < aj.length.
As the lengths are equal, we have ¢ < ag.length and therefore a1[i] ~3 asli]
and as[i] ~g as[i]. By Lemma this implies a1[i] ~gop asli]. Thus, we can
conclude that a; ~g/op as.

Lemma 18 (Symmetry of heap indistinguishability). Let hi,hy € H be
two heaps and B € B be a partial injective function on locations such that hy ~g
hg. Then hg ~p-1 hl holds.

Proof. As f3 is a partial injective function on locations with dom(5) C dom(hq)
and mng(B8) C dom(hs), B~ is a partial injective function on locations with
dom(B~1) C dom(hy) and rng(8~') C dom(hi). We need to show that for
all I € dom(B™1), either | € domo(hs) and B~1(1) € domo(h1) and ha(l) ~p-1
hi(871(1)), or I € dom a(hs) and B~1(1) € dom a(hy) and ha(l) ~g-1 hi (B~1(1)).
If | € dom(B7!) and | € domo(h2) and B~1(I) € dome(h1), we know that
hi(B7Y(l)) ~p hz2(l), because S is a partial injective function on locations, and
can apply Lemmato get ho(l) ~g-1 hi(B71(1)). If | € doma(h2) and B~1(1) €
dom 4(h1), we know that hy(871(l)) ~5 ha(l) because 3 is a partial injective
function on locations and can apply Lemma [16] to get ho(l) ~g-1 hi(B7(1)).
Thus, we can conclude that hy ~g-1 hy.

Lemma 19 (Transitivity of heap indistinguishability). Let hy, ho, hy € H
be three heaps and 3,3 € B be two partial injective functions on locations such
that hy ~g ha and hy ~g' hs. Then hy ~gog hs holds.

Proof. As f3 is a partial injective function on locations with dom(3) C dom(hy)
and rng(B) C dom(hs) and B’ is a partial injective function on locations with
dom(B') C dom(hs) and rng(B’) C dom(hs), 5’ o8 is a partial injective function
on locations with dom(8’ o 8) C dom(hy) and rng(S’oB) C dom(hs). We need to
show that for all I € dom(3’ o §8), either | € domo(h1) and 8'(B(1)) € domo(hs)
and hi(l) ~pop h3(8'(8(1))), or I € doma(h1) and 5’ (8(1)) € doma(hs) and
(1) ~ros ha(B'(B(1))).

If | € dom( o B) and | € domep(hy), we know that (1) € domo(ha) because
hi1 ~g hg and furthermore 5'(8(1)) € dome(hs) because hy ~gr hs. Moreover we
can apply Lemma |15 to hq(I) ~g ho(B(1)) and ha(B(1)) ~a hs(B'(8(1)), which
both holds by assumption and the definition of heap indistinguishablility, and
conclude hi (1) ~gop h3(8(B8(1))).

If | € dom(p o) and I € dom 4(hy), we know that 3(1) € dom 4(h2) because
hi ~s hg and furthermore 5'(8(1)) € dom a(hs) because hy ~g hz. Moreover,
we can apply Lemma [I7] to hu(l) ~s ha(3(1)) and ha(8(1) ~sr ha(8'(B(D).
which both holds by assumption and the definition of heap indistinguishablility,
and conclude hy (1) ~gop h3(8'(8(1))). Thus, we can conclude that hy ~gog hs.

Lemma 20 (Monotonicity of register state indistinguishability). Let
r1,70 € R be two register states, B € B be a partial injective function on lo-
cations, and rda € RDA such that r1 ~gd4a 72. Then for all rda’ € RDA it
holds that if rda C rda’ then ri ~g da’ T2.

66



Proof. Let r1,72 € R be two register states, 5 € B be a partial injective function
on locations, and rda, rda’ € RDA such that r; ~B,rda T2 and rda C rda’. We need
to show that r ~g 4o 7.

We know for all z € X U X,..s that if rda(z) = low then r(z) ~g r'(z). As
rda C rda’, for each register either rda(z) = rda’(x) or rda(z) C rda’(z) holds.
In the former case, indistinguishability is satisfied by assumption. In the latter
case, rda’(x) must be high and, thus, indistinguishability is trivially satisfied.
Therefore, we know for all z € X UX, .5 that if rda’(z) = low then r(z) ~g r'(z).
Hence, we can conclude r ~g o 7.
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B Mapping of Dalvik Opcodes to Abstract Instructions

Table 1. Control flow instructions

Abstract Instruction

Concrete Dalvik Opcodes

nop
goton

if-test vq, vy, N, TOP
if-testz vq,n,T0P

nop
goto, goto/16, goto/32

if-eq, if-ne, if-1t, if-ge, if-gt, if-le
if-eqz, if-nez, if-1ltz, if-gez, if-gtz,
if-lez

Table 2. Arithmetic Instructions (1)

Abstract Instruction

Concrete Dalvik Opcodes

move Vg, Up
move-wide vq, Uy
const Vg, N
const-wide vq4, 1

cmp Vg, Vb, Ve
cmp-wide vq, Vp, Ve
unop Vg, Vs, UOP
unop-wide Vg, Up, UOP
unop-wideS vq, Uy, UOD

unop-wideT vq, Vb, UOP

binop va, Vb, Ve, bOp

binop-wide vq, Vs, Ve, bOp

move, move/froml6, move/16, move-object,
move-object/froml6, move-object/16
move-wide, move-wide/from16, move-wide/16
const, const/4, const/16, const/highl6
const-wide/16, const-wide/32, const-wide,
const-wide/highl6

cmpl-float, cmpg-float

cmpl-double, cmpg-double, cmp-long
neg-int, not-int, neg-float, int-to-float,
float-to-int, int-to-byte, int-to-char,
int-to-short

neg-long, not-long, neg-double,
long-to-double, double-to-long
long-to-int, long-to-float, double-to-int,
double-to-float

int-to-long, int-to-double, float-to-long,
float-to-double

add-int, sub-int, mul-int, div-int,
rem-int, and-int, or-int, xor-int,
shl-int, shr-int, ushr-int, add-float,
sub-float, mul-float, div-float, rem-float
add-long, sub-long, mul-long, div-long,
rem-long, and-long, or-long, xor-long,
shl-long, shr-long, ushr-long, add-double,
sub-double, mul-double, div-double,
rem-double
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Table 3. Arithmetic Instructions (2)

Abstract Instruction

Concrete Dalvik Opcodes

binop-2addr v, vy, bop

binop-2addr-wide vq, vs, bop

binop-1lit vq, vs,n, bop

add-int/2addr, sub-int/2addr,
mul-int/2addr, div-int/2addr,
rem-int/2addr, and-int/2addr,
or-int/2addr, xor-int/2addr,
shl-int/2addr, shr-int/2addr,
ushr-int/2addr, add-float/2addr,
sub-float/2addr, mul-float/2addr,
div-float/2addr, rem-float/2addr
add-long/2addr, sub-long/2addr,
mul-long/2addr, div-long/2addr,
rem-long/2addr, and-long/2addr,
or-long/2addr, xor-long/2addr,
shl-long/2addr, shr-long/2addr,
ushr-long/2addr, add-double/2addr,
sub-double/2addr, mul-double/2addr,
div-double/2addr, rem-double/2addr
add-int/1it16, rsub-int, mul-int/1iti6,
div-int/1it16, rem-int/1it16,
and-int/1it16, or-int/1it16,
xor-int/1it16, add-int/1it8,
rsub-int/1it8, mul-int/1it8, div-int/1it8,
rem-int/1it8, and-int/1it8, or-int/1lit8,
xor-int/1it8, shl-int/1it8, shr-int/1it8,
ushr-int/1it8

Table 4. Array-Related Instructions

Abstract Instruction

Concrete Dalvik Opcodes

array-length v, vp
new-array vq, Up
filled-new-array

Va, Vb, Ve, Vd, Ve, I
filled-new-array-range v,,n
fill-array-data v, Uog, ... Un
aget Va, Up, Ve

aget-wide vq, Vb, Ve
aput vq, Up, Ve

aput-wide vq, Vs, Ve

array-length
new-array
filled-new-array

filled-new-array/range
fill-array-data

aget, aget-object, aget-boolean,
aget-byte, aget-char, aget-short
aget-wide

aput, aput-object, aput-boolean,
aput-byte, aput-char, aput-short
aput-wide
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Table 5. Object-Related Instructions

Abstract Instruction Concrete Dalvik Opcodes

instance-of vq, Up, Cl instance-of

new-instance v, cl new-instance

const-string vq,s const-string, const-string/jumbo

const-class v, cl const-class

iget vq, Vb, fid iget, iget-object, iget-boolean,
iget-byte, iget-char, iget-short

iget-wide vq, vy, fid iget-wide

iput vg, Vs, fid iput, iput-object, iput-boolean,
iput-byte, iput-char, iput-short

iput-wide vq, vp, fid iput-wide

sget v, fid sget, sget-object, sget-boolean,
sget-byte, sget-char, sget-short

sget-wide v, fid sget-wide

sput v, fid sput, sput-object, sput-boolean,
sput-byte, sput-char, sput-short

sput-wide v, fid sput-wide

Table 6. Method-Related Instructions

Abstract Instruction Concrete Dalvik Opcodes
invoke-virtual invoke-virtual

Va, Vb, Ve, Ud, Ve, M, Mid

invoke-super invoke-super

Va, Vb, Ve, Vd, Ve, My, MiId

invoke-direct invoke-direct

Va, Vb, Ve, VUd, Ve, T, mid

invoke-interface invoke-interface

Va, Vb, Ve, Vd, Ve, T, mid

invoke-static invoke-static

Va, Vb, Ve, Vd, Ve, M, MId

invoke-virtual-range v,,n, mid invoke-virtual/range

invoke-super-range v,,n, mid invoke-super/range
invoke-direct-range v,,n,mid invoke-direct/range
invoke-interface-range invoke-interface/range

Va, N, Mid

invoke-static-range v,,n,mid invoke-static/range

move-result v, move-result, move-result-object
move-result-wide v, move-result-wide

return-void return-void

return v, return, return-object
return-wide v, return-wide
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C Semantics of Further Instructions

m = move-wide Vg,V
rMoveWide [pp) @ b

(0]
(hypp, )~ o (Bypp + 1, 7[00 > 7(05), Vas1 = 7(vp11)])

m = const-wide vq,n
rConstWide el

(hypp,7) ~ P (B, pp + 1, 7[00 > lower(n), va41 > upper(n)])

LCmpWide> m[pp] = cmp-wide vq,vp, Ve (7(vp) @ T(Vpt1)) > (r(ve) @ T(Vet1))

(hypp, 7Y~ (B pp + 1, 7[vg > —1])

mpp] = cmp-wide va,vp,ve  (r(vp) @ r(vp41)) = (r(ve) @ r(ves1))

rCmpWide= ©
(hspp,r) ~Pum (hypp + 1,7[va = 0])
Wi ) P70 (1) £1(012) < 1) ¢ ()
(hypp, 1) ~>Pm (hypp + 1,7[va = 1])
m|[pp] = unop-wide vq,vp,u0p  x = uop(r(vs) @ r(ves1))
rUnopWide 5 —
(hy D) P (hypp + 1,7[va — lower(x), vat1 ~— upper(z)])
m|[pp| = unop-wideS v4,vp,uop T = uop(r(ve) @ r(vet1))
rUnopWideS © — i
(hypp, 1) ~Pm (hypp + 1,7[va = 2])
m([pp] = unop-wideT vq,vp,uop = = uop(r(vy))
rUnopWideT 5 —
(hepp, ) P (hypp + 1,7[va — lower(x), vas1 > upper(z)])
m|[pp] = binop-wide vq, Vb, Ve, bOp
z = (r(vy) @ r(vp bop (r(ve) @ r(ves1
R = oo b () (o)
(h,pp, 1) ~Pm (h,pp + 1,7[va > lower(z), vat1 — upper(z)])
m|[pp] = binop-wide-2addr wvq, vy, bop
T = (r(ve) @ 7(Vat+1)) bop (r(ve) @ 7 (vp
rBinopWide2addr (r(va) o r(va+ ))7 (r() o r(v))

(hypp, )~ P (B, pp + 1, 7[00 — lower(z), vat1 — upper()])

Figure 14. Semantics of instructions for 64 bit values (1)
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m[pp] = iget-wide vq,vp, fid  fid € dom(lookup-field)
r(vp) € dom(h) o= h(r(v))
f = lookup-field , ( fid) f € dom(o.fields)

rIgetWide 5
(hypp,7) ~ P (hypp + 1, 7[va > lower(0.f), vas1 > upper(o.f)])

m[pp| = iput-wide va,ws, fid  fid € dom(lookup-field )
r(vy) € dom(h) o= h(r(v))

rIputWide f = lookup-field » (fid) f € dom(o.fields)

(b pp, 7) ~ P (B[F(v0) > o[f = (r(va) @ T(var1)]], pp + 1,7)

m[pp] = sget-wide wq, fid  fid € dom(nameToReference)
I = nameToReference( fid) fid € dom(lookup-field )
f = lookup-fieldp(fid)  f € dom(h(l).fields) = = h(l).f

rSgetWide ©
(h,pp, 1) ~>Pm (h,pp + 1,7[va > lower(z), va41 — upper(z)])

m[pp] = sput-wide vq, fid  fid € dom(nameToReference)
I = nameToReference( fid) fid € dom(lookup-field )

[‘Sputwlde f = Iookup—fleldp(ﬁd) T = h(l) f c dOm(:cfleIds)

(hypp,7) ~ P (B[l = a[f = (r(va) @ 7(vara)]], pp + 1,7)

m[pp] = aget-wide vq,vp,ve  7(vp) € dom(h) ar = h(r(w))
x = ar[r(v.)] 0 < 7r(ve) < ar.length

rAgetWide ©
(hypp, ) ~>pPm (hypp + 1, 7[ve +— lower(z), vat1 — upper(z)])

m[pp] = aput-wide va,vs,ve  r(vs) € dom(h)  ar = h(r(vs))

FAputWide x = ar[r(ve) = (7(va) ® 7(vat1))] 0 < r(ve) < ar.length
(

0
(hyppy7) ~ P (B[F(v5) = @], pp+ 1,7)

m = return-wide v
rReturnWide lpr] “

0
(hypp,7) ~ i (1(va) @ 7(Vat1), )

m = move-result-wide v,
rMoveRW el ¢

(h, pp,T) ->(103),m (h,pp + 1,7[va = r(resultiower), Vat1 — T(resultupper)])

Figure 15. Semantics of instructions for 64 bit values (2)
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mlpp] = cmp va,ve,vc  T(vb) > 7(vc)

rCmp> o)
(h,pp,7) ~P.m (h,pp + 1,7r[ve — —1])
m[pp] = cmp Va,vp,ve (V) = 7(Vc)

rCmp= o

(h,pp,7) ~>Pom (h,pp + 1,7[va = 0])
- as y Ve < c
rCmp< m[pp] = cmp Va, vp, v r(vp) < 7(ve)

0
(B pDs ) ~ B (hypp + 1, 7[vg > 1])

m[pp] = binop-2addr va,vs,bop = 7(vs) bop r(wvp)

rBinop2addr ©
(hypp,7) ~ P (hypp + 1,7[va > z])
m([pp] = binop-lit ve,vs,n,bop = 1(vs) bop n
rBinopLit © —
(hypp, 1) ~ P (hypp + 1,7[va > z])
mpp] = if-testz wvq,n,rop  7(v4) TOP O
rlfTestzTrue © —
(h,pp, 1) ~>Pm (h,pp +n,7)
m[pp] = if-testz wvq,n,rop  —(r(va) rop 0)

rIfTestzFalse 0 —
(h,pp, 1) ~Pm (h,pp+1,7)

m[pp] = invoke-super Uiy, Uk, Vky, Vkg, Vky, 1, Mid

(mid, h(r(vk,)).class) € dom(lookup-super )
m' = lookup-super p(mid, h(r(vg,)).class)

h, 0, defaultRegisters([r(vk, ), . .., 7 (vk, _ l}("/), u, b’
0 n—1 Pm

rIS
(h, pp, ) gi}ilr)t (W, pp + 1, r[resultipwer — lower(u), resultypper — upper(u)])
m[pp] = invoke-super-range vy, n,mid
(mid, h(r(vk)).class) € dom(lookup-superp)
m’ = lookup-super p(mid, h(r(vi)).class)
Sk (.0, defaultRegisters([r(vx), ... 7(vksn—1)])) 45}, (u, h')
r

(h,pp,T) Eﬁ;,l,z (W, pp + 1, r[resultiower > lower(u), resultupper — upper(u)])

Figure 16. Semantics of other instructions (1)
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m[pp] = invoke-direct vy, Vk,,Vky, Vks, Vky, M, mid  T(Vk,) € dom(h)
(mid, h(r(vk,)).class) € dom(lookup-direct )
m’ = lookup-direct » (mid, h(r(vg,)).class)

(h, 0, defaultRegisters([r (v, ), - - -, 7(ve,,_)])) 45, (u, B')
rID :

/

(h,pp,T) 33;2 (W ,pp + 1, r[resultiower — lower(u), resultupper + upper(u)])

m[pp] = invoke-direct-range vi,n,mid
(mid, h(r(vg)).class) € dom(lookup-directp)  7(vk) € dom(h)
m’ = lookup-direct » (mid, h(r(vg)).class)

(h, 0, defaultRegisters([r(vx), . .. 7(vksn_1)])) 5, (u, ')
rIDR '

(h,pp,T) Lﬁ;,l,z (W, pp + 1, r[resultiower > lower(u), resultupper — upper(u)])

m[pp] = invoke-interface Uiy, Uk, Vky, Vkg, Vky, 1, mid  7(vk,) € dom(h)
(mid, h(r(vk,)).class) € dom(lookup-virtual )
m’ = lookup-virtual p (mid, h(r(vg,)).class)

- (h, 0, defaultRegisters([r(vig ), - - -, 7(Vk, _,)])) Ugf;)ﬂ (u, h')

(h,pp, ) (Ji;_:,z (W, pp + 1, r[resultiower + lower(u), resultypper — upper(u)])

m[pp] = invoke-interface-range vi,n,mid r(vg) € dom(h)
(mid, h(r(vk)).class) € dom(lookup-virtual )
m' = lookup-virtual » (mid, h(r(vy)).class)

N (h, 0, defaultRegisters([r(vi), . .. 7 (vk+n_1)])) 45, (u, h')
rll :

(h,pp, ) m;:,z (W, pp + 1, r[resultiower — lower(u), resultypper — upper(u)])

m[pp] = invoke-static Uiy, Uk, Vks, Uks, Vky, 1, Mid
mid € dom(lookup-staticp) m’ = lookup-staticp (mid)

< (h, 0, defaultRegisters([r(vey ), - . ., 7(ve, )]} 45, (u, 1)
rISt .

(h, pp,T) L’i;;{ (W, pp + 1, r[resultiower — lower(u), resultypper — upper(u)])

m[pp] = invoke-virtual vy, Vk,,Vky, Vks, Vk,, N, mid  T(vk,) € dom(h)
(mvid, h(r(vk,)).class) € dom(lookup-virtual )
m’ = lookup-virtual p(mid, h(r(vg,)).class)

(h, 0, defaultRegisters([r(vkg ), - - -, 7(Vk, _,)])) llgl;)l/ (u, h')
rIV .

(h,pp, ) (Ji;rrl,z (W, pp + 1, r[resultiower + lower(u), resultypper — upper(u)])

Figure 17. Semantics of other instructions (2)
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m[pp] = filled-new-array vy, Uk, Vky, Vks, Vky, T 0<n
h € dom(nextFreeLocation) I = nextFreeLocation(h)
z = defaultArray(n)  ar = z[0 — r(vgy),...,n— 1= 7(vk,,_,)]

rFilledNewArray 5
(h, pp, ) -<P),m (h[l = ar],pp + 1, 7[resultiower — 1])

m([pp] = fill-array-data va,uo,...,Un
r(va) € dom(h)  ar = h(r(va)) 0<n < arlength

. z=ar[0— ug,...,n—uy] forall0<i<mn
rFillArrayData

0
(hypp,7) ~ o (B[ (va) > 2], pp + 1,7)

Figure 18. Semantics of other instructions (3)
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D Typing Rules of Further Instructions

m[pp] = move-wide vq,vy  t = rda(vs) U rda(ve+1) U se(pp)

tMoveW -
m, regionm, mda, fda, ada, ret, se - pp : rda — rdafve — t, Va1 —> ]
m = const-wide vq,n
LOW [pp)
m,...,ret,se(pp) b pp : rda — rdafvg — se(pp), vat1 — se(pp)]
m([pp] = cmp-wide vq, Vb, Ve
t = rda(vp) U rda(ve41) U rda(ve) U rda(ves1) L se(pp)
tCmpW -
m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — ]
m([pp] = unop-wide v, vp,uop t = rda(ve) U rda(ve+1) U se(pp)
tUnopW -
m, regionm, mda, fda, ada, ret, se - pp : rda — rdafvg — t, Va1 — t]
m[pp] = binop-wide vq, Vs, Ve, bop
. t = rda(vs) U rda(vp41) U rda(ve) U rda(vet1) U se(pp)
tBinopW -
m,regionm, mda, fda, ada, ret, se - pp : rda — rdafve — t, Va+1 —> 1]
m[pp] = binop-2addr-wide v, vs,bop
. t = rda(vg) U rda(ve+1) U rda(vp) U rda(vp+1) U se(pp)
tBinop2W -
m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafve — t, Va1 > ]
m[pp] = iget-wide v, ws, fid  fda(fid) = st
t = rda(vp) U st U se
tIgetWide - (vs) (pp)
m, regionn,, mda, fda, ada, ret, se - pp : rda — rdafve — t, Va1 — t]
m[pp] = iput-wide wvq,ws, fid  fda(fid) = st
rda(ve) U rda(ve+1) U rda(vs) U se C st
(IputWide ( ) (Vat1) (vs) U se(pp) E
m, regionm,, mda, fda, ada, ret, se - pp : rda — rda
. m[pp] = sget-wide vq, fid fda(fid) = st t= stU se(pp)
tSgetWide -
m, regionm, mda, fda, ada, ret, se - pp : rda — rdafve — t, Va1 > €]
m[pp] = sput-wide v,, fid fda(fid) = st
rda(vg) U rda(ve Ll se C st
(SputWide (va) (vat1) U se(pp) E

m, regionm,, mda, fda, ada, ret, se - pp : rda — rda

Figure 19. Security typing rules for instructions for 64 bit values (1)
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m[pp] = aget-wide vq,vp,ve ¢t = se(pp) U adalrda(vy) L rda(ve)

tAgetW -
m, regionm, mda, fda, ada, ret, se - pp : rda — rdafve — t,Vat1 —> ]
m([pp] = aput-wide vq, Vb, Ve
rda(ve) U rda(ve+1) U se(pp) U rda(vy) U rda(ve) C ada
tAputW -
m, regionm,, mda, fda, ada, ret, se - pp : rda — rda
m[pp] = move-result-wide vq
t = rda(resultiower) Ll rda(resultypper) LI se
tMoveResW ( l ) ( pper) (pp)
m,---F pp:rda — rdafvg — t,va+1 —> 1]
m[pp] = return-wide v,  se(pp) U rda(ve) U rda(vaet1) C ret
tReturnW

m, region,,, mda, fda, ada, ret, se - pp : rda — rda

Figure 20. Security typing rules for instructions for 64 bit values (2)

m[pp] = cmp va,vp,v. t = rda(vy) L rda(ve) L se(pp)
tCmp

m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — t]

. m[pp] = binop-2addr v, vs,bop t = rda(vs) U rda(vs) Ll se(pp)
tBinop2

m, region,, mda, fda, ada, ret, se - pp : rda — rdafv, — ]

m[pp] = binop-lit w,,wp,n, bop

tBinopL -
m, regionm,, mda, fda, ada, ret, se - pp : rda — rdafv, — rda(vs) U se(pp)]

m[pp] = if-testz vq,n,rop Vj € regionm,(pp).rda(va) C se(j)
tIfTestz

m, regionm,, mda, fda, ada, ret, se - pp : rda — rda

m[pp] = filled-new-array va, Vb, VUc, Vd, Ve, N

tFNA T = ['Ua,’Ub,’Uc,Ud,’Ue} l—lzﬁ:l rda(a:[l]) C ada

m, -+ pp:rda = rda[resultiower — se(pp), resultupper — se(pp)]

m[pp] = fill-array-data vg,uo,-..Un
rda(v,) U se(pp) C ada
m, regionm,, mda, fda, ada, ret, se - pp : rda — rda

tFillAData

Figure 21. Security typing rules for other instructions (1)
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mpp] = invoke—* Vg, Up, Ve, Vd, Ve, N, Mid T = [Va, .. ., Ve]
(mid, [rda(z[1]),. .., rda(z[n])], st) € mda
rda(ve) = low se(pp) = low

tI
m, -+ F pp:rda = rdaresultiower > st, resultupper — st

m[pp] = invoke-*-range vs,n,mid
(mid, [rda(va), ..., rda(vatn—1)], st) € mda

R rda(ve) = low se(pp) = low

m, -+ pp:rda — rda[resultiower — St, resultupper — St]

m[pp] = invoke-static Vg, Ub, Ve, Vd, Ve, N, Miid
= [Va,...,ve]  (mid,[rda(z[1]),...,rda(z[n])], st) € mda
se(pp) = low

tIS
m, -+ F pp: rda — rda[resultiower — st, resultupper — st

Figure 22. Security typing rules for other instructions (2)

The rules invoke-* and invoke-*-range apply to all non-static invoke instruc-
tions.
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